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TYCO INTERNATIONAL LTD
END-USER LICENSE AGREEMENT

FOR KANTECH Software Provided With or Without Products or Components

IMPORTANT - READ CAREFULLY
KANTECH Software purchased with or without Products and Components is copyrighted and is purchased
under the following license terms:

This End-User License Agreement (‘EULA”) is a legal agreement between You (the company, individual or entity
who acquired the Software and any related Hardware) and KANTECH, the manufacturer of the integrated secu-
rity systems and the developer of the software and any related products or components (“HARDWARE") which
You acquired.

If the KANTECH software product (“SOFTWARE PRODUCT" or “SOFTWARE") is intended to be accompanied
by HARDWARE, and is NOT accompanied by new HARDWARE, You may not use, copy or install the SOFT-
WARE PRODUCT. The SOFTWARE PRODUCT includes computer software, and may include associated
media, printed materials, and “online” or electronic documentation.

Any software provided along with the SOFTWARE PRODUCT that is associated with a separate end-user
license agreement is licensed to You under the terms of that license agreement.

By installing, copying, downloading, storing, accessing or otherwise using the SOFTWARE PRODUCT, You
agree unconditionally to be bound by the terms of this EULA, even if this EULA is deemed to be a modification of
any previous arrangement or contract. If You do not agree to the terms of this EULA, KANTECH is unwilling to
license the SOFTWARE PRODUCT to You, and You have no right to use it.

SOFTWARE PRODUCT LICENSE
The SOFTWARE PRODUCT is protected by copyright laws and international copyright treaties, as well as
other intellectual property laws and treaties. The SOFTWARE PRODUCT is licensed, not sold.

1
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GRANT OF LICENSE - This EULA grants You the following rights:
Software Installation and Use - For each license You acquire, You may have only one copy of the SOFT-
WARE PRODUCT installed.
Storage/Network Use - The SOFTWARE PRODUCT may not be installed, accessed, displayed, run,
shared or used concurrently on or from different computers, including a workstation, terminal or other digital
electronic device (“Device”). In other words, if You have several workstations, You will have to acquire a
license for each workstation where the SOFTWARE will be used.
Backup Copy - You may make back-up copies of the SOFTWARE PRODUCT, but You may only have one
copy per license installed at any given time. You may use the back-up copy solely for archival purposes.
Except as expressly provided in this EULA, You may not otherwise make copies of the SOFTWARE
PRODUCT, including the printed materials accompanying the SOFTWARE.

DESCRIPTION OF OTHER RIGHTS AND LIMITATIONS
Limitations on Reverse Engineering, Decompilation and Disassembly - You may not reverse engineer,
decompile, or disassemble the SOFTWARE PRODUCT, except and only to the extent that such activity is
expressly permitted by applicable law notwithstanding this limitation. You may not make any changes or
modifications to the Software, without the written permission of an officer of KANTECH. You may not
remove any proprietary notices, marks or labels from the Software Product. You shall institute reasonable
measures to ensure compliance with the terms and conditions of this EULA.
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b Separation of Components - The SOFTWARE PRODUCT is licensed as a single product. Its component
parts may not be separated for use on more than one HARDWARE unit.
c Single INTEGRATED PRODUCT - If You acquired this SOFTWARE with HARDWARE, then the SOFT-

WARE PRODUCT is licensed with the HARDWARE as a single integrated product. In this case, the SOFT-
WARE PRODUCT may only be used with the HARDWARE as set forth in this EULA.

d Rental - You may not rent, lease or lend the SOFTWARE PRODUCT. You may not make it available to oth-
ers or post it on a server or web site.
e Software Product Transfer - You may transfer all of Your rights under this EULA only as part of a permanent

sale or transfer of the HARDWARE, provided You retain no copies, You transfer all of the SOFTWARE
PRODUCT (including all component parts, the media and printed materials, any upgrades and this EULA),
and provided the recipient agrees to the terms of this EULA. If the SOFTWARE PRODUCT is an upgrade,
any transfer must also include all prior versions of the SOFTWARE PRODUCT

f Termination - Without prejudice to any other rights, KANTECH may terminate this EULA if You fail to com-
ply with the terms and conditions of this EULA. In such event, You must destroy all copies of the SOFT-
WARE PRODUCT and all of its component parts.

g Trademarks - This EULA does not grant You any rights in connection with any trademarks or service marks
of KANTECH or its suppliers.

3 COPYRIGHT

All title and intellectual property rights in and to the SOFTWARE PRODUCT (including but not limited to any
images, photographs, and text incorporated into the SOFTWARE PRODUCT), the accompanying printed
materials, and any copies of the SOFTWARE PRODUCT, are owned by KANTECH or its suppliers. You may
not copy the printed materials accompanying the SOFTWARE PRODUCT. All title and intellectual property
rights in and to the content, which may be accessed through use of the SOFTWARE PRODUCT, are the prop-
erty of the respective content owner and may be protected by applicable copyright or other intellectual prop-
erty laws and treaties. This EULA grants You no rights to use such content. All rights not expressly granted
under this EULA are reserved by KANTECH and its suppliers.

4 EXPORT RESTRICTIONS

You agree that You will not export or re-export the SOFTWARE PRODUCT to any country, person, or entity
subject to US export restrictions.

5 CHOICE OF LAW
This Software License Agreement is governed by the laws of the State of New York.

6 LIMITED WARRANTY

a NO WARRANTY
KANTECH PROVIDES THE SOFTWARE “AS I1S” WITHOUT WARRANTY. KANTECH DOES NOT WAR-
RANT THAT THE SOFTWARE WILL MEET YOUR REQUIREMENTS OR THAT OPERATION OF THE
SOFTWARE WILL BE UNINTERRUPTED OR ERROR-FREE.

b CHANGES IN OPERATING ENVIRONMENT
KANTECH shall not be responsible for problems caused by changes in the operating characteristics of the
HARDWARE, or for problems in the interaction of the SOFTWARE PRODUCT with non-KANTECH SOFT-
WARE or HARDWARE PRODUCTS.

c LIMITATION OF LIABILITY; WARRANTY REFLECTS ALLOCATION OF RISK
IN ANY EVENT, IF ANY STATUTE IMPLIES WARRANTIES OR CONDITIONS NOT D IN THIS LICENSE
AGREEMENT, KANTECH'S ENTIRE LIABILITY UNDER ANY PROVISION OF THIS LICENSE AGREE-
MENT SHALL BE LIMITED TO THE GREATER OF THE AMOUNT ACTUALLY PAID BY YOU TO
LICENSE THE SOFTWARE PRODUCT AND FIVE US DOLLARS (USD$5.00). BECAUSE SOME JURIS-
DICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF LIABILITY FOR CONSEQUENTIAL



Reference Manual

SPECIAL EDITION
ENTRAPASS™

OR INCIDENTAL DAMAGES, THE ABOVE LIMITATION MAY NOT APPLY TO YOU.

DISCLAIMER OF WARRANTIES

THIS WARRANTY CONTAINS THE ENTIRE WARRANTY AND SHALL BE IN LIEU OF ANY AND ALL
OTHER WARRANTIES, WHETHER EXPRESSED OR IMPLIED (INCLUDING ALL IMPLIED WARRAN-
TIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE) AND OF ALL OTHER
OBLIGATIONS OR LIABILITIES ON THE PART OF KANTECH. KANTECH MAKES NO OTHER WAR-
RANTIES. KANTECH NEITHER ASSUMES NOR AUTHORIZES ANY OTHER PERSON PURPORTING
TO ACT ON ITS BEHALF TO MODIFY OR TO CHANGE THIS WARRANTY, NOR TO ASSUME FOR IT
ANY OTHER WARRANTY OR LIABILITY CONCERNING THIS SOFTWARE PRODUCT.

EXCLUSIVE REMEDY AND LIMITATION OF WARRANTY

UNDER NO CIRCUMSTANCES SHALL KANTECH BE LIABLE FOR ANY SPECIAL, INCIDENTAL, CON-
SEQUENTIAL OR INDIRECT DAMAGES BASED UPON BREACH OF WARRANTY, BREACH OF CON-
TRACT, NEGLIGENCE, STRICT LIABILITY, OR ANY OTHER LEGAL THEORY. SUCH DAMAGES
INCLUDE, BUT ARE NOT LIMITED TO, LOSS OF PROFITS, LOSS OF THE SOFTWARE PRODUCT OR
ANY ASSOCIATED EQUIPMENT, COST OF CAPITAL, COST OF SUBSTITUTE OR REPLACEMENT
EQUIPMENT, FACILITIES OR SERVICES, DOWN TIME, PURCHASERS TIME, THE CLAIMS OF THIRD
PARTIES, INCLUDING CUSTOMERS, AND INJURY TO PROPERTY.

WARNING: KANTECH recommends that the entire system be completely tested on a regular basis. However,
despite frequent testing, and due to, but not limited to, criminal tampering or electrical disruption, it is possi-
ble for this SOFTWARE PRODUCT to fail to perform as expected.

www.EntraPASS.com

8641 S. Warhawk Rd. Conifer, CO 80433
Patrick.McAllister@EntraPASS.com
(303) 670-1099 (303) 679-8949 fax
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Chapter 1 ¢ Introduction

Welcome to EntraPass, a powerful multi-user access control system that provides all the features
required in the most demanding applications.

What is EntraPass? EntraPass is a comprehensive, menu-driven access control software
package. Among the many features EntraPass offers, you will find:

e Connection to the Kantech IP Link

e KT-100, KT-200, KT-300 and KT-400 compatibility (Note)

NOTE: You can connect a loop of KT-200 controllers on the RS-485 of the KT-400 if not mixed
with other controllers (Kantech KT-100, KT-300 and KT-400).

e Kantech Telephone Entry System (KTES)

*  Express setup

e Local anti-passback, and DayPass for temporary visitors

e Elevator control

* Integrated badging capability

e Interactive floor plans

e Configurable desktops by operator

e Multiple reader technology

e External alarm system interfacing

e Time and Attendance reporting, Email reports capability

e Visual diagnostics

e Video Integration with American Dynamics family of Intellex® Digital Video Management
System (DVMS)

e Support of 10 Intellex and 2 HDVR

» Live video display, recorded video playback, local event logging and saving

e Vocabulary editor

e Intrusion Integration

*  Windows 7 Pro 64-bit supported

What is Access Control? Access control consists of a set of components (door readers,
exit detectors, motion detectors, etc.) that are professionally installed and electronically controlled.
System workstations are used to receive event messages, acknowledge alarms, modify the system
database, etc. A supporting advantage of access control is that all system events are carefully
archived and can be easily retrieved for inspection purposes.
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EntraPass Main Features

Kantech Advantage Program (KAP): New optional KAP provides 12 months of free
upgrades and online training for end users. For further details, refer to the Application Note, New
Optional Kantech Advantage Program, DN1874.

Kantech IP Link. EntraPass is compatible with the Kantech IP Link that provides a secure
ethernet connection that serves as a polling device that will control the excess bandwidth by
communicating to the system only when necessary. The Kantech IP Link’s main function is to relay
information between the controllers and the gateway.

KT-100, KT-200, KT-300 and KT-400 Controllers. EntraPass is compatible with
Kantech’s KT-100, KT-200, KT-300 and KT-400 controllers. This has an added benefit when
upgrading existing sites that require more flexibility and improved user interfaces. It also allows
installers to select the controller that best suits their customers’ needs and budget.

KT-400. The KT-400 controller is a four-door ethernet encrypted controller that is used as a door
controller and as a IP communication device for a remote site loop.

Expansion Modules for the KT-400. The KT-400 controller allows connection of
expansion modules in order to add outputs, like relays and open drain outputs, and inputs. Mixing
up input and output expansion modules gives the ability to connect up to 256 inputs and 256
outputs per KT-400 Controller.

e KT-MOD-RELS: This expansion module is an 8-relay expansion module used as general relays
or elevator control outputs. The module supports daisy chaining which can add up to 32 KT-
MOD-REL8 modules for a total of 256 external relays per KT-400 controller.

«  KT-MOD-INP16: This expansion module is an input module that adds up to 16 zones to the KT-
400 controller. The module supports daisy chaining; you can interconnect up to 15 KT-MOD-
INP16 modules for a total of 240 external inputs per KT-400. Adding the 16 onboard inputs of
the KT-400 gives a total of 256 inputs per KT-400.

« KT-MOD-OUT16: This expansion module is an open drain to 12 VDC 16 output module. It can
be used for elevator access control (may require additional hardware). The module supports
daisy chaining; you can interconnect up to 16 KT-MOD-OUT16 modules for a total of 256
external outputs per KT-400.

Kantech Telephone Entry System. The Kantech Telephone Entry System enables users
to grant access to the building, to their visitors, via their own land telephone or cellular telephone.
This telephone line can also serve, via an integrated modem, as a programming link or a monitoring
link. The KTES is designed to be a stand-alone unit as well as a part of a complete access control
system such as EntraPass from Kantech or any access control system. It can communicate with
EntraPass through a Corporate gateway for programming and monitoring. The KTES installation
can also include Kantech controllers (KT-100, KT-300 and KT-400) as well as any controller that
supports a Wiegand interface port. Also, in order to ease the process of importing and exporting
tenant lists, an automated procedure has been implemented to guide you through the various steps.
For details concerning the installation and the local programming of the KTES, refer to the KTES
Installation Manual, DN1769 and KTES Programming Manual, DN1770.

Express Setup. The Express Setup program enables installers to automatically define and
configure the most standard system components. This saves installation time and prevents setup
errors. With Express Setup, the system is fully functional and ready to test the hardware and wiring
before the installer makes the customized changes necessary for a particular site.

1« Introduction
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Elevator Control Capability. EntraPass allows installers to program up to 64 floors per
elevator cab using expansion devices such as KT-PC4216, KT-PC4204 (16 floors maximum) with
the KT-300 or such as KT-MOD-OUT16, KT-MOD-INP16 or KT-MOD-REL8 with the KT-400. This
indispensable feature in a multi-tenant building allows facility managers to restrict specific floor
access to authorized cardholders.

Integrated Badging. The Integrated Badging feature was added to EntraPass to allow users
to design and print badges. Pictures and signatures can be imported or, with the necessary devices,
captured and incorporated into cards for printing badges.

Interactive Floor Plans. EntraPass can import and display high-resolution graphics
created on CAD-type systems (converted to .jpg or .bmp), allowing you to design a graphic-based
system that operators can use with minimal training. Interactive icons can be added to floor plans to
display component status and offer full manual operation of the component in real-time.

Configurable Desktops by Operator. With EntraPass, each Operator can be assigned
up to 4 configurable desktops. These desktops display selected windows featuring message events,
user photos, filtered events, and alarm instructions. Desktops can contain any combination of
windows.

Interfacing with External Alarm Panels. KT-100, KT-300 and KT-400 controllers
allow users to arm, disarm, and postpone the arming of an external alarm panel through. This allows
EntraPass to easily integrate with an external alarm system.

Time and Attendance Feature. The Time and Attendance feature is a low-cost
alternative to high-priced dedicated Time and Attendance systems. It enables operators to print or
download time sheets in a CSV format to a payroll system.

Visual Diagnostics. EntraPass offers on-screen real-time visual representation of the system
devices, with conditions updated in real-time, including high resolution floor plans that can be
imported and displayed on screen. Interactive system icons can be added to the graphic to display
component status in real-time. Manual operations may be performed from the real-time system
graphic.

Enhanced Video Integration. EntraPass adds real-time monitoring capability as a
response to the growing importance of video in access control systems. Integration with American
Dynamics’ Intellex® digital video management system through the powerful Intellex Application
Programming Interface (API) provides real-time video monitoring as well as video playback. Video
can be linked to real-time video monitoring as well as video playback. Video can be linked to access
events and recorded from one to sixteen cameras from different Intellex units simultaneously.
Presets, sequences, dome control and 1x1, 2x2, 3x3, and 4x4 views are available through the
EntraPass software. All cameras can be called up directly from a floor plan simply by double-
clicking on the camera or dome icon. Operators can configure viewing parameters for digital video
applications through an EntraPass user interface.

Vocabulary Editor. Simple and easy program used to translate the software in the language
of your choice. By default, Entrapass is available in English, French, Spanish, German and Italian. It
can also be translated in up to 99 languages, by using this feature.
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EntraPass Manual and Help

Using the Reference Manual

The Reference Manual is designed for EntraPass system installers, administrators and users. You
may refer to the hard copy of the manual or to the on-line version in pdf format.

Getting Help

Our window-level Help will provide you with immediate and context-related Help. Press [F1] on your
keyboard to display the Help related to the active window or select Help > Contents from the
EntraPass menu bar. For immediate help, use the Help button, found in all the system windows. You
may also use the right-click option; it may either display a shortcut menu or the help file of the active
window.

8641 S. Warhawk Rd. Conifer, CO 80433
Patrick.McAllister@TURNSTILES.us
(303) 670-1099 (303) 679-8949 fax

1« Introduction



SPECIAL EDITION
ENTRAPASS™

Reference Manual @

Technical Support

If you cannot find the answer to your question in this manual or in the Help files, we recommend you
contact your system installer. Your installer is familiar with your system configuration and should be
able to answer any of your questions. Should you need additional information, refer to the following

table for the Technical Support Help Desk in your area.

8641 S. Warhawk Rd. Conifer, CO 80433
Patrick.McAllister@TURNSTILES.us
(303) 670-1099 (303) 679-8949 fax

EntraPass Manual and Help
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Chapter 2 « Software Installation

Before any installation takes place, make sure that the computers on which the software will be
installed meet the necessary requirements.

For information concerning hardware equipment installed with the software, refer to the
documentation supplied with the hardware.

This chapter contains information related to the EntraPass software. You will find:

e System requirements

e Software installation and upgrading

Depending on the system configuration, there are different system hardware requirements for the
installation of the EntraPass software.
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Recommended System Requirements

The following system requirements apply to the EntraPass system. Make sure that the computer on
which you are installing the software meets the following requirements:

Operating systems: Windows XP Pro, Server 2003, Server 2008, Vista and Windows 7 Pro 32
and 64-bit with their latest Service Packs (Note).

Processor (without video integration): Dual Core

Processor (with video integration): Intel Core™2 Quad Processor Q9400 (6M Cache, 2.66 GHz,
1333 MHz FSB)

2 GB RAM

Minimum free hard disk space: 20 GB (30 GB with video integration)

Screen resolution: 1024 x 768

Graphic adapter card (without video integration): AGP or PCI Express 8X graphics card with 64
MB memory and DirectX 9.0 support

Graphic adapter card (with video integration): NVS 295 or equivalent

48X CD-ROM drive

Network Interface card: 10/100 Base-T network adaptor (Gigabit or greater with video
integration)

Additional Requirements

For several applications, you can use the following devices:

A video capture card—to capture user images for card identification

A sound card—to use warning sounds when an alarm is reported

A badge printer— to print badges (Badging)

A signature capture device— to capture signatures (Badging)

A log printer—(dot-matrix or laser) to print events (messages and alarms)
A Report printer—(laser) to print reports

2 +» Software Installation
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Installation Kit

The EntraPass installation package contains EntraPass software CD-ROM as well as the Reference
Manual DN1420. It also contains the CBLK-10 kit which includes 30 m (100 ft) RS-232 cable with
RJ-12 connectors, the DB9F to RJ-12 (740-1023) adaptor and the DB9M to DB25F (740-1041) adaptor.
Your installation CD-ROM allows you to install the basic components of your EntraPass:

* 1 Single workstation application

*  Report Viewer

e Vocabulary Editor

e KT-Finder program
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InstallShield Wizard

The InstallShield Wizard will guide you through the various installation scenarios. Table 2-1 lists the

various installation scenarios.

Table 2-1: Procedures list for EntraPass

Procedure

Page

1- Installing EntraPass (New Installation)

10

2- Adding System Components

19

3- Upgrading EntraPass

21

4- Updating EntraPass

23

5- Removing EntraPass

27

Installing EntraPass (New Installation)

The system will be up and running in three steps. Installers need to:
1 Install the software using the System Installation Code located in the CD-
2 Install the workstation.

10

ROM pocket.

2 +» Software Installation
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System Installation

1  Before you begin the installation, make sure that no EntraPass application is running.

2 Insert the software CD-ROM into the CD-ROM drive. The installation program should start
automatically if your computer is configured to autorun. If the installation program does not start
automatically, click Start > Run, then enter D:\Setup.exe (where D: is the CD-ROM drive) in the
displayed field.

3 Before you go any further, you will be prompted to Choose
setup language. English is selected by default.

NOTE: The setup (InstallShield) language cannot be
changed later on if you need to perform an EntraPass
update or install system components with a different
language. If you must change the setup language, you have
to remove and re-install the software.

NOTE: The system and database language depends on the

language you select when installing the software. For example, if you select “English”, it will
be the system default language at start up. The system and database language can be
changed from the EntraPass Workstation.

4 Click OK. The Welcome screen will be displayed.

e All the installation windows look the same as the Welcome window.
*  You will notice the software version you are about to install is located at the top left.
The middle section of the window contains the instructions you will follow throughout the
installation process. The instructions will be updated automatically when you click Next.

System Installation 11
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» Back and Next buttons are available at the bottom of the screen to allow navigating back
and forth within the installation screens if you wish to verify or modify a parameter you
previously setup.

*  You can Cancel the installation at any time.

Click Next to continue the installation. The Setup Start window will be displayed.

Select the operation(s) you wish to perform. The first set of options are for new installs and the last

option is for updates. During the first installation, you will only be able to select one of the install

options. We suggest that you install the first option in the list.

* Install Server, Database and Workstation: This option will install the EntraPass Special
Edition system. It will be grayed out if the application is already installed on the machine.

e Update Installed Applications: This option will be grayed out if the system has not been
installed previously. To update your EntraPass system, see "Updating EntraPass" on page
23.

2 +» Software Installation
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7 Click Next. The Serial Number window will be displayed.

8 Enter the serial number for the EntraPass Special Server or Software. The information is located
in the CD-ROM pocket. Make sure to enter the correct digits. The Next button is only enabled if the
serial number is valid.

9 Click Next. The system displays the software End-User License Agreement.

Entrapass Special Edition il

License Agreement
ad the:

SENSORMATIC ELECTRONICS

KANTECH - TYCO SAFETY
EMD-USER LICENSE

FOR KANTECH Software Provided With or ‘without
Products ar Components

IMPORTANT - READ CAREFULLY

KAMTECH Software purchased with or without Products and Companents is copprighted and
is purchased under the following license termns:

This End-User License Agreement ["EULA"] is a legal agreement between You [the
company, individual or entity wha acquired the Software and any related Hardware)] and
Sensomatic Electionics Corparation ["KANTECH"). the manutacturer of the integrated
secunity systems and the developer of the software and any related products or companents
["HARDWARE"] which “r'ou acquired.

]

InstallShield < Back H Next> Cancel

System Installation 13
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10 Select | accept... if you understand and agree with the conditions described in the end-user license
agreement or click | do not accept... to cancel the installation.

NOTE: You will not be able to complete the installation if you refuse the terms of the license
agreement. The Next button will remain grayed out until you select | accept...

11 Click Next. The Customer Information screen will be displayed.

Entrapass Special Edition 3.19.04

Customer Information
Fle. &r pour infol

Company Mame:

k.antech Systems

Inistall this applicali

InsstallShield < Back Mewt > Cancel

12 Enter the User Name and the Company Name.
13 Select the user type: Anyone who will use this computer or Only the person currently logged in and
registered in the system.

2 +» Software Installation
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14 Click Next. The Choose Destination window will be displayed.

15 You can keep the selected directory and click Next, or select another one.
« If you want to change the directory where to install the application, click Change. The
Choose Folder dialog will pop up where you can select the new installation directory.
* Type in the destination directory where you want to install EntraPass or double-click the
directory structure all the way down to the destination directory. Then, click Ok. The path
will be indicated in the Choose Destination Location window.

Choose Folder &‘

Pleass select the installation folder.
Path:
Ci\Pragram FilesKantech

Directories:

&) Program Files ~
=) Common Files
=) ComPlus Applications
) Internet Explorer
B3 Kantech
) EntraPass
) Messenger

[#-I7=1 microsoft frontoace o

< 3>

15

System Installation



SP

ECIAL EDITION

16

ENTRAPASS™

16 Click Next. The Ready to Install the Program window will be displayed.

Reference Manual

17 If you need to review the parameters you've setup, click Back. If everything is ready for the

installation, click Next. The installation will begin.
18 During the installation process, you will be
prompted to Select the primary and
secondary languages. This will define the
language used to build the database and the
languages used to run EntraPass.
19 Click OK. The installation will continue.

2 +» Software Installation
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20 Once the options are completed, the system will prompt you to consult the Read Me file.

21 Click Next. The system will verify if there are any other applications or utilities you can install. If this
is the case, the following message will popup on screen:
« If you want to install other applications, click Yes [ =]

an d Start over at num ber 4 : @ Installation completed. Would wou like install another application ?

Yes No |

System Installation 17
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» If the installation is completed and you do not wish to install other applications, click No.
The InstallShield Wizard Completed window will popup:

22 You can select to restart your computer at this time or do it later.
23 Remove the CD-ROM from the CD-ROM drive.
24 Click Finish to complete the installation.

NOTE: You must restart the computer after the installation.
NOTE:

18 2 +» Software Installation



SPECIAL EDITION
Reference Manual ENTRAPASS-

Adding System Components

1 From the Options toolbar, click on System registration. The System registration window appears.
EntraPass Special Edition

EntraPass KTES Edition

System Installation 19
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2 From the System registration window, select the component you want to install. Then select the
Click here to install component button (left-hand pane). The component Registration (Name of
component) window appears.

= Component registration (Door, entry tenant option (500))

System senal number | ‘ | | | ‘ | | | ‘

Option serial number || | | | | | | ‘
Flease register anline at hitp\Wmembercenter kantech.com or contact Kantech support at: &

Marth Amence

Phone : +1{4507444-2030 =
Tollfree : 1-888-222-1560 (1US & Canada)

Support fram ;800 - 20:00 (GMT -05:00)

E-mail : kantechsupponiEtycoint.com

Latin America

Argenting v

Registration confirmation code | | | | | | | ‘

3 Enter the Option Serial Number (located on the Option Certificate).

NOTE: There are two ways of registered a new component; register online at
www.kantech.com or contact your local Kantech technical support to get the registration
confirmation code.

4 Go to www.kantech.com and click on the Member Center.

NOTE: If you are not a member yet, submit your request and your membership confirmation
should be received by email within 1-2 business days.

20 2 +» Software Installation
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5 Click on Kantech Registration.

6 Enter the System Serial Number and follow the instructions online.
7 Return to the EntraPass Component Registration screen and enter the Registration
Confirmation Code, then click OK. The OK button is only enabled when both codes are valid.

Upgrading EntraPass

1  Before you begin the installation, make sure that no EntraPass application is running.

2 Insert the software CD-ROM into the CD-ROM drive. The installation program should start
automatically if your computer is configured to autorun. If the installation program does not start
automatically, click Start > Run, then enter D:\Setup.exe (where D: is the CD-ROM drive) in the
displayed field.

NOTE: A database backup will be automatically performed during the upgrade process.

3 Enter the Upgrade Serial Number (located on the Upgrade Certificate).

NOTE: There are two ways of upgrading the system; register online at www.kantech.com or
contact your local Kantech technical support to get the Registration confirmation code.
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4 Go to www.kantech.com and click on the Member Center.

NOTE: If you are not a member yet, submit your request and your membership confirmation
should be received by email within 1-2 business days.

5 Click on Kantech Registration.

6 Enter the System Serial Number and follow the instructions online.

7 Return to the System Upgrade screen and enter the Registration Confirmation Code, then click
OK. The OK button is only enabled when both codes are valid.

8 The next steps are the same as updating EntraPass. Go to “Updating EntraPass” on page 23.

2 +» Software Installation
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Updating EntraPass

When you update your software, the system automatically detects the components that are installed
and updates them. It is highly recommended to update your system when the system is at its
minimum use (Friday night, for example.)

Before Updating EntraPass

1  Perform a complete backup of your system database. For more information on how to perform
a backup, see "Backup Scheduler" on page 426.

2 Verify the system database (see "Database Utility" on page 440) to make sure that no errors are
detected.

3 Once all applications have been updated, we strongly recommend that you reload the gateways to
ensure that all data will be refreshed and sent to controllers (Operations > Gateway reload).

Updating EntraPass

1 Insert the software installation CD-ROM into the CD-ROM drive. The installation program should
start automatically if your computer is configured to autorun. If the installation program does not
start automatically, click Start > Run, then enter d:\Setup.exe (where d: is the CD-ROM drive) in the
displayed field. The system displays the installation setup window.

2 Click Next. The Welcome window will be displayed.
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Click Next. The Setup Start window will be displayed.

Select Update Installed Applications and click Next. The Previous Software window will be
displayed, listing all the software that are currently installed on your machine.

2 +» Software Installation
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5 Click Next to continue. The update will start and all programs currently installed on your machine
will be updated.

6 Click the View button to read the Read-Me File that contains information on the updates that were
done to the different applications. When you are done with this file, close it. You will automatically
return to the Setup End window.

7 Click Next. The system will verify if there are any other
applications or utilities you can install. If this is the case, a
message will popup on screen:

» If you want to install other applications, click Yes e No |
and start over at number 2.

@ Inztallation completed. ‘Waould pou like install anather application ?

Updating EntraPass 25



SPECIAL EDITION
ENTRAPASGSS- Reference Manual

» If the installation is completed, click No. The Maintenance Completed window will popup:

8  You can select to restart your computer at this time or do it later.
9 Remove the CD-ROM from the CD-ROM drive.
10 Click Finish to complete the installation.

NOTE: After the update, you must restart the computer in the order prescribed at the
beginning of this chapter, see "Before Updating EntraPass" on page 23.
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Removing EntraPass

If you need to remove the EntraPass software from the computer, you will use the Add/Remove
Programs option in the Control Panel.

1  Click Start > Settings > Control Panel.
2 When the Control Panel is opened, click Add/Remove Programs to open the dialog.

3 Select the program you want to delete from the list and click Remove. The EntraPass Uninstall
program dialog will display on the screen.

4 Select the application you want to uninstall. If you want to uninstall EntraPass completely, check the
Uninstall all applications box.

5 Click Next.
6 Before you go any further, the system will prompt you
to confirm.
e Click Yes if you want to continue the uninstall
process.
e Click No if you want to cancel the uninstall
process.
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When the uninstall process is completed, the Maintenance completed dialog will display on the
screen.

Click Finish to exit the wizard.
Restart your computer.
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Chapter 3 « Getting Started

This chapter introduces operators to the EntraPass system graphical user interface and basic
functions.

To start an EntraPass session, you only have to start the Entrapass Workstation

NOTE: All authorized system operators must have a unique and confidential login name and
password that should be assigned by the system installer/administrator. It is very important to
restrict access to the EntraPass workstations to authorized personnel only.
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Session Start and End

Starting the EntraPass Workstation

An EntraPass workstation is a computer where the EntraPass monitoring application has been
installed. It enables operators to access and program the system database and components.
1  Start EntraPass workstation (from Windows® Start menu or from the EntraPass desktop icon).

2 The EntraPass Workstation main window will display on screen.
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3 Click the Login/logout button on the toolbar to access the Operator login dialog.

4 Enter your User name and Password. The password is case sensitive. The default User name
is kantech. It is not case sensitive. The default Password is kantech, in lower case; it is case
sensitive.

NOTE: If you cannot login properly, check if the Caps Lock key on your keyboard is activated.
When proper login data have been entered, the system menu, toolbar and status bar are
enabled. Also, the server must be running if you want to be able to log in the system.

31



SPECIAL

EDITION

32

ENTRAPASS™

—Q@—

Reference Manual

Accessing Information on the Server Workstation Connection Status

1  Click any tab to access the system toolbar or select a menu item to access the system menu. In
the lower part of the window, color-coded flags indicate the communication status: Green,
communication is OK; Red: communication problems; Blue: a report is pending.

2 Move the cursor over the colored rectangles to show details about the network status, the
network database status and the workstation application report status.

3 Move the cursor over the displayed numeric values to show details. It will indicate, in order, the
system date and time, the operator’'s name, items in the Alarms desktop, alarms to be
acknowledged, etc.

4 Double-click (or single click, depending on your |EErrerre
system settings) any number in the status bar to | [Netwok information
display the Status information window. Hatvork state Femminieafon 0

Server hame
NOTE: It is recommended to use the Login/logout Server type Piimary server
button when you exit EntraPass programs. This Wensreis deebene die el 5%
ensures that the system databases are shutdown | [Deskierinfomaion
# Logfs) in message screen 280

proper Iy' # Logls) in fitered messages screen il
# Logfs) in alarms screen 0 0
# Logls] in netwark alam screen o

Report information
|7 Repart state Mo repart in process

|200110A1810:18 &M |KANTECH

Modifying your Work Area Properties

1

Right click anywhere in the main window to display the Properties window. It allows you to
customize the window buttons as well as the background color.
To modify the size of the toolbar buttons,
select one of the following:
e Small buttons: small buttons are
displayed below menu items
e Large buttons  with images:
components icons are displayed on
large buttons
e Large buttons without images: no
icons are displayed
In the Miscellaneous section, make the appropriate choice:
e Display menu: only the menu bar appears. No icons are displayed. Right-click the work
area to modify the properties.
» Display toolbar: the menu bar and the toolbar are displayed.
Select a background color for the work space.
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Express Setup

Express Setup

Express Setup allows you to configure system components such as sites and controllers, as well as
devices associated with these components such as doors and inputs. This utility reduces
programming to a minimum, allowing the installer to test the installation and system components.
You may use it to configure a site or to define controllers associated with a site. When used to
configure a site, it allows installers to associate this site to a gateway. It also allows installers to
configure the site rapidly, giving minimum configuration information about the controllers connected
to it.

You may launch Express Setup from Windows® menu: Start > All Programs > EntraPass Special
Edition > Express Setup or by clicking the Express Setup icon from a number of EntraPass
workstations’ windows. When used to configure a controller, it allows operators to assign default
values to a controller and to its associated devices (input, relays and output). In this case, it is
launched from a system message box or from a controller definition menu.

NOTE: You have to login to the workstation when you launch Express Setup. In fact, as the
program allows you to modify the system devices configuration, it is essential to authenticate
yourself before proceeding with any modification.

For details on Express Setup, see "Express Setup Program" on page 452.
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-Alone Utilities

EntraPass includes a number of stand-alone utilities that allow operators to perform a variety of
tasks including verifying the system database or changing the system language. The following is a
list of EntraPass stand-alone utilities:

Database Utility: This program is intended to re-index archived files, update database fields,
verify archived files, verify the database integrity, verify the database index, verify the database
links and verify the database hierarchy.

Express Setup: Program used to configure all the components related to a gateway including
the type of readers used, type of connection, number of sites, number of controllers in a site,
etc.

KT-Finder: Program used to configure locally or remotely Kantech IP devices such as the
Kantech IP Link, the KT-400 Ethernet Four-Door Controller and the KT-NCC Network
Communications Controller (Note).

NOTE: The KT-NCC Network Communications Controller is only available with EntraPass
Global Edition.

System Report Viewer: Program used by the operator to view reports without having to start a
Workstation. When this utility is installed, operators can view reports sent by other workstations
using the EntraPass email feature.

Vocabulary Editor: Simple and easy program used to translate the software in the language of
your choice.

These utilities may be launched from the Windows® Start menu of any computer where Entrapass is
installed. For details on EntraPass stand-alone utilities, see "System Utilities" on page 439.
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EntraPass Toolbars

EntraPass dialogs display most of the following buttons. They are an easy way to access the system
functions. Generally, a “hint” is displayed when you move the cursor over an icon.

Each toolbar corresponds to a specific chapter as shown in the following figure.

11 9 6 7 5 8 4 1012 13 14

Deskbops ] Status ] Operation] Users ] DeFinition] Groups  Devices ISystem] Report ] Opkions ] Backup]

= 8 g B = &4 (O e

EntraPass Site Controller Kantech Door Relay Input Cutput
application Telephore
Enkry Syskem

You may access the toolbar from any EntraPass dialog window. Icons vary according to the window
that is open. Most of the icons are similar to icons you are familiar with and that are used in the
computer industry.

Icon Description
ﬁl The New icon is used to insert new information in the system
database. This may be adding a site, a schedule, a controller, etc.

The Save icon saves all the information you have entered since the
last save. Information is saved directly in the system.

The Save As icon allows operators to save all of the information of an
Ll existing component under a new name without affecting the original
component. When using this option while issuing a card, it allows you
to create a new card or save under a new card number without having
to modify the information of the original card.

a

=

The Delete icon is used to delete the currently selected record. As a

@I security against accidental deletion, a warning is displayed prompting
you for confirmation.
When a component is erased, all links with other items are erased as
well. However, the records (archives) are kept in the database after an
item is erased.

Print button can be used to print reports, card lists, event parameters,
etc.

[g The Print icon: depending on which menu you are working in, the
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Icon Description
= The Parent icon allows operators to display their search in a hierarchy
. or to divide searches by gateways, site and controller (according to the

menu). This button becomes useful when the system database
increases in size; you can find a specific item by selecting its parent
items.

The Link icon enables operators to see all instances of an item in
E other menus. For more information, see "Displaying Components
Links" on page 44.

M The Find icon allows operators to find a specific item or component in
the system database by using a specific character string.
For more information, see "Finding Components" on page 38.

The Express Setup icon allows installers and system administrators
to configure system devices by assigning default settings.

The System Tree View icon displays the components list in a
ﬂ hierarchy format. The components displayed in this window can be
selected or unselected.

The Close icon is used to close a menu or a sub-menu. If you forget to
save your information before closing a menu, the system displays a
window prompting you to confirm the “save” operation before closing
the menu.

I-L Cloze

The Cancel icon is used to cancel all modifications that were made
since the last time a valid save was performed. The system will prompt
you to confirm the operation.

? Help Use the Help icon to view the help content on a specific subject.

The OK icon is used to save and accept the modifications, additions or
deletions made to a record in the database of the system.

The Select all icon is used to select all the items or components
displayed in a list.

The Unselect all icon is used to unselect all the items or components
that were previously selected in a list of choices.

In several system windows, operators have access to graphic and
animation buttons. These buttons are particularly useful when you
want to display the status of a component before performing an
operation on that component.

The Enable graphic icon is used for example in the Status menu and
in the Operations menu. When enabled, this button displays the image
related to the selected component (i.e.: door) and displays also the
associated components (i.e.: reader). To display components in real-
time, this button must be used with the Enable animation button.

k|| ===| 199 E
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Icon

Description

The Enable animation icon: when enabled, this icon automatically
enables the Enable graphic icon. This activates the current
component (i.e.: door) and displays its status in real-time. For
example, if you wish to lock a door which was previously unlocked, the
reader's image (also visible) will be modified; the green dot will change
to red.

Right-click

Right-click allows operators to enable a shortcut menu from which
they can choose a specific command depending on the active menu.
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Basic Functions

Following are the basic system operations:

e Find components

* Use the extended selection box
*  Select components, a specific folder, a site or a gateway

e Print lists or reports

*  View links between components

e Calling the system tree view

Finding Components

Reference Manual

The Find Components function allows operators to find a specific item or component in the system
database by using a specific character string.
There are two types of Find Components dialogs: One that can be accessed from any EntraPass
window toolbar; One that will be accessed through all the dialogs that pertain to users (Cards,
Visitor Cards and Daypasses).
1 In both cases, you must click the binoculars button in the toolbar to open the Find component

dialog.

P Find a component (Schedule)

Find campenents

Always valid
Always valid
Alwas valid

Corp Site H4 24/7

Corp Site #5 24/7

Corporate 1 24/7

Holiday #1

Holidaw #2

KT-200 COM1 24/7
KT-200Dial 24/7

KT-300 &larm 24,7

KT300 Manual 24/7

MNCC windows 24/7 no holiday
WNCC Windows 24/7 with holiday
Office Hours Lagin Schedule
Office: Hours Unlocking Schedule
Schedule Alam Sutem Critical
Site

Site H#2

Site #3

Site #E
Site #7 06h a 20k

Index

€ Begin with:

€ Containg

@

®

X Cancel

P Help

¥ Find a component {Card) X

X Cancel
P Hep

€ Beghn with:

© Cortaing

Liner 7

liner

iner2

iner3

inerd

inerd.

e user

'ending card
Simon Fraser
Steve McQueen
Stolen/Lost card
Supervisor
Supervisor [KT-300]
Table toumante
Test Card H10
Test Card #100
Test Card #1000
Test Card #1071
Test Card H102
Test Card #103
TestCard H104
Test Card 105
Test Card H106
Test Card 107
Test Card #108
Test Card H109
Test Card #11
Test Card H110 hd

Index Card user name
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*  The window on the left is used to find components and the window on the right is used to
find cards.

Icons

Description

&

Will search the database for components or cards.

L)

Will search the database for the picture that corresponds to the card you

selected in the list.

Will open a menu where you can select which card index you want to
search on (card number, cardholder name, card information fields, etc.).

2 To start a search, enter a keyword and click the binoculars on the right. To reduce the search
results, check one of the boxes:

e Start with: Results will list all components that start with the one you have just entered, in
alphabetical order, and will include the rest of the list of components available in the

datab

ase.

 Begins with: Results will list only components with name that start with the text you
specified.
e Contains: Results will list all components that contain the text you specify.

P Find a component (Schedule) [ [l ™ Find 2 component (Schedule) @l
Find components Find
o 7o
E # g #
X Cancel X Cancel
" Begin with € Contains ? Help © Containg ? Hep

Halidau ]
Holiday #2
KT-200 COM1 24/7
KT-200 Dial 24/7
KT-300 Alarm 24./7
KT300 Marwual 24/7
NCC Windows 24/7 no holiday
NCC Windows 2447 with holiday
Office Hours Login Schedule
Office Hours Unlocking Schedule
Schedule &larm Sytem Critical

ite H1
Site #2

te #3

te He

te HG

te HE

i #7 0Bh 2 20h
te KT-400 - Always valid
ystem login scheduie

Index

Index

Basic Functions
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3 If you want to view the picture that corresponds to the card selected in the list, click the
binocular with a plus sign button.

4 To cancel a search in progress, click the Cancel button.
5 Click OK. The selected component in the list will be displayed in the dialog where you initiated
the search.

Using the Extended Selection Box

An extended selection box allows you to view all components of a drop-down list by right-clicking on
the list. This option is available where a drop-down list exists for components such as applications,
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controllers, and doors. If the option is available, a hint box is displayed when the cursor is placed
over the drop-down list.

|.— Extended selection box

Inputs #105-112 Inputs #225-232
Inputs #113-120 Inputs #233-240
Inputs #121-128 Inputs #241-248
Inputs #129-136 Inputs #249-256
Inpuks #137-144 Inputs #25-32
Inputs #145-152 Inputs #33-40
Inputs #153-160 Inputs #41-45
Inputs #161-168 Inputs #49-56
Inputs #169-176 Inputs #57-64
Inputs #65-72
Inputs #177-184 Inputs #73-80
Inputs #1585-192 Inputs #51-85
Inputs #193-200 Inputs #59-96
Inputs #201-208 Inputs #97-104

Inputs #209-216
Inputs #217-224

Text filker [J5uppress address Colurns z :
Filters bype
(%) Contains () Starts with () Ends with () Exact wards () Selected
’ o CK ] ’ XK cancel ] ’ ? Help ]
30 1 30 1

* Available Filters types in the extended selection box are:
» Contains
e Starts with
e Ends with
*  Exact words
* Selected
* You can also enter specific words in the Text filter field to locate a specific item.
*  You can choose to Suppress the address in the search results.
*  You can also set the number of Columns for search result display.

Selecting Components

The Component selection function allows operators to select one or more system components.

The method employed may be context sensitive.

1 From the active window, click the Select Components button. It opens a secondary window
from which you may select appropriate options.

2 You may need to check options that are displayed or use the Select All button (left) to select all
the displayed options. You may also select Single to view components that are not grouped or
select Group to view the existing groups.

3 From the displayed list, select the component/group you want to display. You may check the
View option to display the components associated with the selected components.
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4 Where available, use the Select all button to select all the components, or use the Clear all
button to remove the check marks from the selected components. Click Cancel to return to the

previous window without any selections or changes.

5 Another selection method may be used as displayed in the following Controller Status window.
Right click inside the window to display an Extended Selection Box with a complete listing of

components.

7% Controller status

Site [an =1
I K Cancel |
(04] 04 - S ecurity Office “? Help |

E Select al |
9 Clear al |

[~ Wiew sub-components

6 Set the required number of columns in the Extended Selection box window to display all

components as required. A Text Filter may be employed to limit the listing.

;-‘g!Extended selection box
— —  ____________________________________
[ [04) 04 - Secunty Oifice

Tet filter I ‘ ™ Suppress address Colurns B
Filters type
’7(5' Contains © Starts with " Ends with " Exact words " Selected ‘
/ (u]:4 | x Cancel | ? Help |
I o I o [ [ \ Y

7 Click OK to apply selections and return to previous window.

Selecting a Specific Folder

You may need to browse through the hard drive to locate a specific folder for backups, for example.
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From the active window, click the Select button (it is identified by “...”). It opens a secondary
window from which you may select a specific folder.

To change the destination folder, browse the Drives drop-down list (lower part of the window).
You may click the Refresh drive list to make sure that the displayed list is up-to-date.

Once you locate the folder you are searching, click OK to go back to the active window.

Selecting a Specific Site

EntraPass offers you the ability to associate a specific component with a specific site. For example,
you can define a specific holiday for a specific site.

B~ o -

From an active window, click the New icon. The system displays the Select Site window.
Double-click a Site from the displayed list, then click OK.

Assign a meaningful name to the component being defined.

Follow the steps to complete the task.

Printing a List or a Report

Operators may need the Print function to:

Basic Functions

Print a list of cards

Print event parameters

Print event-relay association

Setup a report for printing

From any EntraPass window, click the Print icon.

Select the components you wish to include in your list. You can use the Select all button (if

available) to include all the displayed components in the list.

When you select the Print empty fields and/or the Print component reference option (if

available), the list will include the titles of the fields even if they are empty.

When you have finished selecting the fields, you can preview your list before you actually print

it. When you preview the list, you can:

e Define the printer setup

e Print a hardcopy of your report or list

e Save the report or list for later use with the Quick Viewer program or load an existing
report. For more information on this program, see "Quick Report Viewer" on page 463.

If you want to modify the settings, close, modify and print your list.

You can use the Font button to select a specific font and font size for your list.

To select or modify a font selection:

»  Select the font type from the Font menu. A preview of your selection will be displayed in the
Sample box.

* Choose the formatting attribute from the Font Style menu (regular, italic, bold or bold
italic).

»  Enter the font size from the Size menu (10 or 11 is a default). The smaller the font, the
more items appear on your list.
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8 You can also select a color from the Color menu (black is a default). The changes appear
automatically in the sample box. Click on OK when you are done. Use the Preview button from

the Print window to preview your output before printing.

NOTE: If there is no printer configured for the computer, an error message appears.

Displaying Components Links

The View links function allows you to view all instances of an item within other menus. Therefore, it

is possible to see all links an item has with other items.

NOTE: You can use the View links button before you delete a component from the database in
order to see which menus will be affected by the deletion. You can also print the links of a

selected component.

1 From any menu window, select a component and click the Link button. All the components that

are associated with the selected component are displayed.

2 The icons that are located on the left side of the components indicate the component type. For
example, if you select the Always valid schedule (in the Schedule definition menu) and click
the Link button, the system will display a list of all the menus in which this schedule is used.

I

P Always Valid

Primary Links [ Links

(01.01.02) 02 - 01 - 071 - Secuwity Office
Schedule

e Access Level Might Shift
(01.01.01) 01 - 071 - 07 - Secuwity Office
Schedule

B Controller [01.017101 - 01 - Security Office
AC Supervizion 5chedule

B Controller (01,0101 - 01 - Secuity Office

. Tarnper Switch Supervizion Schedule

7 Doors (01.01.01) 01 - 01 - 07 - Secuwity Office
Interlock Schedule

IR Do O1LOLOT 0101 - 01 - Secunty Dffice
Rex Schedule

EX Event Parameters Access - Door unlocked
Display

R Evert Parameters Access - Second entrance
Display

L L

=

1 Ciose |
o Print |
&y, Link |
? Help |

NOTE: In the highlighted example, the Always valid schedule is used as the REX (Request to
EXit) schedule in the Door definition menu.You can right-click an item to select a category.
For example, if you right-click and select Access levels, only the access levels in which this

schedule is defined are displayed.
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To view the links of the selected door with other components of the system, select the door,
then click the Link button again:

3

| (01.01.01) 01 - 01 - 01 - Security Dffice

I C
Administrators &I
Maintenance @ Print

Might Shift

B Access Level

Dioor Groups Chil 1
fe| EwentRelay Access granted
4t Graphic Office =

Report Access denied
g Time and Attendance Might Shift

All system components that are associated with the selected door appear. In this example, the

4
“door” is used in the Administrator access level; users granted this access level are allowed

access to the selected door.
5 Click the Print button to print the information displayed on the screen.

Floating Windows
The floating window button can be used to move the window outside the workstation screen. This

button is located at the left of the Minimize button for windows that support the floating window

function.

o SR

English

INew site

French

|New site

It is not possible to go back when the window is floating. It should be closed and then reopened. No
information on the window’s position is kept by the system.
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Using the Comment Field as Notepad

The Comment field, that you can find in the Card and also the Account windows, can be edited
directly but also as a Notepad window.

D] Card = oo =
DO D@ =Ena s B ES A
Card number 00:12345 : Creation date 09-08-10
- Modification date 09-08-10
Card user name Bob Smith =
Modification count 1
Card type ™ Maintenance

[] Copy to visitor card

General Access level Miscellaneous Comment | Usage Picture

Double-Click for full screen edit

For example, in the Card window double-click anywhere in the blank as shown above. The following
window is displayed:

Edit the text in the Notepad window and close it. The text is then displayed in the Comment field.
Click the Save button.
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Chapter 4 « System Devices

The Devices Toolbar

After the installation of the system hardware and software, you have to configure the system
devices. The Devices toolbar, located at the top of the Workstation window will allow you to access
all the devices dialogs (EntraPass applications) and physical components (controllers, KTES,
relays, doors, third party hardware, etc.).

Desktops | Status | Operation | Users | Defintion | Groups | Devices | wideo | System | Report | Options

2 B =u @ W = 4 0 o

ErtraPass Gataw:ay Sike Contraller Dot Relay Input Qutput Integrated Panel Integrated
application Cormponent

NOTE: It is recommended to use the Express Setup program to save configuration time and to
prevent setup errors. In addition, using Express Setup allows you to test the hardware
and wiring immediately after the installation.

You run the Express Setup program when you are configuring sites or controllers for the first time.
You may run the Express set up utility by clicking its icon in EntraPass windows. For detailed
information about using the Express Setup program, see "Express Setup Program" on page 452.

NOTE: If you are using the Video Integration feature, EntraPass enables you to assign all
system components into a video view; the same way you assign them to system
interactive floor plans (graphics). To do this, you simply select the video view where
you want the system component (EntraPass application, site, gateway, controller, etc.)
to appear. Video views are defined in the Video menu (Video tab > Video views).
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EntraPass Applications Configuration

EntraPass Special Edition application is a single-workstation software.

Configuring an EntraPass Application

1 From the EntraPass main window, select the Devices tab, then click the EntraPass
applications icon. The EntraPass applications main window appears.

L 1 EntraPoss application Elj: = [zl
English
‘Workstation EntraPass Specal Edition
EntraPass application @ Workstation EntraPass Spedial Edition
French
Poste de traval EntraPass Special Editi
General Parameters Workspace Messages Alarms Email reports Configuration
Application type 7] Send to tray on idle
Horkstation Delay (mm:ss) 20:00
Automatic logout on idle
Video view
Graphic
[ floee || Xcwe | [ Prep |

2 From the EntraPass application drop-down list, select the application you want to configure.
This list displays all EntraPass applications that have been installed. The Application type
drop-down list displays the type of the selected item. Assign a name to the selected EntraPass
application. If you are running the software in two languages, for example in English and
French, you may assign a name in English and in French.

3 Click the Save button to activate the new application.

Defining General Parameters

The General tab allows you to specify the system behavior when the operator is inactive, that is
when there is no action on the keyboard (idle time).

1 For added security, specify the system behavior when the operator is inactive. This feature
provides additional security to prevent access to the system by an unauthorized person. The
default delay is 20 min. You may keep the default delay or change it.

e Select the Send to tray on idle if you want the EntraPass applications to be minimized
when there is no action on the keyboard. If you do this, you have to specify the period after
which the application will be minimized if there is no action on the keyboard: in the Send to
tray on idle, enter the delay after which the EntraPass applications will be minimized and
sent to the task bar.

» Select the Automatic Logout on idle option if you want the EntraPass applications to
logout when there is no action on the keyboard. If you do this, you have to specify the

48 4 » System Devices



SPECIAL EDITION
Reference Manual ENTRAPASS-

period after which the application will be minimized: in the Automatic logout on idle enter
the delay after which the Operator will be automatically logged out, (the option has to be
checked).

2 Ifthe Video feature is enabled, the Video view field appears. If this is the case, select the Video
view in which you want the defined component to appear. For details on defining video views,
see "Video Views Definition" on page 163.

3 From the Graphic list, you may select the graphic to which the EntraPass applications is
assigned, if applicable. For details on defining graphics, see "Graphics Definition" on page 142.

Defining Security Parameters

This section applies to all EntraPass applications: EntraPass Workstations

1 From the EntraPass application window, select a workstation and move to the Parameters
tab.

2 Make the appropriate choices:

 Display Login List: if checked, this option tells the system to save the five last login
names to make them available for selection when opening new sessions. This option offers
a fast way to open a session since an operator has only to select a user name and enter a
password. You may however leave this field to its default setting (unchecked) for increased
security; this will oblige operators to enter both a valid user name and password before
accessing EntraPass.

e Must be login to close application: checking this option will oblige operators to login
before they exit an EntraPass program.

 Suspend messages: if this option is selected, all incoming messages for this EntraPass
applications will be suspended. Use this option for an EntraPass workstation that is used
only to configure components or when messages are not required.
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Operator must login to view events: checking this option will oblige the operator to login
at least once with a valid username and password before system event messages can be
viewed.

Display description in title bar: check this box to display EntraPass applications
description in the window titlebar (top).

Display description in taskbar: check this box to display EntraPass applications
description in the window taskbar (bottom).

Disable video: check this option to hide the video view options from this EntraPass
workstation user interface. If this option is checked, the Video Events List, Video Playback
and Video desktop options are disabled in the system. Operators with appropriate user
permissions will be able to configure the Video option but will not be able to view live or
recorded video segments.

Notify when remote sites must be updated: check this option to tell the system to send a
notification before updating remote sites. When this option is enabled, operators will
receive a notification before updating site communicating via a modem. If this option is
selected, operators will receive a notification each time data related to sites (such as
schedules, controllers, etc.) are modified. They will have the choice of updating remote
sites (Yes), refusing the change (No) or clicking Details so that they can select specific
sites to be updated.

Defining Workspaces

The Workspace tab allows you to select which workspace configuration and event parameters will
be applied on a specific workstation therefore making EntraPass geographically relevant. This
feature provides the ability to define workstation behavior.

Apply workstation workspace and event parameters: When checked this will enable the
workstation workspace definition for event messages display.

When logged out: will apply the selected workspace rules when the no one is logged on
the workstation.
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* When logged in: will apply the selected workspace rules when an operator is logged in,
overriding the operator’s workspace definition.

e When shutdown: will apply the selected workspace rules when the workstation is
shutdown.

e« Apply operator workspace to filter messages: when operator logs on, the workstation will
apply the operator workspace rules.

e The Process when both workspaces are selected section lists the options available when
both Apply workstation workspace and event parameters and Apply operator workspace
to filter messages boxes are checked.

Workstation workspace AND Operator workspace: events will be filtered according to
the EntraPass workstation workspace configuration, and filtered again according to the
workspace configuration of the operator who is currently logged on the EntraPass
workstation.

Workstation workspace OR Operator workspace: will select the workspace that has a
higher level in the hierarchy.

e Operator workspace ONLY: Operator workspace will have priority over the workstation
workspace.

Defining Message Controls

1 Click the Messages tab to define how messages should be processed in the module.

NOTE: Messages desktops are configured in the Desktop definition menu. For details, see
EntraPass Desktops on page 329.

2 Inthe Message control section:
e Specify the number of messages that will be kept on the server when the EntraPass
workstation is off-line, that is, when it is not connected to the module. The module buffers a
maximum of 10,000 messages per EntraPass workstation (default: 500).
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» Specify the number of messages that will be kept on the workstation. There is a
maximum of 100,000 messages per EntraPass workstation. By default, it keeps 5,000
messages.

NOTE: The EntraPass workstation will always keep newer events. To view older events, you

have to request a historical report. For details on requesting reports, see Reports on
page 365.

Specify if the Server should keep newest or oldest messages when its buffer reaches the

defined maximum number:

« Keep older messages: The module will keep the oldest messages and archive the newest
messages when the EntraPass workstation is off-line and when the Server buffer is full.

e Keep newer messages: The module will keep the newest messages and archive the
oldest messages when the EntraPass workstation is off-line and when its buffer is full.
Messages are processed on a first in - first out basis.

In the Clear Message Desktops section, specify when messages should be cleared:

 On logout (on a regular logout by an operator)

* On workstation shutdown (when the EntraPass workstation is completely shutdown)

In the Picture information section, select the field content that will be displayed below the

cardholder picture. The Show cardholder information with picture drop-down list contains 10

definable fields (User information 1, User information 2, etc.).

NOTE: By default, the field displays “User information #1” to “User information #10”. These

labels may be customized. For more information on renaming card information labels,
see "Customizing Card Information Fields" on page 218.

In the Status icon refresh delay section, specify the time interval at which the EntraPass
applications refreshes the condition reported by the status icon visible in the status bar. Refresh
delays range from 0.01 to 5.00 min. in increments of 0.01 sec.

You can define the Maximum number of records that can be retrieved from archived files and
displayed on screen for the Historical Report Desktop. The maximum is 200,000.
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Defining Alarm Controls

1 Click the Alarms tab to define how alarms should be processed.

NOTE: Alarms desktops are configured in the Desktop definition menu. For details, see

EntraPass Desktops on page 329.

2 Inthe Alarm control section:

Specify the number of alarms that will be kept on server when the EntraPass workstation
is off-line, that is, when it is not connected to the EntraPass module. The EntraPass
module buffers a maximum of 100,000 alarms per EntraPass workstation (default: 500).
Specify the number of alarms that will be kept on workstation. There is a maximum of
100,000 alarms per EntraPass workstation. By default, it keeps 5,000 alarms.

NOTE: The EntraPass workstation will always keep newer events. To view older events, you

have to request a historical report. For details on requesting reports, see Reports on
page 365.

3 Specify if the server should keep newest or oldest alarms when its buffer reaches the defined
maximum number:

Keep older alarms: The EntraPass module will keep the oldest alarms and archive the
newest alarms when the EntraPass workstation is off-line and when the Server buffer is
full.

Keep newer alarms: The EntraPass module will keep the newest alarms and archive the
oldest alarms when the EntraPass workstation is off-line and when its buffer is full. Alarms
are processed on a first in - first out basis.

4 Inthe Clear Alarms Desktops section, specify when alarms should be cleared:

On logout (on a regular logout by an operator)
On workstation shutdown (when the EntraPass workstation is completely shutdown)

5 You may define the acknowledgement parameters. Checking Display alarm message box will
send an acknowledgement message box even if the operator is working in another application.
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When this option is enabled, you have to enter the delay during which the acknowledgement
message box will be suspended. At the end of the delay, an alarm message box will be
displayed again requiring an acknowledgement from the operator.

You can check the Disable auto display of video views option to prevent video views from
being automatically displayed by this workstation. In fact, video views defined as alarms and
associated with components are automatically displayed when the component goes in alarm.
You may check the option Send message on acknowledge time-out to generate an
“acknowledge time-out” event when the operator fails to acknowledge an event during the time-
out delay specified in the Acknowledge time-out delay field. The message will be sent to the
Message desktop and the Alarms desktop. For more information on EntraPass desktops, see
EntraPass Desktops on page 329.

mail Report Options

EntraPass and the EntraPass WebStation offer users the ability to send reports using email
capabilities. This function can also be used with SMTP servers asking for a user authentication.

NOTE: SSL secured connections are not supported.

1 From the EntraPass Application main window, select the Email reports tab.
SR
HEDE @[S w6 R
English
IWurkstat\on EntraPass Special Edition
EntraPass application [{® wrorkstatian EntraPass Special Edtion =l
French
IPoste de travail EntraPass Special Editi
Generl | Parameters | workspace | Messages | Alams | Emailreports | configuration |
Emall - Server parameters Authentification parameters
Email server (SMTP or Exchange server) I Authentication
1+ Ho authentification
oot10
Email part " SMTP authentfication
Email sender | "~ POP3 authentification
S |
Password |
E-mail server (POP3) I
E-mail port (POP3 00000
Send to Test B
j'LC\ose | 25 Cancel | P Help |

In the Email server (SMTP or Exchange server) field, enter the IP address of the Email server
that will be used for sending emails.

In the Email Port field, enter the number of the port that will be used for sending emails (usually
25).

Enter a valid Email address in the Email sender field. This email address will be used for
authenticating the email server.

Authentication: These options can be used to configure the authentication method.

* No authentication: No authentication will be applied.

e SMTP authentication: An authentication, sent on the SMTP port, must be validated before
the message is released.
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. POP3 authentication: An authentication, sent on the POP3 port, must be validated before
the message is released.

User name: Enter a user name for the authentication process.

Password: Enter the password for the user name.

E-mail server (POP3): Enter the POP3 server address for a POP3 authentication.

E-mail port (POP3): Enter the POP3 port number for a POP3 authentication.

Send to: Recipient’s address for the message to be sent.

Test button: Send a test message with the selected parameters. According to the test results,

different error or success messages could be displayed.

Defining Host Modem and Keypad Delays

The host modem and the keypad delays are defined in the Configuration tab.

In the Keypad delays section, enter the Inter-Digit Delay time (m:ss). It represents the
maximum delay permitted between each selection of a keypad key by a user. The maximum
delay is 4:15 minutes.

Enter the Time-out on keypad delay time (m:ss). It is set in seconds. It represents the
maximum time allowed for users to begin entering their personal identification number at a
keypad. The maximum delay is 4:15 minutes.

NOTE: The maximum time allowed for both the inter-digit and time-out on keypad delays is

4 minutes and 15 seconds.

In the Delays (Not applicable to KT-200), use the up/down arrows, determine the number of
Invalid attempts before keypad is disabled. Users have a maximum of 255 invalid attempts
before the keypad is disabled.

Enter the Keypad disabled duration delay (h:mm). The maximum duration allowed is
4 hours:15 minutes. When the counter reaches the maximum attempts counter, the keypad will
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be disabled for all cards. It is disabled for the delay specified in the Keypad disabled duration
field.

5 Enter the Reset attempt counter delay (m:ss). When the delay specified in the Reset attempt
counter field is expired, the system will set the attempt counter to zero. The maximum delay is
4:15 minutes. If the value entered is greater than the maximum allowed, then the system will
use the previous correct value.

6 Click the Host Modem Definition button to configure the modem communication options if your
gateway connects to the first controller of a remote site via modem.

"E;Modem X
Select a madem English IHosl Modem#1

French |Hast Modemit
Modem connestion type [Receive and transmit =]
Serial Com porl 18 -
Host Baud Rate [13200 =]
Codetoaccessanoulsideline |
Host phore number |5
Modem brand |US Rabotics spartster 326 =l
Moden init settings [ATaFED 2601 BHOMLA T EKOAMNEET
Phone line type [Toe 5]
Mumber of rings befare answer 1%

o Hew | T Delete | o 0K | X Cancel | ? Help |

* Click on the New button to add a modem to the modem selection list.
» Configure the modem as per the example entries shown in the previous window and
click OK to return to the Device definition window.

NOTE: For reliability and configuration consistency, Kantech currently supports the US
Robotics Sportster external modem only. Moreover, the Modem connection type
should be set to Receive and transmit while the Modem settings should not be
changed. If you are uncertain about modem setup parameters, consult your network
administrator for the settings which apply to your particular hardware configuration.
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A site is composed of 32 controllers attached to the same serial port. EntraPass Special Edition
supports 2 sites composed of KT-100, KT-200, KT-300 and KT-400 controllers. Items displayed in
the EntraPass Site window vary depending on the selected connection type. For example, if the
selected connection type is an RS-232, an RS-232 tab will be displayed to configure the
corresponding serial port and baud rate. If the connection type is dial-up, three extra tabs will be

displayed for modem configuration.

Six types of connections are available: Direct (RS-232 and USB), Secure

IP (KT-400),

Secure IP (KTES), Secure IP (IP Link), Ethernet (polling) and Dial-Up (RS-232) modem. Check the
following table for the connection type versus the gateway.

. Corporate | 1l Gateway KT-NCC
Connection Type Gateway (Note 2) (Note 2)
(Note 1)
Direct (RS-232 or USB) Yes Yes Yes
Ethernet (polling) Yes Yes Yes
Secure IP (KT-400) Yes
Secure IP (KTES) Yes
No
Secure IP (IP Link) Yes
Dial-up (RS-232) modem Yes

NOTE 1: The Corporate Gateway is available in all EntraPass Editions. Even though, it is not
referred as a Corporate Gateway, the EntraPass Special Edition includes an
imbedded Corporate Gateway.

NOTE 2: The KT-NCC and the Global Gateway are only available with EntraPass Global

Edition.
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1 From the Devices window, click the Site icon.

2 Select the Gateway where the site will be configured.
3 Ifyou are defining a new Site, assigh a name to the new site and click the Save icon. The bullet
next to the Site name will turn green.
4 Under the General tab:
e In the Hardware definition and KTES section, specify the number of controllers for the
site. There may be up to 32 controllers per site. If the number specified is greater than the
maximum allowed, the system will set the value to 32.

NOTE: When the connection type is Secure IP (KTES), the number of KTES is automatically
limited to a single KTES per site.

* In the Daylight saving time options section, check the Use Windows daylight saving
time setting box to automatically switch to daylight saving time according to Windows
standard settings. Leave unchecked if you want to do it manually.

» If you are communicating with a remote site by modem, enter the time difference between
the remote site and the EntraPass location in the Time adjustment based on Gateway
timezone (h) field. This setting will allow events from the remote site to be displayed at
local gateway time on EntraPass workstations located in different timezones.

» Selecta Graphic and Video view to which the gateway is assigned, if applicable.The video
view will only be activated If the video feature is enabled in EntraPass.

» Use the scroll list to select the Connection type between the systems. This will determine
which tabs will be displayed for configuration.

Setting up Communication Timing

Caution: Do not use the Communication timing option. If you need to set up the communication
delay and polling frequency, call Kantech Technical Support Help Desk. Inappropriate use of this
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option may cause serious problems to the system. The Communication timings window shows the
actual default settings. They must be preserved unless advised otherwise by Kantech.

I communication timing x|
[~ Communication dela (Poliing frequencs
bt ||
Shortest Longest | | Fastest Slowest
[~Wailing response delays [ms] [ Dela
On poll with messages request 500 Contraller failure timer [rm:ss] 0:10
0n poll without message request [F2 || Polldelay ¥l [s.c0) Joen
0n poll with a serial number [5 || Poldelay bz fs.co) [re
n mode state request [T | | Polldelay #3 s.cel 1.00
On unassighed controller request W
On controller state request IW
On sent messages 1875
. Default | 0K I X Cancel | ? Help

Configuring a Direct RS-232 Connection Type

This type of connection can be configured in EntraPass Special Edition to communicate via a RS-
232 gateway.

1 When selecting the Direct RS-232 connection type option in the General tab, a RS-232 tab
will become available.

Fisite ST
nBrG @ Sws BEMEIY e

English

i site
Site [@rtainsice =

French

IS\te principal

General R5-232

Communication pork COM 13 |

Controller's loop baud rate

115200
57600

j'LC\ose | XK cancel | ? Help

e Select the Communication Port COM.
e Selectthe Controller’s loop baud rate. The default rate is 19200 baud.
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Configuring an IP Device Connection Type

This type of connection can be configured in the EntraPass Workstation to communicate via a
Kantech IP Link, a KT-400 Ethernet Four-Door Controller or a KTES.

NOTE 1: For additional information on configuring the Kantech IP Link, please refer to the
Kantech IP Link Installation Manual, DN1670.

NOTE 2: For hardware information on the KT-400 Ethernet Four-Door Controller, please refer to
the KT-400 Ethernet Four-Door Controller Installation Manual, DN1726.

NOTE 3: If you choose Secure (IP KT-400) as a connection type, the master controller must be
a KT-400.

NOTE 4: For the KTES, the only controller in the loop must be a KTES. For hardware
information on the KTES, please refer to the KTES Installation Manual, DN1769.

1 When you specify Secure IP (IP Link), Secure IP (KT-400) or Secure IP (KTES) from the
Connection type drop-down list in the General tab, you will be able to access three extra tabs:
IP Device IP configuration, IP Device Automated Connection and IP Device Parameters.

e MAC address: Complete the device MAC address. The first 6 characters in the MAC address
(00-50-F9) cannot be modified.
*  Check the Online box.
e Obtain IP address automatically: Check this option when configuring the device with a
Reserved DHCP |IP address.
* Use the following IP Address: Check this option when you want to assign a static IP
address to the device. When selected the next three parameters will become available.
* |IP Address: The static IP address should be provided by the System Administrator.
e Subnet Mask: This address should be provided by the System Administrator.
e Gateway (Router): This address should be provided by the System Administrator.
« DNS server address: This address should be provided by the System Administrator
(for Kantech IP Link and KT-400 only).
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* Protocol: Used to specify the communication protocol, UDP or TCP.
e Port:
e For TCP: Should be 18802 for the host site. Not required for the remote site.
e« For UDP: Port 18810 is automatically assigned to the device by default. It should not
be modified unless the IP device is at a remote location, like in a WAN.

NOTE: Port 18802 should be used with KT-400, KTES and IPLink.

 The EntraPass Special Edition / Corporate Gateway IP address will be used.
e |P address: You will enter the gateway computer IP address.
« Domain name: If you don’t have the gateway IP address, you can enter the domain name
provided by the System Administrator (for Kantech IP Link, KTES and KT-400 only).

NOTE: You must select to either enter the IP address or the domain name. You cannot enter
both at the same time (for Kantech IP Link, KTES and KT-400 only).

e« Test DNS: Once you have entered the domain name, click on the Test DNS button. This
should display the corresponding IP address (for Kantech IP Link, KTES and KT-400

only).
2 Move to the IP Device Automated Connection tab if you are in a WAN environment.

 The Broadcast configuration box must be checked at all times.
e Private IP Address (LAN): Will assign the IP address automatically.
e Public IP Address (WAN): This IP address should have been provided by your
internet provider. This corresponds to the IP of the remote site.
e Domain Name (WAN): This information should be provided by the System
Administrator. This corresponds to the IP of the remote site.
e« Enable KT-Finder diagnostic for IP device: Check this box if you want to use the KT-
Finder as a configuration and troubleshooting tool.
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3 Move to the IP Device Parameters tab to configure security and communication parameters.

s S =5
= — e B
nEDE e Sas BEEID e
English
[wain site
E [@main site =
French
IS\te principhl
General | IP Device IF Configuration | IP Device Automated Connection | IP Device Parameters |
Encryption key BN E
Contraller's loop baud rate 19200 -
Delays
Heartheat frequency (mm:ss) o100
Fail b repor after (mm:ss) 03.00
Fail-soft: delay on gateway communication Failure (mm:ss) j01:00
Reetry count =
Maximum wait on send command (5.0} [5.00
L Close | XK cancel | 7 Help |

Encryption key: You will enter a 16-Digit hexadecimal code to secure your site.

Controller’s loop baud rate: Enter the controller’s loop baud rate.

NOTE: For a KT-200, the maximum baud rate is 19200.

In the Delays section:
Heartbeat frequency (mm:ss): Enter the frequency to which you want the IP device to
send a signal to the gateway to indicate it is online (00:15 to 10:00).
Fail to report after (mm:ss): Enter the delay before acknowledging communication
failure (01:30 to 59:59).
Fail-soft delay on gateway communication failure (mm:ss): Enter the delay before the
IP device will consider communication with a controller has been lost and the controller is
in fail-soft mode.
Retry Count: Enter the number of times the IP device will try to communicate with a
controller within the delay setup in the previous parameter before acknowledging
communication failure (1 to 15).
Maximum wait on send command (s.cc): When applicable, enter the maximum delay
period that the gateway will allow for the IP device to acknowledge reception of a command
from an EntraPass workstation (1.00 to 9.99).

Configuring an Ethernet Polling Connection Type

This type of connection can be configured in EntraPass Special Edition to communicate via the
network (Lantronix).
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1 When selecting the Ethernet (Polling) option in the General tab, an IP device tab will become

available.
N SIS
& | | ] ] ] ] 3] =
Englsh
[Main Site
Site [@Main Site = rort
[site Principal
General [P device |
IP address W
Port [
Pratocol TCR j'

*  Enter the terminal server IP address and Port number.
e Select the communication protocol:

 TCP if the site communicates with the gateway through a terminal server using TCP
protocol. In this case, you have to configure the terminal server. To do this, follow the
manufacturer’s instructions or refer to the Terminal server documentation.

« UDP (User Datagram Protocol), uses the IP protocol to send datagrams from one
Internet application to another. It is called “connectionless” because the sender and
the receiver are not required to connect before the transmission of data. Check this
option if the site you are configuring uses this protocol.

Configuring a Dial-Up (RS-232) Modem Connection Type

If you specified Dial-up (RS-232) modem from the Connection type drop-down list in the General
tab, you will be able to access three extra tabs: Modem options, Modem schedule parameters and
Miscellaneous.

1 Select the Modem Options tab to set outgoing call behavior to site modem.

N 21101 ]
rEDE g =Eas BMEALD e
English
[iain site
Site [@rmain site =
French
IS\te principal
Gerersl | Modem options Modem schedule parameters | Miscelansous |
Remote Baud rate 19200 -
Code to access an outsids lins
Remate phone number |
Modem brand [custom =l
Modem init settings |
Phane line kype Tone hd
humber of rings before answer = |
Answer on First ring schedule |
Hursber of retriss F=
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The Remote Baud rate should not be changed. If you are uncertain about modem setup
parameters, consult your network administrator for the settings which apply to your
particular hardware configuration.

Enter the Code to access an outside line (if applicable).
Enter the Remote phone number.

For reliability and configuration consistency, Kantech currently supports the US
Robotics Sportster external modem only.

The Modem init settings can not be changed.

Select the Phone line type: Tone or Pulse.

Set the Number of rings before answer that will define the number of rings before the
modem picks up the call. This option is valid whenever ring schedules are not in effect.
Set the Answer on first ring schedule option to configure the time interval during which
site modem will be allowed to answer on one ring.

Set the Number of retries. This will set the number of calls the modem will attempt to
make before giving up.

2 Move to the Modem Schedule parameters tab to set time intervals during which the gateway
or site connects to remote sites or gateways (through modem calls) in order to perform specific
tasks.

T o

Site.

English

[Main sice

[@#rain sice =

French

|5|te principall

General Modem options Modem schedule parameters Miscellaneaus ]

Scheduled call from gateway Scheduled call From site:

Retrisve site svents Report events under priority call type

|-@loivays valid Lase| |-gploivays valid o]

If data s modified since last Report events automaticall

[-@leiways vaid | ey v |
Fail ko report after (mm:ss) |us:un

I Close | X Cancel | 7 Help |

Click on the Retrieve site events browse button to bring up the schedule selection window.
Select the schedule that best corresponds to the time requirements set out for this task. For
more information on defining schedules, see "Schedules Definition" on page 138

Repeat this step for If data is modified since last, Report events under priority call
type and Report events automatically.
Define the delay before the system will Fail to report after (mm:ss).
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NOTE: To schedule the reporting of events under priority call types, first define Priority call

3

Bsite Al=1o]
rBoD @ =Ews BEEAQ e

types for items such as doors, inputs and controllers.

Click the Miscellaneous tab to configure how modems handle site incoming and outgoing calls.

English

[wain site

Site [@ain sie =l
French
IS\te principal
| Genersl | Modemoptions | Madem schedule parameters Miscellaneous |
[ Use a callback connection [ After reception stay onling For
Fall to callback delay (m:ss) 130 Disconnect line after (hhzmm:ss ) 00:03:00
[# Enabls multipls KTES lins sharing Miscellansous
Tdentification delay (ss) s ¥ Callimmediately when slave contraller communication Failure
Delay before sending identification (ss) 04 ¥ Callimmediately when buffer 70% Ful
Primary host modem
Secondary host modem
| =] oH Remote modem delays |

1 close | XK cancel | ? Help |

Check the Use a callback connection option to force the gateway modem to hang up after
initial connection to the remote site modem and to stand by for an acknowledgement call
from the remote modem. You may also want to customize the Fail to callback delay.
Default is set to 1:30 (1 min 30 secs.).

This option only applies to the KTES. Check the Enable multiple KTES line sharing
option to change the Identification delay (ss) between each KTES. The time range value
is between 00 and 20 seconds.

Select the Primary host modem in the drop down list. If available, select a backup modem
in the Secondary host modem. This setting is useful when the primary modem is busy or
fails to take the call.

Check After reception stay online for if you wish to limit in-call time to a predetermined
amount of time which can be set to anywhere between 00.03.00 and 23.59.59.

Check the Call immediately when slave controller communication failure to be alerted
in the event that a slave controller fails to send data to the master controller (the one
carrying the modem).

Check the Call immediately when buffer 70% full to force download of a site controller’s
event buffer as soon as it reaches 70% capacity.

NOTE: Do not click the Remote modem delays button. All values are factory-set for optimum

Sites Configuration

performances with the supported US Robotics modems. Settings SHOULD NOT be
edited unless recommended by Kantech.

65



SPECIAL

EDITION

ENTRAPASS™

—Q@—

Reference Manual

Controllers Configuration

Controllers provide audiovisual feedback on the access decision. Typically, a red/green light (LED)
indicator on the reader informs the cardholder that the door is unlocked or that access has been
denied. A local door alarm can be installed to provide an audible warning if the door is forced open
or remains open after an access.

The controller definition tells the system how a controller is being used and what devices are
associated with it: (doors, input zones, relays and output devices). Controllers may be defined
during a system or site configuration; or in the controller definition menu, by selecting either the
controller icon (Devices > Controller) or by using Express Setup program. EntraPass supports four
types of controllers: KT-100, KT-200, KT-300 and KT-400. These provide the ability to activate local
functions associated with a controller. The number of devices associated with a controller varies
according to the controller type. The following table summarizes the basic components associated

with each type of Kantech controller:

Type || Door(s) | Relays erc])zl;ts A(\)uuﬁipl)i jxtrsy
KT-100 2 2 -
KT-200 2 1 2
KT-300 2 5 .
KT-400 || 4 2 6 "

66

KT-400 Ethernet Four-Door Controller

The KT-400 is a Four-Door Ethernet-ready encrypted controller providing a secure solution for any
company looking for the highest security available. It integrates into existing EntraPass v4.01 and
higher systems and with other Kantech controllers or can be the basis of new security installations.

Main Features

» Up to 256 inputs (16 onboard with high security double end-of-line resistor configuration)

e Up to 256 outputs

e Four Onboard form C relays

e 16 reader output on board

e Onboard 128-bit AES encryption ensures a high degree of network security

* Removable terminal blocks

» On Board Ethernet port ensures quick network connectivity, no external Ethernet device
required

e Automatic Port Detection
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For readers, locks and other devices, built-in battery backed power supply ensures continuous
operation and saves installation time and money by eliminating the need for an external power
source

Can act as an IP Master controller on a RS-485 network

Compatible with Kantech controllers KT-100, KT-300 & (KT-200 on a separate loop)

Dedicated Tamper Input

External lock device power option

Four configurable output per reader

Built-in WEB page configuration

Multiple Configuration Options (IP, RS-485 & RS-232)

Low network bandwidth consumption

Visual Status Indicators (LEDSs)

More supervision and monitoring

Controller local area with anti-passback

100,000 Card per controller and 20,000 stored events in stand-alone mode

Activation time on temporary action & events

Configuring General Parameters for Kantech Controllers

1 From the Controller definition window, select the gateway associated with the controller site.
2 From the Site drop-down list, select the site where the controller is located.
3 From the Controller drop-down list, select the controller you want to define. Once selected, the
language section is enabled. You may rename the selected controller.
4 In the General tab drop-down list, select the KT Controller type.
g Controller EEI = @
Bw([Ean RLEF0e
English
Site DiMain sitz - Controler 1
Controller @ (01) Controller #1 * | French
Contréleur #1
General | KT-300 Status relay Option Supervision schedule
KT contraller type KT-300 Disable contraller polling
Reader and keypad
Reader type
|20 Prox KANTECH XSF Format: B
Addmnna\read.ertype i Videa view
[ EoProx dual driver (26 bit and XSF) - o
feyecitpe Graphic
[ioProx with integrated keyad (8-bit burst) - o
Il close 7 Hep

Controllers Configuration

* Assign a meaningful name to the controller in the language section (English and French in
our example), then click the Save icon. Once you save, the Controller type drop-down list
becomes disabled.
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NOTE: If you selected a KT-200, move your cursor exactly above
that number, a hint will popup to indicate the dip switch
settings for that specific KT-200 controller.

D(04) 04 - KT-200 £

«  The system prompts you to use the Express Setup program. |enensdedis]|
Click Yes to continue. If you select No you will have to KT-200
manually configure these devices in their respective 2'\
definition menus (doors, relays, inputs and auxiliary outputs).

NOTE: EntraPass offers you the ability to install two types of readers on the same controller
(primary and secondary The two readers must be of the same technology (Wiegand or
ABA). This feature is only available with KT-100, KT-300 and KT-400.

e After configuring components associated with the controller, select the reader and keypad
installed on your controller from the Reader and Keypad type drop-down lists. Check
Table 4-1 for the reader types and Table 4-2 the keypad types versus the controller type.

Table 4-1: Reader Types

Reader Types KT-100 KT-200 KT-300 KT-400
ABA with Type CNPID Cards Yes Yes Yes
BC-201 - CF100 Yes Yes Yes
BC-201 Barcode with Polaris Cards Yes Yes Yes Yes
CARDKEY Yes Yes Yes
CASI-RUSCO 26/28-Bit Wiegand Yes Yes Yes
CHECKPOINT Sielox Format Yes Yes Yes
CHUBB Yes Yes Yes
DORADO ABA clock and data Yes Yes Yes
DORADO ABA Wiegand Yes Yes Yes
DORADO EMPI 26-Bit Yes Yes Yes
DORADO EMPI 34-Bit Yes Yes Yes
FIPS 201 75-bit no expiry date Yes
FIPS 201 75-bit with expiry date Yes
H10302, 37-Bit Yes Yes Yes Yes
HID CORPORATE 1000 Generic Yes Yes Yes Yes
HID iClass 37-Bit No Party Yes

4 « System Devices



SPECIAL EDITION
Reference Manual ENTRAPASS-

Reader Types KT-100 KT-200 KT-300 KT-400
HID KSF (Kantech Secure Format) Yes Yes Yes Yes
HUGHES 36-Bit - CF104 Yes Yes Yes
INDALA old 27-Bit Format Yes Yes Yes
INTERCON Yes Yes Yes
ioProx Dual Driver (26-Bit and XSF) Yes Yes Yes Yes
ioProx Kantech 26-Bit Wiegand Yes Yes Yes Yes
ioProx Kantech XSF Format Yes Yes Yes Yes
ioProx UK 31-Bit Wiegand Yes
KRONOS Card with Bar Code Reader Yes Yes Yes
Mifare 32-Bit CSN Yes Yes Yes Yes
Mifare 34-Bit AID 517A Yes Yes Yes
Mirage 135 Yes Yes Yes
NCS Yes Yes Yes
Northern 32-Bit with NR1 Reader Yes Yes Yes
Northern 34-Bit with Hughes Reader Yes Yes Yes
Paramount Farm 32-Bit Wiegand Yes Yes Yes Yes
Polaris 1 - CF101 Yes Yes Yes
Polaris 1 with 10-Digit Cards Yes Yes Yes
Polaris 1 with 16-Digit Cards Yes Yes Yes
Polaris 1 with Polaris Cards Yes Yes Yes Yes
Polaris 2 ABA with 10-Digit Cards Yes Yes Yes
Polaris 2 ABA with 16-Digit Cards Yes Yes Yes
Polaris 2 ABA with Polaris Cards Yes Yes Yes Yes
Polaris 2KP ABA with 10-Digit Cards Yes Yes Yes
Polaris 2KP ABA with 16-Digit Cards Yes Yes Yes
Polaris 2KP ABA with Polaris Cards Yes Yes Yes Yes
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Reader Types KT-100 KT-200 KT-300 KT-400
Polaris 32/35/37 CHRS - CF103 Yes Yes Yes
RBH 50-Bit Card Driver Yes
SCHLAGE 1030 and 1040 Card Format Yes Yes Yes
Sensor 26-Bit Wiegand Standard Yes Yes Yes Yes
Sensor 34-Bit Wiegand Yes Yes Yes Yes
SFT-R50 26-Bit Yes Yes Yes
Shadow PROX Yes Yes Yes Yes
Siteguard Format Yes Yes Yes
Wiegand 26/28-Bit - CF102 Yes Yes Yes
WLS Wireless 26-Bit Yes Yes Yes
WLS Wireless Shadow Prox and HID Yes Yes Yes
Table 4-2: Keypad Types
Keypad Types KT-100 KT-200 KT-300 KT-400
KP-1003H Yes Yes Yes
KP-500, KP-2000, KP-2500, KP-3000 Yes Yes Yes
ioProx with Integrated Keypad (8-Bit Burst) Yes Yes Yes Yes
POL-2KP - 5-Digit Integrated Keypad Yes Yes Yes Yes

70

NOTE: The New reader driver icon allows you to install a custom driver for a specific
controller. Moreover, using this button allows you to add the driver in the Reader+
Driver table, making it available the next time you want to configure a new controller.

» Use the Disable controller polling when you need to put the controller in disable mode. In
disable mode, the controller will never be polled and all status requests from this specific
controller will send a message that this controller is disabled.

NOTE: This option can be used when a controller is removed temporarily but must not be
deleted (when under repair, for example). It also allows Operators to easily setup the
software before the physical installation is completed.

» Selecta Graphic and Video view to which the gateway is assigned, if applicable.The video
view will only be activated If the video feature is enabled in EntraPass.
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5

To define the schedules applicable to the new controller,
Supervision Schedule tab.

you must move to the
At
HEDEd][=nnZEd0e
English
o1 - Kantech
Contraller [@(01) 01 - Kantech | -
|n1 - Kantech|
l General ” KT-400 " Status relay " Option | Supervision schedule
Schedules
Pawer supervision schedule
|-@laiways valid Joe]
Tamper swikch supervision schedule
[-@laiways valid Joed]
I close | 33 Gancel | P Help |
« Select the applicable Schedules for the new controller:

When a KT-100 or KT-300 is selected: only the Power supervision schedule list is
displayed.

When a KT-200 or KT-400 is selected, the Power supervision schedule and the

Tamper switch supervision schedule lists are available.
6 Click the Save icon.

Configuring the KT-100 Controller

Once the general parameters are defined, the Controller type tab is displayed.
1 Select the KT-100 tab from the Controller window.

2

Enter the controller serial number in the Serial number field. Usually, the number is found on
the controller label. The field is defined to accept only numeric characters, except for the first

Controllers Configuration
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character which may be an a or A. If a lower case character is entered, the system converts it to
a capital letter.

3 Enter the Wait for second access card delay. The maximum time allowed is 2 minutes and
7 seconds. This feature is useful for secured areas where two cards are required to access a
secured door. If the value entered is greater than the maximum allowed, the system will use the
existing value.

4 In the Keypad escape key drop-down list, choose a keypad escape key if applicable. This
feature is associated with PIN numbers. When a user enters a wrong number, he/she may
press the escape key and re-enter the PIN, without incrementing the number of attempts.

5 In the EOL resistor (5.6K) drop-down list, select the resistor type used with your system. By
default, this choice is set to None. This feature is used as a supervision device for all inputs. In
fact, if this feature is enabled and if an input is disconnected, an alarm message is generated
and sent to the Alarm message desktop (or other desktop configured to receive such events).

NOTE: For details on defining controller options for KT-100 controllers, see "Defining
Controller Options" on page 89.

Configuring the KT-200 Controller

Each KT-200 can monitor, in real-time, the state of 16 input points such as magnetic contacts,
motion detectors, temperature sensors, etc. The door contact (supervising door state) and the REX
(warning the system that a user is exiting) are connected to such inputs.

The KT-200 is equipped with two relays. These relays can be activated according to schedules,
reported events or a combination of different logical conditions. The system is expandable to 16
relays using REB-8 relay expansion board modules. REB-8 may be used as relays or as elevator
controllers. KT-2252 are only used as elevator controllers.

NOTE: Please note that the KT-2252 elevator controllers are no longer available.

Defining KT-200 Expansion Devices

KT-2252 elevators offer a low voltage interface for up to 32 floors. Up to 4 KT-2252 can be
connected to one KT-200 controller for a maximum of 64 floors per cab. One KT-2252 can be shared
between 2 cabs, serving a maximum of 16 floors each (one common service switch for both cabs).
When users present their cards to the elevator cab reader, the KT-200 verifies which floors can be
accessed by this cardholder and sends a list of floors to be enabled to the KT-2252 interface. The
KT-2252 closes the electronic interrupters corresponding to the related floors.
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1 From the Controller definition window, select the KT-200 tab.
2o
. s B m
O RmE = Rk e
English
o2 - kankach
Contraller [@02) 0z - Kantech =
French
IUZ-Kantech
Gerersl | KT-200 | statusrelay | Option | Supervision schedule
Auxiiary device: REB-B definition
" Hore
¥ REB- relay  MoREB-8 £ One REEB-8 & Two REE-8
' KT-2252 elevator contraller
™ KT-2252 elevator controller and REB- relay BRaEsy j
" REB-8 elevator controller Mone
Door state
Lock state
Feelay state 1 and 2
Output state #1 and #3
Output state #2 and #4
L close | X cancel | P Help |

2

In the Auxiliary devices section, select the type of devices used with KT-200 controller.

 Check the REB-8 relay option if REB-8 expansion boards are used as relays. Only 16
relays can be defined. If two REB-8 are added, the last two relays (the 17th and 18th
relays) can be used to perform different actions. You have to specify the additional actions
for the two relays in the Extra relay drop-down list.

* Check the KT-2252 elevator controller and REB-8 relay option if KT-2252 are used as
elevator controllers and REB-8 are used as relays on the same door controller. A maximum
of four KT-2252 can be connected to the controller.

* Check the REB-8 Elevator Controller option if REB-8 are used for elevator control. Up to
four REB-8 can be used for elevator control.

NOTE: When an elevator controller option is checked, an Elevator tab appears beside the KT-

200 tab.

The following section explains how to program elevator controls using REB-8 and KT-2252 elevator
controllers.

Programming KT-2252 Elevator Controllers

The Elevator tab allows you to specify which auxiliary devices are used with the KT-200 for elevator
control and how they are used. Depending on the expansion board installed and on the option
checked, the Elevator window displays the REB-8 Installed or KT-2252 Installed section.

1
2

Controllers Configuration

From the Controller definition window, select the KT-200 tab.

In the Auxiliary devices section, select KT-2252 elevator controller, or KT-2252 elevator
controller and REB-8 relay. The Elevator tab appears.
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3 To configure elevator controllers, select the Elevator tab. When KT-2252 elevator controllers
are used, the Elevator mode section is enabled.

[7] controller o | ] |
- o =
HELE P =5 EdE e
English
IUZ—Kant';:h
Cantraller I.(uz) 02 - Kantech j
French
o2 - Kantech
[ General ” KT-200 ” Status relay ” Optian ” Superwision schedule ‘ EHevator
\evakar mods Floor assaciation
@ 16 floors s s -
32 floors 1 KTz2sz [1]: 1 None
z KT2252 [1]: 2 Hone
KT-2252 Installed 3 (12252 [1]: 3 Hore
¥ KkT-2252 #1 + KT2252 [1]: 4 Hore
W KT-z25z #2 5 KT2252 [1]: 5 None
I KT-2252 #3 6 KT2252 [1]: 6 Mong
I KT-2252 #4 7 KT2252 [1]: 7 Mong
& \Tz252 [1]: 8 None
9 kTz252 [1]: 9 Hone
o Y T R— |
1 Clase | 56 cancel | ? Help |

4 In the Elevator mode section, check the appropriate number of floors. This indicates how the
floors are controlled with the KT-2252.
*  Select 16 Floors if there is one KT-2252 for two cabs sharing the same floors.
*  Select 32 Floors if there is one KT-2252 per cab.

NOTE: The Inputs column refers to the KT-2252 terminals. When floors have been defined (in
the Floor menu), the Floors column contains the floors that are associated with the
inputs.

5 In the KT-2252 installed section, specify the number of KT-2252 installed. The options are
cumulative. If for example the KT-2252 #3 option is checked, KT-2252 #1 & 2 have to be
checked as well. The following table summarizes how KT-2252 elevator controllers are used:

Number of Cabs Number of Floors Number of KT-2252
1 8 1
1 16 1
1 32 1
1 64 2
2 8 1
2 16 1
2 32 2
2 64 4
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In the Floors column, select the floors associated with KT-2252 controller terminals.

NOTE: The Inputs column refers to the KT-2252 terminals. When floors have been defined (in
the Floor menu), the Floors column contains the floors associated with the inputs.

Programming REB-8 Elevator Controllers

REB-8 relay expansion boards may be used as a cost-efficient alternative for elevator control. With
a REB-8 expansion board added to a KT-200, the software may control up to two elevator cabs per

controller.
1

In the KT-200 definition window, select the REB-8 elevator controller option. When the option

is selected, an Elevator tab appears beside the KT-200 tab. The REB-8 definition section is

only active when REB-8 are used as relays.

(%] contraller

Fox o [ |

HHDG@=-ne REID

English

IUZ - Kankech
Cantroller

[@ 0z 02 - Kantech |

French

IUZ - Kankech

General | KT-200 | statusrelay | Option | Supervision scheduls | Elevator |

Auliary device:
" Mane

REB-G definition

" REB-B relay

¥ [io REB-B " Ore REB-5
7 KT-2252 elevator controller

{ Two REB-B

€ KT-2252 elevator controller and REB-8 relay

Extra relay
% REB-5 elevator controller

I’L Close:

X cancel |

7 Help

75



SPECIAL EDITION
ENTRAPASGSS- Reference Manual

2 Select the Elevator tab to configure the REB-8 elevator controllers. Up to four REB-8 elevator
controllers are supported.

[7] controller Jal | ] 5 |
- o m
HEDE P =s R
English
IDZ—Kaﬁ;e:h
Controller [@0z) vz - kantech |
French
oz - kantech
General " KT-200 ” Status relay ” Option ” Supervision schedule | Elevator
\ewator mode—————————————— Floor assoriation
& 16 floors Inputs Floars -
€ 32 Foors 1 REB_& [1-3]: 1 Mone
z REE_& [1-3]: 2 Hone
Reb-8 Installed 3 REB_8 [1-3]: 3 Hane
¥ Reb-g #1 4 REB_&[1-3]: 4 Mone
¥ Reb-g #2 5 REB_&[1-3]: 5 Mone
™ Reb-g#3 6 REE_&[1-3]: 6 Mane
I Reb-#4 7 REE_&[1-3]: 7 Mane
& REE_5 [1-3]: 8 Hane
9 REE_G [2-4]: 9 Hone
. YT —— |-

3 Specify the number of REB-8 that are installed on the controller. The selection is cumulative.
For example, if four REB-8 are installed, the first three checkboxes have to be checked also.
The following table summarizes how REB-8 are assigned to floors and to elevator cabs.

Number of REB-8 || Number of Floors | Number of Cabs
1 1to8 Cab1
2 9to 16 Cab1
3 1to8 Cab 2
4 9to 16 Cab 2

NOTE: The Inputs column refers to the REB-8 terminals. When floors have been defined (in
the Floor menu), the Floors column contains the floors that are associated with the
inputs.

4 |In the Floors column, select the floors associated with REB-8 controller terminals. For details
on floor definition and door group definition, see "Doors Configuration" on page 106.

NOTE: There is no floor confirmation when an REB-8 is used as an elevator controller.

Defining REB-8 Relays

When REB-8 are used as relays, you need to specify how many relays are installed on the KT-200.
The controller can handle a maximum of 16 accessible relays and already provides 2 on-board
relays.
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1 Under the KT-200 tab, select the REB-8 relay option if REB-8 are used as relays.

2 If they are used with the KT-2252 elevator controller, select the KT-2252 elevator controller
and REB-8 relay option. In either case, the REB-8 definition section is enabled.

3 In the REB-8 Definition section, select the appropriate option: No REB-8, One REB-8 or Two
REB-8.

4 If two REB-8 are added (for a total of 18 relays), the last two relays can be used to perform
different actions: select the use for the extra relays from the Extra relay drop-down list.

5 Select the Status relay tab to program a relay or group of relays that will be activated when an
event occurs.

NOTE: For details on defining controller options for KT-200 controllers, see "Defining
Controller Options" on page 89.

Configuring the KT-300 Controller

The KT-300 constantly supervises battery condition and reports “Low battery / No battery condition”
status to the system. It also supervises locking devices for short and open circuits to detect lock
failures.

KT-300 controllers support Combus modules. The Combus is a 4-conductor cable bus to which
several expansion modules are connected in parallel to add inputs, outputs, relays and an LCD time
and date display.
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From the Site menu, click the Controller icon, then select the KT-300 tab.

Enter the controller serial number in the Serial number field. Usually, the number is found on
the controller label. The field is defined to accept only numeric characters, except for the first
character. It may be an a or A. If a lower case character is entered, the system converts it to
upper case.

Enter the Wait for second access card delay. The maximum time allowed is two minutes and
seven seconds. If the value entered is greater than the maximum allowed, the system will use
the existing value. This feature is useful when access to a place is controlled by two cards.

In the Keypad escape key drop down list, choose a keypad escape key if applicable. This
feature is associated with PINs. When a user enters a wrong number, he/she may press the
escape key and re-enter the PIN, without incrementing the number of attempts.

In the EOL resistor (5.6K) drop-down list, select the resistor type. By default, the Single
resistor option is selected. If you hear a long buzz, verify the number of resistors installed on
your system.

Configuring the KT-300 Combus Modules

Five combus modules can be connected to a KT-300:

 KT-PC4108 (8-zone input expansion module). This module has a tamper contact input.

e KT-PC4116 (16-zone input expansion module). This module has a tamper contact input.

e KT-PC4204 (4-relay/power supply expansion module). It has a tamper contact input and
also includes a built-in 12VDC, 1A power supply for field devices.

e KT-PC4216 (16-zone output expansion module). It can be used for elevator control,
although additional hardware may be required.

 KT-LCD3 (Kantech 32-character liquid crystal display). The LCD is green (normal status),
red (power failure) and yellow (trouble).

4 « System Devices



SPECIAL EDITION
Reference Manual ENTRAPASS-

1 If a Combus module is installed to the KT-300 controller, click the Combus module
configuration button. Undefined Combus terminals are identified by red flags/bullets. Once a
module has been defined, it is identified by a green flag.

2 To define a module, select one, then click the Define button (lower part of the window). The
Enter Combus module serial number message box appears.
3 Enter the module’s serial number, then click OK.

NOTE: To obtain this number, you have to activate the Tamper switch or to press any key on
the keyboard. The Combus serial number is displayed in the Desktop Message.

4  Assign names to the modules in the language fields.
5 Check the options related to the module you want to configure (if these are displayed in the
window).

NOTE: Usage options of a module vary according to the selected Combus module. For
example, installing the KT3-LCD and checking the options Combus low power and
Display date and time will allow the KT-300 to report Combus low power conditions
and to display the date and time.
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The following table summarizes the options associated with each module:

Combus Options Additional options
type
KT3-LCD t(i::]zbus low power, display date and No additional options
KT-PC4108 Tamper alarm, Combus low power 8-input module
KT-PC4116 Tamper alarm, Combus low power 16-input module
Tamper alarm, Combus low power, Low
KT-PC4204 battery, Power failure, lower auxiliary Used as relays (1-4)
power
KT-PC4216 Tamper alarm, Combus low power Used as outputs
6 Check the Combus low power option so that the KT-300 will report any Combus low power
condition
7 Check Display date and time option so that LCD can display the date and time.
8 When you have finished configuring the Combus module, click the OK button to go back to the

Status relay tab.

ERISIEY
- . m
HE LA =B RFN e
English
oz - Msin sice
Controllr [@ 2y 02 - main st =l
French
IDZ - Site principal
General KT-300 Status relay | Option ” Superyision scheduls
Relay activation Priarity call bype
Power Failure I .---I INncaII ﬂ
Combus fallurs [ o] [hocal =l
Combus - Low pawer | oo [uocall =l
Immediate cal
Schedule cal
I close | S Gancel | 7 Help |

9 Associate a Local activation relay for Power failure, Combus
power. If you want to assign a specific relay, you may click the th

specific relay or group of relays.

failure and Combus low
ree-dot button and select a

NOTE: To configure local activation relay, you must configure relays (Devices > Relays), and

then select specific relays for local activation.
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10 Under Priority call type, assign the call type option that best suits failure event reporting. To
access the Priority call type feature, the site connection type must be set to Modem.

NOTE: For details on defining controller options for KT-300 controllers, see "Defining
Controller Options" on page 89.

Configuring the KT-400 Ethernet Four-Door Controller

The KT-400 constantly supervises ac power and battery condition and reports “AC Power Failure”,
“Normal Battery”, “Low Battery”, “Battery Critical”, “No Battery”, or “Battery Brown Out”, status to the
EntraPass system. Power outputs are supervised and electronically protected against short-circuits
and surges. Locking devices are also supervised for short and open circuits.

NOTE: For hardware information on the KT-400 Ethernet Four-Door Controller, please refer to
the KT-400 Ethernet Four-Door Controller Installation Manual, DN1726.

1 From the Devices > Controller menu, click on the General tab and select the Reader type(s).

SR=E
2 e om g
NEDE@]=-nEdE e |
English
IUE-Kantech
Contraller [@1031 03 - kantecn =l
French
IUErKantech
General | k7400 | Stabusrelay | option | Supervision scheduls |
KT controller bype KT-400 =| I pisable contralier poling
Reader and keypad
Reader typs
ToPro dual driver (26 bit and ¥SF) =l ﬁ

lone

EC-201 Barcode with Palaris cards
FIPS 201 75-bit no expiry date
FIPS 201 75-hit with expiry date
H10302, 37 bits Graphic
HID CORPORATE 1000 Generic I
HID iCLASS 37 bits o parity Faba
H]

. i | | I
ToProx KANTECH XSF Format J| Cose 35 cencel ? Help
——{IoProx UK 31 bits tWiegand

MIFARE 32 BIT C5M

PARAMOUNT FARM 32 bits Wiegand
POLARIS 1 with POLARIS cards
POLARIS 2 ABA with POLARIS cards
POLARIS ZKP ABA with POLARIS cards
REH 50 bits card driver

SEMSOR 26 bits Wiegand standard
SEMSOR. 34 bits Wiegand

SHADOW PROY
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2 Select the Keypad type (if applicable).

3 Click on the KT-400 tab. Enter the controller serial number in the Serial number field. The
number is found on the controller label next to the reset button. The field is defined to accept
only numeric characters, except for the first character. It may be an a or A. If a lower case
character is entered, the system converts it to upper case.

[7] Controller | ] 4|
- T
DEDE9|=uan HEIEe
English
[o3- Kankech
Controller |©(D3) 03 - Kantech j
French
03 - kanterh
General |I(T-4[|[I | Skatus relay " Option " Supervision schedule I
Serial number 00000000
Wit for second access card (miss) 030
I-J'}J Expansion modules configuration |
Keypad escape key # -
EOL resistor (5.6 K} Mane hl
Nlone
Double

4  Enter the Wait for second access card delay. The maximum time allowed is 4 minutes and
15 seconds. If the value entered is greater than the maximum allowed, the system will use the
existing value. This feature is useful when access to a place is controlled by two cards.

5 In the Keypad escape key drop down list, choose a keypad escape key if applicable. This
feature is associated with PINs. When a user enters a wrong number, he/she may press the
escape key and re-enter the PIN, without incrementing the number of attempts.

6 In the EOL Resistor (5.6 K) drop-down list, select the resistor type. By default, the Single
resistor option is selected. If you hear a long buzz from the installed reader/keypad, verify the
number of resistors installed on your system.
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Configuring the KT-400 Expansion Modules

The KT-400 Ethernet Four-Door Controller support expansion modules through its SPI expansion
port. The SPI port is a 6-conductor cable bus to which several expansion modules are daisy-
chained to add inputs, outputs and relays.

Warning: The KT-400 SPI port maximum current draw is 500 mA, when the 12V AUX terminals
are not used. External power supply (12 VDC, 2 Amps) for the expansion module is required
when the total current draw exceeds 500mA on the SPI Port. For additional hardware details,
please refer to the KT-400 Ethernet Four-Door Controller Installation Manual, DN1726.

Three expansion module types are available:

KT-MOD-INP16: The KT-MOD-INP16 is an input module that adds 240 zones to the KT-400
controller. Up to 15 input modules (16 input modules if used for elevator configuration) can be
connected to a KT-400 for a total of 240 external inputs. Adding the 16 onboard inputs of the
KT-400 gives a total of 256 inputs per KT-400. For further details, check the KT-MOD-INP16 KT-
400 Expansion Module 16-Zone Input with SPI Cable, Install Sheet, DN1776.

KT-MOD-OUT16: The KT-MOD-OUT16 is a 16-output module. It can be used for elevator
access control with additional hardware. Up to 16 output modules can be connected to a KT-
400 for a total of 256 outputs. For further details, check the KT-MOD-OUT16 KT-400 Expansion
Module 16-Output with SPI Cable, Install Sheet, DN1781.

KT-MOD-RELS8: The KT-MOD-RELS is an 8-relay outputs expansion module used as general
relays or elevator control outputs. Up to 32 relay modules can be connected to a KT-400 for a
total of 256 relays. For further details, check the KT-MOD-REL8 KT-400 Expansion Module 8-
Relay Output with SPI Cable, Install Sheet, DN1786.

The following table summarizes the options associated with each module:

Expansion Module Options

Controller inputs (up to 256) and/or elevator inputs (up to 64

KT-MOD-INP16
per elevator door)

Outputs relays (up to 256) and/or elevator outputs (up to 64

KT-MOD-OUT16
per elevator door)

Relays (up to 256) and/or elevator outputs (up to 64 per

KT-MOD-REL8 (Note) || 010 toor)

NOTE: There are already 4 relays available on the KT-400. Make sure to check the relay

number assignments to prevent redundancy unless it has been planned on purpose.

NOTE: The 9-16 relay configuration is set by default.
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1 If an expansion module(s) is(are) connected to a KT-400, click the Expansion module
configuration button. The Expansion modules setup appears.

If you want to then go to
configure an input module KT-MOD-INP16 Step 2.
configure an output module KT-MOD-OUT16 Step 5.
configure an output module KT-MOD-RELS8 Step 6.
modify an existing expansion module configuration Step 7.

2 To add a KT-MOD-INP16, select the Input Module tab and then click on Add. If there is more
than one input modules listed, make sure that you select the correct one before changing the
input assignments. Assign names to the modules in the language fields and choose the options.

3 Select the DEOL: Double end-of-line resistor JP4 On checkbox to define a KT-MOD-INP16
module in DEOL.

NOTE: The entire expansion board is used to provide 8 inputs with DEOL. These 8 inputs are
added of the next group of 8 inputs. For example, if inputs #33-40 are linked to a
DEOL module, inputs #33-40 and #41-48 will not be available for other modules.

NOTE: Controller inputs 1-16 are reserved to the inputs on the KT-400.

Example with Inputs 1-8 Configured as Controller Inputs
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4  Selection of the inputs numbers can be done in two ways: using the drop-down menu or the
Extended selection box. Right-click on the inputs menu selection to view the Extended
selection box, See "Using the Extended Selection Box" on page 40.

Example with Inputs 9-16 Configured as Elevator Inputs

NOTE: This is an exclusive condition. You cannot select the same item in the Inputs drop-
down menu and in the Elevator inputs drop-down menu because it will be a duplicate,
and the system does not accept any duplicate. For example, Inputs # 17-24 cannot be
selected twice. Another way to let you understand this concept, is that in the Elevator
inputs menu the same item will not be available for the same door. The same concept
applies for the Elevator outputs menu.

5 To add a KT-MOD-OUT16, select the Output Module tab and then click on Add. When you
click on the Add button, a menu appears and lets you select which output module you want to
add. Assign names to the modules in the language fields and choose the options.
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Example with Outputs 1-8 Configured as Output Relays

Example with Outputs 9-16 Configured as Elevator Outputs

6 To add a KT-MOD-RELS, select the Output Module tab and then click on Add. When you click
on the Add button, a menu appears and lets you select which output module you want to add.
Assign names to the modules in the language fields and choose the options.
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Example with Relays 1-8 Configured as Elevator Outputs

Example with Relays 1-8 Configured as Relays

Warning: There are already 4 relays available on the KT-400. Make sure to check the relay
number assignments to prevent redundancy unless it has been planned on purpose.
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7 From the Summary tab, you can modify all the modules. Make sure to highlight the module you
want to modify in the left column before doing any modifications on the right side.

Example of Modifications for an Existing Expansion Module

8 When you have finished configuring the expansion modules, click the OK button to go back to

the KT-400 configuration window.

Configuring the Status Relay Activations

1 Select the Status relay tab to program a relay or group of relays that will be activated when an

event occurs.

F Controller

HEDE @] = n

Controller [@ 0z 03 - kantech

General | KT-400 | Statusrelay | Option || Supervision schedule

English

o3 - Kantech

French

o3 - Kantech

Pawer Failure
Battery troubls
Tamper in alarm
Buffer 70% Full
Lock power trouble

Slave contraller communication Failure

Relay activation

1 Clase

3¢ Cancel |

? Help
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Defining Controller Options

The Option tab enables operators to configure such features as:

* Anti-passback (for synchronizing entry/exit readers)
»  Duress function (for defining a panic button)
e Card count options (for specifying cards in an area), etc.

NOTE: The anti-passback option works with entry/exit readers. It allows security
administrators to keep track of the number of monitored cardholders in an area. It is
local to each controller defined by corresponding entry/exit readers. A relay can be
activated when the counter reaches the number of cards defined to be inside the area;
the relay is disabled when the number of cards in the area goes below the specified
number.

1 In the Controller window, click the Option tab to define anti-passback options, duress options
and card count options.

[7] controller | ] 5 |
. = o E e
nEnEo @ =wn FHEANe
English
[o3 - Kankech
Conkroller |O(n3) 03 - Kantech j
French
[0 - kantech
eneral | KT-400 | Statusrelay | Option | Supervision schedule
Duress options Miscellaneaus
[¥ Duress on access granted Enable Fail-soft delay (10 - 2555) - (m:ss) 0:45
[ Duress an access denied
32-bit card Family IUU
Keypad duress key |9 -
Anti-passback options Card count options
Type Nane - Maximum card number o £
Fargive schedule Activate relay
Soft anti-passback.
fierd anti-pacebiack | =
Conkroller local area
1 Close | X Cancel | P Help |

2 Determine the Duress options. When a duress option is selected, you have to assign a duress
key, that is a silent panic key.
» Duress on access granted: this option enables the duress key when access is granted.
 Duress on access denied: this option enables the duress key, even when access is
denied.

3 Select a duress key from the Keypad duress key drop-down list.
NOTE: For added security, you may select the two options.

4  From the Anti-passback options, select the anti-passback option from the Type drop-down
list: when an anti-passback option is enabled, a card cannot be used on an exit door unless it
has been used on a corresponding entry door.

* None: the anti-passback option is disabled.

Controllers Configuration 89



SPECIAL

EDITION

90

ENTRAPASS™

Reference Manual

» Soft anti-passback: this option allows a cardholder to use an entry (or exit) reader more
than once without using the corresponding exit (or entry) reader. Only an “Access granted
- Passback bad location” event is sent to the Message desktop.

» Hard anti-passback: a card used at an entry reader will not be able to access the same
entry reader again until it has used the corresponding exit reader. Only an “Access denied
- Passback bad location” event is sent to the Message desktop.

» Controller local area: this selection enables the Controller local area tab. This option is
only functional with the KT-400; the Controller Local Area tab will only appear with a KT-
400.

In the Forgive schedule section, click the three-dot button to set a schedule for resetting the

anti-passback option on all other cards.

NOTE: The Forgive Schedule section is enabled only when Soft anti-passback or Hard anti-

passback item is selected.

In the Miscellaneous section, indicate options for Enable fail-soft delay (10-255 s). During a
fail-soft mode, the controller operates in stand-alone mode, following a communication failure.
Enter the 32-bit card family code (optional). You can locate this hexadecimal code on the
access card.

In the Card count options, use the up or down controls to set the maximum card number. The
maximum card number allowed is 2,147,483,647. The system keeps track of the number of
monitored cards that are in the monitored area and activates a relay when the count is reached.
When users exit the area, the counter decrements and the relay will eventually reset when the
count is smaller than the value defined.

You may configure the system to Activate a single relay or a group of relays when the
maximum count is reached. Click the three-dot button to select the relay or relay group that will
be activated when the number is reached.

NOTE: The Activate relay section is enabled only when Soft anti-passback or Hard anti-

passback item is selected.

Defining the KT-400 Controller Local Areas

NOTE: The controller local area option is only available with a KT-400 controller (see

previous section for the procedure to enable the Controller local area tab).

1 Inthe Controller window, click the Controller local area tab to define up to 4 local areas.
2110l x|

nEDGe|=-nalR I e |

Controller [@ 1017 01 -kankecn =l

English
IUl - Kantech

French

IUl - Kantech

| Genersl ” KT-400 " Status relay " option | Contraller local area | Supervision schedule ]

Cards
threshold

Deny access
on area ful

English | French Forgive schedule Activate relay

Always valid

Lacal Area #3 Zone locale #3

o~ B

Lacal Area #4 Zone locale #4 None | a
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Assign a name for both languages for the 1st controller local area.

Select the Forgive schedule from the drop-down menu.

Enter the maximum number of cards allowed in the Cards threshold field.

Check the Deny access on area full box to prevent more users to enter the area after the
cards threshold has been reached.

Click on the three-dot to select the relay or the relay group to activate when the cards threshold
has been reached.

Repeat steps 2 to 6 for each controller local area.

Defining the KT-400 Elevator Floor Associations

NOTE: The Elevator tab displays only when expansion modules have been defined as inputs

or outputs for elevators under the KT-400 tab, see Configuring the KT-400 Expansion
Modules on page 83.

Associating Pattern with Door and Floor Numbers

For KT-400 controller only, it is possible to choose up to four patterns to define door and floor
numbers that will be associated with each pattern. By default, pattern 1 specifies all door numbers.

1

A1l
OB D o= n

In the Controller window, click the elevator tab to define the floor associations.

Ldue

Contraller |.(u1) 01 - Kantsch j

English
o1 - Kantech

French
|n1 - Kanteth

General | kT-400 | sStatusrelay | Option | Controllerbocalares | supervisionschedule | Elevator |

Floar association
Pattern #1 | Pattern #2 | Patterm #3 | Pattern #4 |
Floors ﬂ Apply to cabs

1 hone
2 Mone I~ Door #1
E hone
4 None ¥ Door #2
S Mone

Door #3
A None I~ ooor
: hone I~ oor #4
s Mone =

I close | X cancel | ? Help |

Controllers Configuration

In the Elevator tab, click Pattern #2, and then select the appropriate Door number check
box(es).

From the Floors drop-down menu, select the appropriate item or floor number to associate with
the door number and the pattern number.

Repeat Steps 2 and 3 for each pattern.

Click Save.
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Controller Event Buffer Overflow Message

When a controller is disconnected from the server, the controller buffer starts collecting the
controller’s events. When the buffer is full, it transfers the oldest events in a secondary buffer (50 to
100 bytes) that always contain 50 events. When the communication is restored, the system then
starts sending messages to the Desktop Message List (shown below) to indicate that the buffer is
full and that events are being deleted from the buffer.

e The controller will delete messages in FIFO order (First In, First Out). The oldest message will
therefore be deleted first.

* When the controller is reconnected to the server, the controller events will be sent to the
Message list all at once, in the following order: events in the controller’s secondary event buffer;
a single Event Buffer Overflow will display, followed by the list of events generated while the
controller was disconnected from the server.

* In the Message List above, the highlighted error message “Event buffer overflow” is the 50t
oldest controller event sent to the Message List.
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Kantech Telephone Entry System (KTES) Configuration

The KantechTelephone Entry System (KTES) is a telephone entry system that is suited for small
and large applications with a separate access control system, or in applications that require
telephone entry access only. This system provides visitor access control for a variety of
applications: apartment buildings, gated communities, condominiums, office buildings, factories,
and industrial sites. Visitors use the KTES to communicate directly with a tenant and are easily
identified by voice communication. The tenant can grant or deny the visitor access directly from a
telephone land line or a cellular phone.

Designed as a stand-alone unit, the system controls one door, auxiliary relay, and supports postal
lock access. For larger commercial installations, the KTES integrates with EntraPass Special
Edition and KT-controllers to provide a complete access control solution. The entire programming of
the system can be done directly on the keypad or remotely from a PC via a modem, Ethernet
connection or RS-485 interface.

The system reports all events directly to EntraPass, where you can obtain a detailed event log.
Additionally, programmed alarms can be reported to a pager and/or to the EntraPass system via an
integrated modem. For more information on the KTES, please refer to the KTES Installation Manual,
DN1769 and the KTES Programming Manual, DN1770.
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Defining General Parameters for the KTES

1

In the Devices toolbar, select the KTES icon.

Reference Manual

NOTE: You must select a Corporate Gateway when configuring a KTES.

/ KTES Setup Wizard Button

E KTES

v = a[lRGEA0 e

EEE@

Site

Telephone Entry System

General

English

DMain site - Controller #1

{2 (01) Controller #1 ~ | French

Contréleur #1

Telephone Entry System Languages and Welcome messages Options Status relay Pager

Visitor call setting Disable KTES polling

Talk time (mm:ss) 00:40 Tenant

Tenants list capacity

Extended talk time {mm:ss) 01:00

Tenants list

Talk time remaining warning (mm:ss) 00:10

Mumber of rings before answer 5

4r 4

Extended number of rings before answer 10 7| Use all tenants from list
Postal lock options
Postal lock contact
[ Video view
Postal lock schedule

Graphic
gy Always valid =

JE'L Close

Tenant admin level

250 tenants -

[ooe
[oee

7 Help

NOTE: As shown in the above picture, using the KTES Setup Wizard will help you setup the
Kantech Telephone Entry System (KTES) in a few quick easy steps. See "System

2

Utilities" on page 439 for more details.

In the KTES window, select a site (from the Site drop-down list) and the KTES you want to
define. New items are identified with a red button. The button turns green once the item has

been defined and saved.

NOTE: see "Sites Configuration" on page 57 for more information on site configuration.

3

From the General tab, specify the visitor call settings:

e Talk time: This is the maximum talk duration in seconds for a normal call between a visitor
and a tenant (10 secs to 59 min:59 secs). Default value is 40 secs.

 Extended talk time: This is the maximum talk duration in seconds for a extended call
between a visitor and a tenant (10 secs to 59 min:59 secs). Default value is 60 secs.

» Talk time remaining warning: The system sends a warning ring (a beep sound), a certain
number of seconds (depending on the value entered) to indicate the end of the allowed

talking period (1 sec to 59 min:59 secs). Default value is 10 secs.

*  Number of rings before answer: This is the maximum number of rings allowed for a tenant

to answer (4 to 16). Default value is 5.
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 Extended number of rings before answer: This is the maximum number of rings allowed,
for a tenant with the extended option, to answer (4 to 16). Default value is 10.
4  Specify the Postal Lock options:
e Postal lock contact: This is the input corresponding to the door postal lock (0 to 4). Select
an input and click OK:

NOTE: see "Input Configuration" on page 123 for more information.

» Postal lock Schedule: This is the schedule inside which the input, corresponding to the
postal lock, generates a valid postal lock request when that input is in alarm.

NOTE: See Schedules Definition on page 138 for more information about schedule definition.

5 Disable KTES polling option: Select this checkbox when you need to put the KTES in disable
mode. In disable mode, the KTES will never be polled and all status requests from this specific.
Default value is selected.

6 Specify the Tenants list options:
 Tenants list capacity: By default, the capacity is 250 tenants unless you have registered

for 500, 1000 or 3000 tenants total.

NOTE: Remember that you are limited by the options purchased with the software. If you have
registered many KTES options for additional capacity, make sure to assign it to the
correct KTES site.

» Tenants list: Select a tenants list. Default value is empty.
NOTE: See Tenants List on page 267 for more information about Tenants list definition.

* Use all tenants from list: Check this box to include all the tenants from the list. Otherwise,
leave the check box empty and click the Customize button. Select the check boxes for
tenants to be included and/or displayed on the LCD. Default value is selected.

» Use the Print button to send a printout of the tenants list to a printer of your choice. Sort by
name or by code and preview before printing.

» Select a Graphic and Video view to which the gateway is assigned, if applicable.
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Defining the Kantech Telephone Entry System parameters

96

1 From the KTES window, select the Kantech Telephone Entry System tab.

2 Specify the General options:

= [y

=i @ |[=] %

B3 EAQD e

EEE@

Telephene Entry System

General

Serial number

Enable fail-soft delay (10 - 255s) - (m:ss)
EOL resistor (5.5 K)

Regional configuration

Line Type

Telephaone line regional setting

Time base

Line monitoring

General Telephone Entry System

D (03) Controller #3

Languages and Welcome messages

Options

00000000
0:45

[Tcne

usa / canada [0]

[6orz

English

Controller #3

French

Contréleur #3

Statusrelay | Pager

Tenant response setting

Tenant admin level

Keypad key for access granted by tenant

Keypad key for access denied by tenant

Keypad key for auxiliary relay activated by tenant

Wiegand interface
Reader type

] Wiegand integration vith EWlEEand 34-5it Standard

[kanteeh ksF

Wiegand 26-Bit Standard

BC-201 Barcode with Polaris cards
FIPS 201 75-bit no expiry date
FIPS 201 75-bit with expiry date
H10302, 37 bits

HID CORPORATE 1000 Generic

HID iCLASS 37 bits no parity

HID K5F Farmat

ToProx dual driver {26 bit and XSF)
ToProx KANTECH 26 bits Wiegand
IToProx KAMTECH X5F Format
IoProx UK 31bits Wiegand

MIFARE 32 BIT CSN

PARAMOUNT FARM 32 bits Wiegand
POLARIS 1 with POLARIS cards
POLARIS 2 ABA with POLARIS cards
POLARIS 2KP ABA with POLARIS cards
REH 50 bits card driver

REH 50 bits Card Driver no site ID
SENSOR 26 bits Wiegand standard
SENSOR. 34 bits Wiegand

SHADOW PROX

m

[ I close ]I X cancel

? Hep ]

e Serial number: The serial number is unique to each KTES. It is used for communication
between the KTES and the EntraPass software. Default value is 00000000.

» Enable fail-soft delay: Enter the delay before EntraPass enters fail-soft mode and consider
communication with the KTES lost. Values range from 10 secs to 4 min:15 secs. Default value

is 45 secs.

e« EOL resistor: This parameter defines the input termination as: None for no end-of-line
resistor (dry contact), Single for single end-of-line resistor (5.6K) or Double for double end-
of-line resistor (2 * 5.6K). Default value is None.

3 Specify the Regional configuration parameters:

* Line Type: Set this parameter to select the telephone line type used by the system. Possible

values are Tone or Pulse. Default value is Tone.

NOTE: For New Zealand, pulse dialing cannot be used.
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 Telephone line regional setting: The Telephone line regional setting pustralia [1]
must be set to specify which telephone line country code should be used | ExTeaagamm
by the KTES. Default value is USA/Canada (0). Click the drop down list ﬁﬂ:t:gi?z[]ﬂ

to display the available countries: Belgium [3]

«  Time base: Main time base comes from the AC power input (50 Hz or | gierel]

60 Hz) for best accuracies over large operating temperatures. Time base gzﬁaﬁnﬁ?“c el
will be automatically switched to internal Xtal in case of AC POWer | eqjadar[a]

failure. Time base can be forced to internal Xtal when DC power only or EL?;ILT:‘EIDBJWJ

unstable AC source is used. Default value is 60Hz. Finland [11]
« Line monitoring: The telephone line is monitored when busy or Eﬁ:f:n[&}[zl]a]
disconnected, when this option is selected. Default value is selected. gruenzfaigl[‘}]ﬂ
. . . . land
NOTE: In order to comply with New Zealand Telepermit requirements, line | faai
. Latwia [18]
sensing must be turned on. L;h‘:::ma[lg]
. . L b 20
4  Specify the Tenant response setting: Mu;ff;n[zﬂr]g[ :

+ Keypad key for access granted by tenant: This telephone key can be ﬁgﬁ?éﬁ;ﬁdﬁd[[%]]

used by a tenant to grant access to a visitor. Default value is 9. Eoletmd [|2[42]5]
. . 'ortugal

 Keypad key for access denied by tenant: This telephone key can be | romaria[26]
Slovakia [27]

used by a tenant to deny access to a visitor. Default value is *. Slveria [26]

« Keypad key for auxiliary relay activated by tenant: This telephone gfvi';égg[]au]
key can be used to grant access to a visitor that is using a secondary | united kingdom [31]

entrance. Default value is empty.
5 Specify the Wiegand interface options:
* Reader type: This is the Wiegand Interface output format to be sent to the KTES. Default

value is Kantech XSF.
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Reader’s Driver download: Click on the I@ button to open the selection window and
select a driver to download:

Wiegand integration with an access controller: Selecting this option indicates that the
KTES is connected to an access controller. Otherwise it is operating in Standalone mode
(not available in EntraPass KTES Edition).

Card holder used for postal activated: This is the card number used by the KTES to
generate a Wiegand code when the postal lock is activated. Default value is empty.
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Defining the Language and Welcome Message Parameters

1 From the KTES window, select the Languages and Welcome messages tab.

2 Specify the Enabled languages: Select the languages available in the KTES LCD Display.
Default values are unselected.

3 Specify the Custom language: Select the custom language available in the KTES LCD Display,
chosen by the customer (in addition to the enabled languages). Use the + button to add other
languages. Default value is None.

NOTE: See Vocabulary Editor on page 444 for more information about Custom language
definition.

4  Specify the Default KTES language: Select the default language used by the KTES. Default
value is None.
5 Define the Welcome Messages:
»  Enter the message to be displayed on the KTES LCD for each enabled language. Default
value is empty. Use the button next to the Display delay text box to center the message
text.

»  Enter the displaying delay in seconds (0 sec to 4 min:15 secs). Default value is 2 secs.
* Repeat both steps for the second message.
6 Click the Save button.

Special Characters

By combining the commands listed in the following table, you can display the KTES current hour
and date according to different formats. For example:

e The complete current date in the international format: &yyy/&o/&d = 2007/01/18
*  The complete current date in the american format: &o/&d/&y = 01/18/07
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The complete current hour in 24 hours format: &h:&m:&s = 14:50:55

The complete current hour in am/pm format: &h:&m:&s&a = 02:50:55pm

The current day in 3 letters format: &ww = mon

The current day in 10 letters format: &wwwwwwwww = wednesday

The current month in 3 letters format: &oo = jan

The current month in 9 letters format: &00000000 = January

The complete current date in letters and digits format: &ww &00 &d &yyy = thu jan 18 2007

Display Format

Hour displayed in 24 hours format &h

Hour displayed in 12 hours format &h&a
Minutes &m
Seconds &s
Ten of years &y

Year &yyy
Month &o
Date &d

Day of the week &Ww to &EWwWwwwwwww
Current month in text format &00 to &000000000
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Defining the Options Parameters

1

Aot

From the KTES window, select the Options tab.

fED G e]=- @SB

English
[ot - wain sie=

Kantech Telephone Entry System IO(DI) 01 - Main site ﬂ ;
Frencl

IDI - Site principal

[

General | Kankech Telephone Entry System | Languages and Welcome messages | Options | Statusrelay | Pager | Tenant adwin level

2

LCD setting Duress ptians

[ Hide PIM number [~ Duress on access grantad
I~ Duress on access denied

Backlight delay (m:ss) 0:20 Pty m
Mext character delay (miss) 0z

Supervision schedule
Find user timeout delay (m:ss) IF Paower supervision schedule

[-@laways vaiid o]

Programming PIM timeout delay {miss) n:z0
Tampet switch supervision schedule

Frograrmming made timeout delay (m:ss) [t:m0 [@lrtways vaiid ]

Specify the LCD setting:

 Hide PIN number: Select this check box to hide the tenant’s PIN numbers on the LCD.
Default value is unselected.

» Backlight delay: The Backlight Delay is the maximum delay of inactivity before the LCD
backlight turns low (0 sec to 4 min:15 secs). Default value is 20 secs.

* Next character delay: The Next Character Delay is the maximum delay allowed between
each key press before considering a next character entrance when entering a text string at
the keypad (0 sec to 4 min:15 secs). Default value is 2 secs.

* Find user timeout delay: After pressing the Find option key, the Find user timeout delay
is the maximum delay allowed between each key press before cancelling a find sequence (5
sec to 4 min:15 secs) Default value is 15 secs.

e Programming PIN timeout delay: The Programming PIN timeout delay is the maximum
delay allowed to enter a complete valid PIN number before entering in system programming
mode (5 sec to 4 min:15 secs). Default value is 20 secs.

e Programming mode timeout delay: The Programming mode timeout delay is the
maximum delay allowed between each key press before exiting from the programming mode
and returning to the welcome messages (5 secs to 9h:59 min). Default value is 60 secs.

Specify the Duress options. A Duress alarm is used by employees or tenants to signal for help:

 Duress on access granted: Allows a tenant to trigger a duress alarm after a valid PIN
entry. Default value is unselected.

* Duress on access denied: Allows a tenant to trigger a duress alarm after an invalid PIN
entry. Default value is unselected.

 Keypad duress key: Set this parameter to configure the symbol that will activate the duress
functions. A Duress alarm is used by employees or tenants to signal for help(0 to 9, # and *).
Default value is 9.

Specify the Supervision Schedule options:
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Power supervision schedule: To define the schedule applicable to KTES power
monitoring. Select a schedule from the list and click OK. Default value is empty.

Tamper switch supervision schedule: To define the schedule applicable to KTES tamper
switch monitoring. Select a schedule from the list and click OK. Default value is empty.

5 Click the Save button.

NOTE: See Schedules Definition on page 138 for more information about schedule definition.

Defining the Status Relay Parameters
1 From the KTES window, select the Status relay tab.

NOTE: See Relay Configuration on page 122 for more information about relay configuration.

210l
HE DA g =-s @ EIN o

English
[ot - wain sit=

Kantech Telephons Entry System [@ 017 01 - wainsie =l
French
IDI - Site principal
Gereral | kantech Telephore Entry System | Languages and Welrome messages | Options | Statusrelay | Pager | Tenant admin level |
Relay activation Modem call typs
Power failure [ ene] [hio cal |
Battery trouble [ - i ‘atE =
Schedule call
Tamper n alarm | ou] Mo cal ~
Buffer 70% ful | vos] [ cal =l
Lock power troubls [ ove] Mo cal =l
Other troubles [ owe] [0 cal |
Heater kit activated [ owe] [hio cal =l
Postal lock | owe] [raocal =]
i’LC\ose | 5% cancel I ? Help |

2 Specify the Relay activation parameters:

102

Power failure: This is the relay that can be activated when a KTES AC power failure occurs.
Default value is none.

Battery trouble: Relay that will be activated if the 12 volts standby battery is disconnected or
comes low (under 11.5 volts DC). Default value is none.

Tamper in alarm: This is the relay that can be activated when a KTES tamper switch event
occurs. Default value is none.

Buffer 70% full: Relay that will be activated if the event buffer for the Entrapass software
has reach a 70% capacity. Default value is none.

Lock power trouble: This parameter defines the relay to be activated in the event of a door
lock problem, locking device disconnected or shorted to ground. Default value is none.
Other troubles: Relay that will be activated when any other trouble on the KTES occurs.
Default value is none.
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Heater kit activated: Relay that will be activated when cabinet inside temperature falls
below +5°C. Default value is none.

Postal lock: Relay that will be activated with an entry request from the front door postal lock.
Default value is none.

3  Specify the Pager call type:

For
for
will

each event you can configure a pager call type. You can select No call (the relay activation
that event will not be sent to the pager), Imnmediate call (the relay activation for that event
be sent immediately to the pager) or Schedule call (the relay activation for that event will

be sent to the pager according to the pager call schedule). Default value is No call. See
"Defining a Schedule” on page 138.

NOTE:

To specify pager call types for each events, the Pager reporting function must be
enabled. See "Defining the Pager Options" on page 103

Defining the Pager Options

1 Fro
NOTE:

m the KTES window, select the Pager tab.

For New Zealand: This equipment shall not be set up to make automatic calls to the
Telecom “111” Emergency Service.

B k1es =l _10]x]
= - = =
R DG @ = @HREA e
English
[o - wrain site
kantech Telephone Entry System [@wn 01 -manske =
French
IDl - Site principal
[ General ” Kantech Telephone Entry System " Languages and Welcome messages " ©Options ” Status relay | Pager Tenant admin level
¥ Pager reporting
Fager phone number | Unit 100 El
Pager call schedule [r@feiways vaiid o]
General event pager ID System events Door events Access events
Restore code o Tamper in alarm 100 Door forced open 120 Access granted 140
Alarm code 1 Pawer Failure 101 Door open too long 121 Invalid access schedule 141
Tamper code 2 Battery trouble 102 Doar alarm on relock 122 Access granted by tenant 142
Trouble code 3 Buffer 70% Full 103 Lock krouble 123 Auziliary relay activated by tenant |143
Field separator * Cther troubles 104 Keypad disabled 124 Access denied by tenant 144
Field ending # Duress alarm 125 Tenant traced 145
Disabled kenank 146
Other access denied 147
I close | X cancel | P Help |
2 Specify the Pager Reporting options:

Kantech Telephone Entry System

Pager phone number: The pager phone number to which events will be reported
(24 characters maximum). Default value is empty.

Pager call schedule: The schedule number from which the KTES can communicate
programmed events, alarms and troubles to the pager. Select a schedule from the list and
click OK.
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NOTE: See Schedules Definition on page 138 for more information about schedule definition.

Unit ID: The Unit ID identifies the KTES that sent the pager code(0001 to 9999). Default
value is 0001.

Restore code: The Restore code is the pager code corresponding to the general event that
triggered a zone restore condition (0 to 999). Default value is 0.

Alarm code: The Alarm code is the pager code corresponding to the general event that
triggered a zone alarm condition (0 to 999). Default value is 1.

Tamper code: The pager code corresponding to the general event that triggered a zone
tamper condition (0 to 999). Default value is 2.

Trouble code: The pager code corresponding to the general event that triggered a zone
trouble condition (0 to 999). Default value is 3.

Field separator: The Field separator is the character to be used as a field separator or
delimiter (*, # or,). Default value is *.

Field ending: The Field ending is used to indicate that the call is completed. Remember
that you can enter any signs for the ending parameter (*, # or,). Default value is #.

3 Specify the General event pager codes:

Tamper in alarm: The pager code that corresponds to a tamper switch problem (0 to 999).
Default value is 100.

Power failure: The pager code that indicates an AC power failure on the KTES (0 to 999).
Default value is 101.

Battery trouble: The pager code that indicates a low battery problem on the KTES (0 to
999). Default value is 102.

Buffer 70% full: The pager code sent to indicate that the event buffer for the Entrapass
software has reach a 70% capacity (0 to 999). Default value is 103.

Other troubles: The pager code that corresponds to any other system event that can
occur (0 to 999). Default value is 104.

Door forced open: The pager code that corresponds to a forced open door (0 to 999).
Default value is 120.

Door open too long: The pager code that corresponds to a door opened for too long (0 to
999). Default value is 121.

Door alarm on relock: The pager code that corresponds to a door left opened (0 to 999).
Default value is 122.

Lock trouble: The pager code that corresponds to a problem with the door locking device
supervision (0 to 999). Default value is 123.

Keypad disabled: The pager code that corresponds to a keypad disabled condition (when
the option is enabled (0 to 999). Default value is 124.

Duress alarm: The pager code that corresponds to a duress alarm. A Duress alarm is used
by employees or tenants to signal for help (0 to 999). Default value is 125.

Access granted: The pager code that corresponds to a granted access. An access
granted code is sent when the tenant was granted access using his PIN (0 to 999). Default
value is 140.

Invalid access schedule: The pager code that corresponds to a denied access. An access
denied code is sent when the tenant was denied access using his PIN (0 to 999). Default
value is 141.
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Access granted by tenant: The pager code that corresponds to an allowed access by a
tenant to a visitor (0 to 999). Default value is 142.

Auxiliary relay activated by tenant: The pager code that corresponds to an allowed
access by a tenant to a visitor at an alternate entrance, different from the main entrance
usually used by the tenants or visitors, for example (0 to 999). Default value is 143.
Access denied by tenant: The pager code that corresponds to a denied access by a
tenant to a visitor (0 to 999). Default value is 144.

Tenant traced: The pager code that corresponds to a granted access for a traced tenant
(0 to 999). Default value is 145.

Disabled tenant: The pager code that corresponds to an access attempt from a tenant
with an invalid status (0 to 999). Default value is 146.

Other access denied: The pager code that corresponds to an access attempt from a
tenant outside of his assigned schedule (0 to 999). Default value is 147.

Configuring Tenant Administration Level Parameters

1

2

From the KTES window, select the Tenant administration level tab.

Specify the access parameters rights: Use the scroll boxes to set the administration level for the
four different tenant types (Full access, Read only or No access).
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This menu is used to define the door parameters on which readers and/or keypads are installed. A
door can be an elevator door, a Time & Attendance door, an entry door for anti-passback, an exit
door for anti-passback or an access door. It depends on how the settings are programmed. The
controlled door may be secured at all times or only during defined schedules. The common locking
devices used are electric door strikes and electromagnetic locks. A door may be equipped with one
or two readers; one reader on each side. For doors equipped with two readers, the outer reader has
to be defined as an entry reader and the inner reader as an exit reader.

Defining General Parameters for a Door

NOTE: When you are using the KT-300 system, you are working with h:mm:ss and the range
value can be from 00:00:01 to 9:06:07. Each time you are using a KT-400 system, you
are working with hh:mm:ss and the range value can be from 00:00:01 to 04:15 (255
sec.) for a KT-100, KT-200 and KT-300; or to 18:12:15 (65535 seconds) for a KT-400. So,
please take this difference into consideration.

1 Inthe Devices toolbar, select the Door icon.

= =)o e
i@ = e m
English
Site Dz site Controller #2 Door #1
Controller @ (02) Controller #2 -
French
Door | # #
@ (02.01) Controller #2 Door #1 P —
General Contact REX Miscellaneous Options and alarm system Door events Access events
Door lock mode Door access delay Extended door access delay
@) Fail-secure Unlock time (hh:mm:ss) 00:00:10 Unlock time (hh:mm:ss) 00:00:40
Fail-safe Open time (hh:mm:ss) 00:00:30 Open time (hh:mm:ss) 00:02:00
Miscellaneous Unlock schedule
Elevator cab I._.
Time and Attendance Video view
Type None ) [
Door Anti-Passhack Graphic
Type None ~ [
Local areas
Local area before Local Area #1 ~
Local area after Local Area #2 ~
J| close 7 Hep

NOTE: The Local areas options are only available for a KT-400 controller with the Controller
local area property enabled (See "Defining the KT-400 Controller Local Areas" on
page 90 for more information).

NOTE: The Miscellaneous, Time and Attendance, and Door Anti-Passback options are not
available for a KTES door.

2 In the Door window, select a site (from the Site drop-down list) and the controller associated
with the door you want to define.
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From the Door drop-down list, select the door you want to modify or define. New items are
identified with a red button. The button turns green once the item has been defined and saved.
From the General tab, specify the Door lock mode: Depending on the lock device used, the
locked state will energized or de-energized to lock. Default value is Fail-secure.

e Fail-secure: The strike is locked when power is removed (door locks, door strikes).

* Fail-safe: The lock output is energized to lock the door (electro magnetic locks).

If the door is for a KTES then go to Step 13.

Check the Elevator cab option if the door is to be used for elevator control. When this option is

checked, the Elevator tab is displayed to define the unlocking schedules. Default value is

unchecked.

Specify the Time and Attendance type from the drop-down list (default is None):

* None: The reader is considered as an access reader. An access reader generates only
“Access granted/Access denied” events.

e Entry: An entry door is an entry point. In order for the system to record an entry, the door
must be opened after a valid access (if a door contact is installed).

e Exit: An exit door is an exit point. In order for the system to record an exit, the door must be
opened after a valid access (if a door contact is installed).

If the Controller Local Areas are enabled then go to Step 11.

Specify the Door Anti-Passback type (default is Access):

e Access: The reader is considered as an access reader. Anti-Passback options are not
used with access doors. An access reader generates only “Access granted/Access denied”
events.

e Entry: An entry door is an entry point. In order for the system to record an entry, the door
must be opened after a valid access (if a door contact is installed).

»  Exit: An exit door is an exit point. In order for the system to record an exit, the door must be
opened after a valid access (if a door contact is installed).

Go to Step 13.

NOTE: None, Soft anti-passback and Hard anti-passback are used only with the KT-400

11

12

13

and Controller Local Areas.

Specify the Door Anti-Passback type (default is Access):

* None: the anti-passback option is disabled.

e Soft anti-passback: If the destination area is under Deny Access on Local Area Full,
access is denied. When a user is passing his access card to a local area, for example, the
system will allow him to access another local area even if the user was not in the Local
area before. The system will generate the event: “Access granted - Passback bad
location®.

 Hard anti-passback: If the destination area is under Deny Access on Local Area Full,
access is denied. A card used at an entry reader will not be able to access the same entry
reader again until it has used the corresponding exit reader. The system will generate the
event: “Access denied - Passback bad location®.

Specify the Local area before and Local area after. These items are enabled and can be

specified only for Controller Local Area.

Specify the Door access delay:
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* Unlock time (hh:mm:ss): The time during which the door is unlocked on a valid card read
or a valid request to exit event (when the REX is defined to unlock the door). The time
range value can be from 00:00:01 to 04:15 (255 sec.) for a KT-100, KT-200 and KT-300; or
to 18:12:15 (65535 seconds) for a KT-400. If this is an elevator door and a push button
(input) is used to enable floor selection, this is the time during which a floor selection will be
allowed. Usually, a longer period should be defined to allow the user to select floors.
Default value is 10s. For more information, see "Defining an Input for an Elevator Door" on
page 127.

e Open time (hh:mm:ss): The time during which a door can remain opened following a
permitted access or a valid request to exit request. This applies only to a door defined with
a door contact input. The time range value can be from 00:00:01 to 04:15 (255 sec.) for a
KT-100, KT-200 and KT-300; or to 18:12:15 (65535 seconds) for a KT-400. After this delay
has expired, the system will generate the event “door open too long” and the door piezo will
sound to warn the cardholder. You can use the Pre-alarm on door open too long (Door
window, Contact tab) to sound the door piezo when half of this delay has expired. It will
continue to sound until the door is closed. Default value is 30s.

14 The Extended door access delay (hh:mm:ss) feature allows to keep the door open for an
extended period in order to allow people with disabilities to pass through without triggering an
alarm. If you want to use this option, specify the delays in the Unlock time (default is 40s) and
Open time (default is 2 min) fields. The time range value, for both delays, can be from 00:00:01
to 04:15 (255 sec.) for a KT-100, KT-200 and KT-300; or to 18:12:15 (65535 seconds) for a KT-
400.

15 Unlock Schedule will allow the system to unlock the door for a predetermine period of time that
you will select.

16 Select a Graphic and Video view to which the gateway is assigned, if applicable. The video
view will only be activated if the video feature is enabled in EntraPass.

Defining Door Keypad Options

For KT-100 and KT-300 Controllers

Doors can be defined with relay activation when the * or # keys are pressed on the keypad. This
option is only available for KT-100 (with firmware version 1.04 and higher) and KT-300 (with
firmware version 1.16 and higher) controllers.

For KT-400 Controllers

Doors can be defined with relay or relay group activation by pressing any specified key on the
keypad.

NOTE: The Keypad tab is enabled only if you have selected a Keypad type while defining the
controller associated with the door being defined, see "Select the Keypad type (if
applicable)." on page 82. There are 4 keys. The first 2 keys: # and * are fixed keys and
they are similar and play the same role as in the KT-300 system. The 2 other keys: Key
3 and key 4 are variable according to the client’s needs.
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From the Door window, select the Keypad tab.

Specify how access to the door is controlled (default is Reader only):

Reader only: Select this option if access is granted using a reader. A reader only
installation is the most common application.
Reader or keypad: Select this option if access is granted using a reader or a keypad only.
A keypad only installation is generally considered less secure than a reader only
installation, because a user may “lend” its PIN to another person but cannot prevent further
use (in comparison to getting a card back).

NOTE: This option can be enabled on a reader with an integrated keypad if you want, for

instance, to use the keypad only.

Reader and keypad: Select this option if both a reader and a keypad are used to permit
access to this door. The keypad will only be used when the “keypad schedule” is valid.
Adding a keypad to a reader significantly increases the level of security. PIN code
requirement can be limited by a schedule for use only outside business hours, for example,
rather than during high traffic hours.

From the Card and PIN schedule menu, select a schedule during which cardholders will have
to enter their PIN after a valid card read. The time allowed between a valid card read and
entering the PIN at the keypad is set in the Gateway definition menu (Time-out on keypad
option).

Check the Enable duress function on keypad option, if desired. Default value is unselected.
Select the Keypad relay activation key(s):

For KT-100 and KT-300 Controllers: For doors defined with keypad or reader and keypad,
you can program the star key (*) or pound key (#) to activate a relay. When this feature is
enabled, users can activate a relay simply by pressing the appropriate key.
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 For KT-400 Controllers: For doors defined with keypad or reader and keypad, you can
program *, # or any key to activate a relay or a relay group. When this feature is enabled,
users can activate a relay or a relay group simply by pressing the appropriate key.

Defining Door Contact Options

In most applications, the low cost door contact is the only supervisory element that protects the
investment made to control access to the door. The door lock and card reader (or keypad) provide
security and prevent unauthorized entry only when the door is closed and locked. A simple door
contact allows the ability to monitor several door conditions such as: door forced open, door open
too long, interlock options (mantrap), etc.

1 Inthe Door window, select the Contact tab.

2 Select the door contact from the Door contact list.

NOTE: For KT-200 Controllers, Input 1 (door contact) and 2 (request to exit device) are
ideally reserved for Door 1 of the controller whereas Input 9 (door contact) and 10
(request to exit device) are ideally reserved for Door 2 of the same controller. The
input that is used for the door contact or REX contact SHOULD NOT have a
“monitoring” schedule defined in the “Input Definition” menu.

3 Check the door reading options:

 Door open reading—If selected, this option allows the system to read cards while the door
is open. However the system will not unlock the door if it was locked. If selected, the event
“Access granted” is generated. Otherwise, the event “Access granted - Door open” is
generated. Default is checked.

 Door unlocked reading—If selected, this option allows the system to read cards while the
door is unlocked manually by the operator or by a valid unlock schedule. If selected, the
event “Access granted - Door unlocked” will be generated on access. To ignore all access
events while the door is unlocked, leave this option unselected. Default is checked.
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Pre-alarm door opened too long—If selected, this option allows the system to generate
the event “pre-alarm door open too long” and sound the door piezo when half of the delay
defined in the Open time field is expired. It will continue to sound until the door is closed.
Default is unchecked.

Unlock on access door opened— If selected, this option allows the system to unlock
access on door opened at any time. Default is unchecked.

4  Select the appropriate Relock on access option. You may choose to relock an access On door
opening or On door closing. Default value is On door opening.

Defining REX (Request to Exit) Options

A signal from the REX indicates that someone wants to exit through a controlled door. Devices such
as motion detectors, push buttons can provide the REX signal. EntraPass enables users to
configure doors with unlock time reset each time the primary or secondary REX is triggered. This
option is only available for KT-100 (with firmware version 1.04) and KT-300 (with firmware version
1.16) controllers.

1 From the door window, select the REX tab, then check the appropriate Relock on Rex options
(default is On door closing):

Doors Configuration

On door opening, if you want the door device to re-lock following a valid access
On door closing, if you want the door device to re-lock when it closes.

2 Forthe Primary and Secondary REX options (the Secondary REX options does not apply to
KTES), make the appropriate choices:

Assign the REX contact: the input to which a “request to exit” detector can be connected.
This input must be local; it has to be one of the inputs on the controller operating the door.
Select a Rex schedule: when this schedule becomes valid, the controller will detect
request to exit signals originating for the exit contact. This option applies only to a door
defined with a REX contact.
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 Unlock on REX: the door will be unlocked if a valid request to exit is permitted by the
controller. This option may be useful on exit doors such as interior doors, shipping doors or
other push doors through which people carrying packages may pass. The system will
permit the exit and generates the “request to exit granted” event rather than “door forced
open” event.

* Resettable REX function: the unlock time is restarted on a valid request to exit. Open and
unlock times are defined in the door definition (Devices > Door > General). Select this
option for high traffic area doors such as manufacturing doors where many users may need
to exit at short intervals (for example after a work shift) to prevent unwanted door open too
long or door forced open events.

NOTE: It is recommended to choose either Unlock on REX or Resettable Rex function, not the
two options at the same time. If you choose these two options, the door may remain
unlocked for long periods of time. Moreover, these features should not be used if a
door contact has not been defined.

Defining Interlock Options (Mantrap)

You may define interlock options (mantrap) between two doors to synchronize the time when these
two doors are open/closed. The interlock options are also called the mantrap. This ensures that
once the cardholder has accessed the first door, that door is closed and locked before the
cardholder is granted access to the second door. The two doors have to be controlled by the same
controller.

NOTE: The Interlock options do not apply to a KTES door.

1 Inthe Door window, select the Miscellaneous tab.

2 From the Door drop-down list, select the first door for which you want to define interlock options
(mantrap).
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From the Interlock contact list, select the first input for the interlock options (mantrap). The
selected input has to be the door contact of the second door.

Return to the Door drop-down list to select the second door for which the interlock options
(mantrap) are being defined; then select the interlock contact for this second door. It has to be
the door contact of the first door.

Select the Interlock schedule: the two doors must have the same interlock schedule. This is
the schedule according to which the interlock is checked by the controller before access is
granted to users.

NOTE: The interlock options (mantrap) are not available on doors controlled by a KT-100.

6

Check the Unlock door by schedule after first man in option to unlock the door automatically
when a first access card is granted. Default is unchecked.

The Suspend report delay on door relock (hh:mm:ss) indicates the time during which the
selected inputs will not be monitored when the door unlocks. It is not possible to shunt a door
contact since the system will automatically shunt it. Values range from 00:00:01 to 18:12:15.
Default is 15 secs.

In the Shunt inputs scrolling pane, select inputs that will not be monitored when the door
unlocks. Selected inputs or input group will remain unmonitored for the delay defined in the
Shunt delay field.

NOTE: The Shunt input items vary depending on the KT-300 or KT-400 system used.

Defining Elevator Doors

During a door definition, it is possible to specify whether it is a “regular door” or an Elevator cab
(Door window, General tab). When a door is defined as an Elevator cab, an Elevator tab is
displayed in the Door definition window. This tab is used to define the automatic unlock schedules
for specific floor groups.

1 From the Door definition window, select the Elevator tab.
ESISIEY
DR S as
English
Site I@Kantech = ot~ 51 antech
Contraller ID(D[)DI—KantEEh j Erarch
renc
Doar [@ot.01) 01 - 01 - Kantech = [ o1 et
General ” Conkack I REX l Miscellaneaus ‘ Hevator ‘ Options and alarm system " Door events " Access events
Unlock elevator floors
Unlack scheduls #1 [-@leivays vaiid =
Floor group #1 @aKantech - Al floors _...l

Unlock schedule #2 [-@loimays vaiid o]

Floor group #2 [EEcantech - Alfloors |

i’L Close | X cancel | ? Help |
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2 From the Unlock schedule #1 list, select the applicable unlock schedule. By default, you may
select the Always valid schedule. You may also create a new schedule (Definition menu,
Schedules).

3 From the Floor group #1 list, select the appropriate floor group associated with the Unlock
schedule #1. Only floors that have a valid schedule in the Floor group definition will be
unlocked or available for selection when the Unlock schedule #1 becomes valid.

4  From the Unlock schedule #2 list, select the schedule applicable to the second group of floors.

5 From the Floor group #2 list, select the appropriate floor group. Only floors that have a valid
schedule in the Floor group definition will be “unlocked” or available for selection when the
Unlock schedule #2 becomes valid.

Important Notes:

The Unlock schedule defined during a door definition (Door menu, General tab) will
OVERRIDE these schedules even if they are valid.

Only one Unlock schedule can be valid at a time. For example if the first schedule (Unlock
schedule #1) is valid from 6h00 to 9h00 and the second schedule (Unlock Schedule #2) is
valid from 7h00 to 9h00, then Unlock schedule #2 will NEVER be valid since Unlock
schedule #1 is already valid.

Do not overlap schedules. For example, if the first schedule is valid from 8h00 am to 17h00
and the second schedule is valid from 16h00 to 21h00, the gap (between 16h00 and
17h00) can result in erratic operation of the elevator control system.

Only floors that have a valid schedule in the Floor Group definition will be “unlocked” or
available for selection when the unlock schedules become valid.

NOTE: For more information on how to program elevator control using REB-8 relays, see

"Defining KT-200 Expansion Devices" on page 72.

Configuring Door Events

1 In the Door window, select the Door events tab. This is to define the relays (or relay groups)
that are to be activated on specified events. However, when you are using a controller other
than KT-400, this tab is used to define relays only.
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Door Events Configuration for a KTES

2 Select the relay that will be activated locally for each event.

3 Pager call type (applies to KTES only): You can select Do not call (the relay activation for that
event will not be sent to the pager), Call immediately (the relay activation for that event will be
sent immediately to the pager) or Call when scheduled (the relay activation for that event will
be sent to the pager according to the pager call schedule). See "Defining a Schedule" on page
138. Default value is Do not call.

NOTE: To specify pager call types for each events, the Pager reporting function must be
enabled. See "Defining the Pager Options" on page 103.
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4  Once all door event features have been set, select the Access events tab to define relays (or

relay groups if you are using KT-400) that are to be activated on miscellaneous events.

Access Events Configuration for a KTES7

NOTE: EntraPass offers you the ability to define a relay that will be activated if the Extended
delay feature is used. The card used must be defined with this feature. Only KT-100,

KT-300, KT-400 and KTES can be configured with the Extended door access delay
feature.

5 Select the relay that will be activated locally or the relay group (if you are using KT-400) for
each event.
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Pager call type (applies to KTES only): You can select Do not call (the relay activation for that
event will not be sent to the pager), Call immediately (the relay activation for that event will be
sent immediately to the pager) or Call when scheduled (the relay activation for that event will
be sent to the pager according to the pager call schedule). See "Defining a Schedule" on page
138. Default value is Do not call.

NOTE: To specify pager call types for each events, the Pager reporting function must be
enabled. See "Defining the Pager Options" on page 103

Defining Door Options for Controllers and the KTES

Doors Configuration

Select the Options and alarm system tab (or Options for a KTES).

Supervised door lock device: This feature is used in specific applications such as bank
vaults to compensate for the slow motor locks. Adding this delay avoids false door forced
open alarms if a user is opening the door before it has been completely secured at the end
of unlocking delay. Check this option if you want to enable it in EntraPass. Default is
unchecked.

Motor lock delay (does not apply to KTES): Enter the time period (hh:mm:ss) after which
the door will be considered locked. Values range from 0s to 18 h:12 min:15 secs. The
default value is 0:00 for inactive. For example, if this delay is set to 5 seconds and
unlocking delay is 20 seconds after access granted; the lock output will d deactivate after
15 seconds and no door forced open alarm will be generated if the door is opened during
the last 5 seconds.

If a second card read is required, select a schedule from the Second card schedule
required (two-man rule) list (does not apply to KTES).

Relay to follow lock output (Only available for KT-400 and KTES): The relay follows the
lock output status.

117



SPECIAL EDITION

ENTRAPASGSS- Reference Manual

118

—Q@—

 Enable duress function on keypad (KTES only): Set this parameter to enable the duress
function on the door controller keypad. A duress alarm is used by employees or tenants to
signal for help. Duress function must be previously enabled to operate. Default is
unchecked. See "Defining the Options Parameters" on page 101 for more information.

Configuring External Alarm System Interfaces

KT-100, KT-300 and KT-400 controllers offer the ability to interface with any external alarm system.
When you add these Kantech controllers to an existing alarm system, cardholders can arm/disarm
an existing system, simply by presenting a valid card on an entry/exit door. Adding a keypad will
increase the system security since cardholders will be required to enter a PIN in addition to
presenting a card (does not apply to a KTES door). There are two ways of arming/disarming or
postponing an external alarm system:

e On avalid card read and with the trigger of an arming input

e On avalid arming code entered and with the trigger of an arming input
There may be a combination of the options. For example, an alarm system will be disarmed with a
correct access code during a valid predefined schedule and after a valid card read.
1 Click the External alarm system options button located under the Options and Alarm

System tab in the Door dialog. The Alarm system options dialog will display on screen.

2 Under the Arming request tab, select the Arming request input. This is the input that is
activated on an external alarm arming request.

3 Once you have selected an arming request input, you have to Enable arming request
schedule during which the request will be valid.

4 |If applicable, select an Arming access level.
* The Group option allows you to select all access levels.
* The Single option allows you to select a specific level.
» If the level you want does not appear in the list, you may right-click in the Arming access

level field to create a specific level to arm the external alarm system.
5 To increase the security of your alarm system:
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*  Wait for access granted to arm will force the user to present a valid card before pressing
the selected Keypad button option.

 Relock door on request to arm will be used in conjunction with the Wait for access
granted to arm to override the schedule.

 Relock door on arming after exit delay will relock the door and arm the system after the
pre-configure exit delay is over.

 Prevent arming request on input status will prevent arming the system if an input is in
alarm.

Specify the Exit delay and Entry delay (hh:mm:ss). The Entry delay is the time during which

the alarm system is bypassed after an access granted event. The Exit delay is the period

before which the system is armed. The maximum values are 18:12:15 for both the exit and

entry delays. When the KT-300 system is used, the maximum values are 9:06:07. Usually the

entry delay is shorter than the exit delay.

Select the input that will indicate the External alarm system panel status. When the selected

input status is “normal”, this indicates that the external alarm panel is armed.
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8 Select the Input tab to define input devices that will be supervised or shunted (no supervision)
when the alarm system is armed. The input description column contains all the inputs that are
defined in the system.

For KT-100/KT-300 controllers

For KT-400 controllers
x|
TIABUE ;| Disarming request | Relay

Settings (Hardwirs intedration only)

| arming request

Supervised
S\te 1 - Allinputs ‘...l

Shunted en entry

Shunted on exit
S\te 1- &llinputs =

Shunted on disarm

o OK I XK cancel | ? Help | ‘

» Using the checkboxes, select the appropriate input where you want an external alarm
system to supervise them. Also select the appropriate item for which you want to suspend
supervision (on entry, on exit, or when the alarm system is disarmed).
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Select the Disarming request tab to select the Input to postpone arming.

Select the applicable schedule from the Enable postpone arming schedule.

You may check the Wait for access granted to postpone box. If this option is checked, the
alarm system will be postponed only after a valid card read and the cardholder will then press
the selected Keypad button to postpone the external alarm system.

Select the Postpone or disarm access level from the list.

Select the Relay tab to define a relay (Partition and Relays for the KT-400 to define a group of
relays) and input status for the external alarm relays.

NOTE: When you select an Alarm relay, you may specify its Activation type. It may be

Doors Configuration

activated permanently or temporarily.
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Relay Configuration

The output control relays provided on each KT-100, KT-200, KT-300, KT-400 and KTES can be used
to activate alarms or other devices such as lighting control, ventilation, and air conditioning. These
relays can be activated according to schedules, events reported by the system. They can also be
activated to indicate the status of an alarm system or a combination of different logic conditions.

Defining Relays

1 From the Devices definition tab, select the Relay icon.
g1 Relay == E=m (=R
i o@[=]a n
English
Controller #1 Relay #1
Relay ) (01.001) Controller #1Relay #1 .
Contréleur #1 Relais #1
Operating mode Temporary activation
@ Normal Reverse Temporary activation timer (h:mm:ss) 0:00:05
Activation mode
Automatic activation schedule
[oas
Disable relay action
[
Video view
[
Graphic
[
2 Select the Site and the Controller from the displayed drop-down lists, then select the relay for
which you want to define settings.
3 Specify the Operating mode for the relay:
* Normal: the relay is normally de-energized (deactivated) until it is energized (activated) by
an operator, an event or any other system schedule.
 Reverse: the relay is normally energized (activated or resting) until it is de-energized
(deactivated) by an operator, an event or any other system function.
4  Specify the Automatic activation schedule: when this schedule is valid, the relay will be
triggered (activated or deactivated) according to the specified activation mode.
5 Specify the Disable relay action: when this schedule is valid, the relay will be deactivated (or
activated) according to the predefined operating mode.
6 Set the Temporary activation timer to indicate the delay during which the relay will be

temporarily triggered following a temporary activation.

NOTE: When the timer is set to zero, the default activation delay is set to five seconds.

7
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Maximum time allowed: 9:06:07 (9 hours, 6 minutes and 7 seconds). When you are
using the KT-400, the maximum time allowed is 18:12:15 (18 hours, 12 minutes and 15
seconds).

Select a Graphic and Video view associated with the relay, if applicable.

4 « System Devices



Reference Manual

SPECIAL EDITION
ENTRAPASS™

—@—

Input Configuration

Door controllers can monitor the state of input points such as: door contacts, interlocks, alarm
points, motion detectors, temperature sensors, any REX and other devices with dry contacts. KT-
100 monitors the state of 4 input points, KT-200 monitors the state of 16 input points, and KT-300
monitors the state of 8 on-board input points, with a maximum capacity of 16.

For KT-200 only. Inputs are normally closed or normally open dry contacts connected in series
with one resistor. If the dry contact is connected in series with the green resistor, the input
number will be odd. If the dry contact is connected in series with the red resistor, the input
number will be even.

Inputs 1 (door contact) and 2 (request to exit device) are ideally reserved for Door 1 of the
controller whereas Input 9 (door contact) and 10 (request to exit device) are ideally reserved for
Door 2 of the same controller. The input that is used for the door contact or REX contact
SHOULD NOT have a “monitoring” schedule defined in the “Input Definition” menu.

For KT-100 Controllers. Input 1 is reserved for door contact while input 2 is reserved for a
request to exit device.

For KT-300 Controllers. Input 1 should be reserved for contact on door 1 while input 2 should
be used for request to exit device for door 1 of the controller. Input 3 should be reserved for
contact on door 2 while input 4 should be used for request to exit device for door 2 of the
controller.

For KT-400 Controllers. Input 1 should be reserved for contact on door 1 while input 2 should
be used for request to exit device for door 1 (REX Door #1) of the controller. Input 5 should be
reserved for contact on door 2 while input 6 should be used for request to exit device for door 2
of the controller. Input 9 should be reserved for contact on door 3 while input 10 should be used
for request to exit device for door 3 of the controller. Input 13 should be reserved for contact on
door 4 while input 6 should be used for request to exit device for door 4 of the controller.

Defining Input

You may define inputs from the Input button of the Devices toolbar. You can also define inputs
using the Express Setup when defining a controller (see "Express Setup Program" on page 452).

Input Configuration
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1 From the Devices toolbar, select the Input icon.
S = e
i@ S a
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Select a specific site (from the Site drop-down list), a controller (from the Controller drop-down
list).

From the Input drop-down list, select the input you want to define.

Assign a Monitoring schedule to the selected input: this is the schedule during which the
system will supervise the condition of the input. When the schedule is valid, a change in input
condition generates either an “Input in alarm” or “Input restore” event.

NOTE: The input that is used for the door contact, REX contact or interlock contact SHOULD

5

NOT have a monitoring schedule.

Specify the Normal condition for the input: it may be Closed or Opened.

NOTE: When using single or double EOL resistors, set input Normal Condition to Closed.

6

Specify the Notify abnormal condition for the input: it may be Alarm or Activate.

NOTE: When configuring event parameters with Input in alarm or Input activated as the

124

selected event, only the inputs corresponding to these criteria are displayed. See
"Event Parameters Definition" on page 318 for more information.

By default, EntraPass will not select the Suspend status update when not monitored. This is

to keep data traffic at a minimum. However, this option can be enabled if necessary.

Specify the Input response time. This delay corresponds to a period within which an input

must remain in the same state before a transition is recognized. This delay is expressed in

minutes (mm:ss:cc). Values range from 10 secs to 10 min:55 secs:35 cc for both the alarm

response and alarm restore times.

e Alarm response time (mm:ss:cc): The delay before the system generates the input and
alarm event. Default is 50 cc.

* Restore response time (mm:ss:cc): The delay before the system generates the input
restore events Default is 50 cc.
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NOTE: Specifying the input response time allows bouncing time when the contact changes
state, and helps to generate only one event for each transition if this time is longer
than the bouncing time. For example, a 01:00:00 delay requires that a condition
remains stable for at least one minute before it is reported.

9 Specify the Telephone Entry System options (applies to KTES only).

NOTE: To access the modem call type feature, the site connection type must be set to
Modem. For more information, see "Sites Configuration" on page 57. The modem call
type feature is supported by Corporate Gateways only.

e Pager call type: You can select Do not call (the relay activation for that event will not be
sent to the pager), Call immediately (the relay activation for that event will be sent
immediately to the pager) or Call when scheduled (the relay activation for that event will
be sent to the pager according to the pager call schedule). See "Defining a Schedule" on
page 138. Default value is Do not call.

 Under modem call type, assign the call type option that best suits event reporting. Default
value is Do not call

e Input pager ID: Enter the pager code corresponding to the selected input. Possible values
are 201, 202, 203 and 204.

NOTE: To specify pager call types for each events, the Pager reporting function must be
enabled. See "Defining the Pager Options" on page 103

10 For KT-400 and KTES only, check Override default EOL (56K), and then, in the drop-down
menu, select the appropriate item. Default is unchecked.
11 Select a Graphic and Video view associated with the input, if applicable.

Defining Relays and Inputs
1 Select the Relay and input tab to define which relay(s) or input(s) will be activated or shunted
when this input is enabled.
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2 From the Activate relay list, select a relay or a relay group that will be triggered when this input
is enabled.

3 Activate relay temporarily will activate the relay according to the Temporary activation
parameters defined in the Relay dialog. Default is unchecked.

4  In the Temporary Shunt Timer (h:mm:ss) field, specify the period during which an input is not
monitored. Setting the timer to 0:00:00 will instruct the relay to follow the input state. The
maximum value for the Shunt delay (hh:mm:ss) is 18:12:15 when you are using the KT-400 or
the KTES. Default is 0s.

NOTE: For the system to process properly the reset delay on a temporary shunt, the
Temporary Shunt Timer option must be set in the definition of the input that will reset
the delay. For example, if Input 1 will temporary shunt Input 2, the Temporary Shunt
Timer must be specified also in the definition of Input 2.

5 From the Shunt input list, select the input that will not be monitored when the input being
defined is enabled.

6 If applicable check Shunt input temporarily and Reset delay for shunt temporarily options.
Default is unchecked for both.

7 Delay before unshunt: Values range from 1 sec to 18 h:12min:15 secs.

NOTE: When the input is restored or returns to normal condition, the shunted input will also
return to normal condition. The event “Input shunted by input” will be generated by the
system. When the input returns to normal condition, the event “Input unshunted by
input” will be generated.

Defining Tamper and Trouble

1 Select the Tamper and trouble tab to associate a relay or a group of relays to activate in case
of an input in trouble or in tamper. This tab is visible for a zone in DEOL (double end-of-line)
only.

Aol
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English
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Activate relay

[ Activate relay temporarily

rInput in trouble:

Activate relay

™ Activate relay temporarily

2 From the Activate relay list (Tamper alarm), select a relay or a relay group that will be triggered
when this input is in tamper.
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3 Activate relay temporarily will activate the relay according to the Temporary activation
parameters defined in the Relay dialog. Default is unchecked.

4  From the Activate relay list (Input in trouble), select a relay or a relay group that will be
triggered when this input is in trouble.

5 Activate relay temporarily will activate the relay according to the Temporary activation
parameters defined in the Relay dialog. Default is unchecked.

Defining an Input for an Elevator Door

Input Configuration

When the input being defined or edited is used for elevator control, an Elevator tab is displayed in
the Input definition window. You may associate an input to a push button. It can then be used by a
guard or by a receptionist to temporarily enable the floors defined in the Floor group activation
section.

1 In the Input definition window, select the Elevator tab.

B Input SIEES
) ] ) | ]| =
Englih
|01 - 04 - Input Secuiy Office Ste
Input @ (04,011 01 - 04 - Security Office Site =
French
|01 04 - Entrez Bureau securite
General| Relap andinput Elevatar | Input event
Select cab for floor group activation Floor group activation
Mo selection Floar group
& Cabtl EF =
O Cabh2 Enable schedule
A id
£ Cab 1 and cab 12 |-lbvays vai =

NOTE: Only the floors marked with an “X” in the state column in the Floor group menu will be
available for selection. The system will temporarily enable floor selection according to
the delay defined in the Unlock time of the Door menu. A valid schedule has to be
selected (Enable schedule list) for this feature to be activated. It may be necessary to
define a door as an elevator cab to access this tab.

2 Inthe Select cab for floor group activation section, select the cab associated with the input.
3 Select the Floor group associated with the selected cab, that will be enabled when the input is

triggered.

4  Select a schedule according to which the defined input will carry out this command.
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Enabling Remote Event Reporting

1 Select the Input event tab.

2 From the Local activation relay list, select a relay or a relay group that will be triggered when
this input is in alarm (activated).

NOTE: The relay group is only available when you are using KT-400.

3 Under modem call type, assign the call type option that best suits event reporting. Default
value is Do not call.

NOTE: To access the modem call type feature, the site connection type must be set to
Modem. For more information, see "Sites Configuration" on page 57. The modem call
type feature is supported by Corporate Gateways only.
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Output Device Configuration

Outputs usually control the reader LED and buzzer. There are four outputs available per KT-200,
KT-300 (2 per door), but there are 16 outputs for KT-400 controllers (4 per door). A KT-100
supervises the state of two outputs. Electrical outputs are configured as open-collector. They
provide an open circuit when deactivated (not connected to ground) and are switched to ground
when activated. You may configure Output devices from a controller definition menu or from a
gateway window.

Defining General Options for an Output
1 From the Devices configuration window, select the Output icon.

NOTE: The Miscellaneous section is hidden in the case of using the KT-400 system because
the items are already defined in the Gateway/KT-400 events.

2 Select the physical components related to the output: gateway, site, controller for the output.
From the Output drop-down list, select the output you are modifying.
4  Specify the Operating mode for the output device (default is Normal):
*  Normal—The output is switched to ground when it is activated.
* Inverse—The output is an open circuit (not grounded) when it is activated.
5 Inthe Selected doors section, select which door will affect the output you are configuring:
*  First door—Only the first door port will follow the state programmed for these events.
« Second door—Only the second door port will follow the state programmed for these
events.

w

NOTE: This option is not available with KT-100 and KTES.

6 Set the Activation period (m:ss) delay. It defines the activation time in seconds during which
the output remains active when it is programmed for a temporary activation. An e will leave the
output activated indefinitely, regardless of the activation type. Values range from 1 sec to 4
min:15 secs. Default is 5 secs.

NOTE: This option is not available when you are using the KT-400 or the KTES.
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NOTE: If you are using the Video Integration feature, EntraPass enables you to assign all
system components into a video view, the same way you assign them to a system
interactive floor plan (graphic). To do this, you simply select the video view where you
want the system component (Workstation, site, gateway, controller, etc.) to appear.

Associating Events with Auxiliary Outputs

System events can trigger auxiliary outputs. You can define how each event will trigger the output.
1 Select the Definition tab to associate a door event with an auxiliary output.

Outputs Definition for a KTES
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In the Options column, associate an event with an output state. Default is None.

Steady timed—The output given this option will not flash, it will remain activated for the
specified activation period and will return to normal state when the activation period is over.
Flash timed—The output will flash and remain activated for the specified activation period
and will return to its normal state when the activation period is over.

Steady—The output given this option will not flash, it will remain activated until it returns to
normal condition.

Flash—The output will flash and remain activated until its condition returns to normal.
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Integrated Panel Configuration

Minimum Requirements to View and Use the Integration Buttons

The Integration DLL must have been loaded at the EntraPass Server. If the toolbar doesn’t
display the two buttons, see Integration on page 424.

The third party hardware must be connected on the serial port of the Corporate Gateway or the
serial port of a pass-through KT-400 controller.
The third party hardware must be powered up.

The Integration process is divided in three sections:

From the Devices toolbar > Integrated Panel — The connection type, the panel model, the
communication port, the virtual keypad(s) and the partition(s) are defined.

From the Devices toolbar > Integrated Component — The component type(s) are defined.
From the Operations toolbar > Integrated Panel — see Manual Operations on Integrated

Panels on page 209.

»  The device is configured through its Virtual Keypad.

e The partition can be:
* Arm away
e Arm stay
 Arm no entry delay
* Arm with code
e Disarm partition

1 From the Devices toolbar, select the Integrated Panel icon.

E Integrated Panel
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Click on the New icon and assign a name for both languages.

Select a Connection type: Gateway or KT-400.
Select a Panel model.

a b~ wN
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By default, the Gateway is a workstation. Select a Panel from the drop-down list.
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If the Video feature is enabled, the Video view field appears. If this is the case, select the Video
view in which you want the defined component to appear. For details on defining video views,
see "Video Views Definition" on page 163.

From the Graphic list, you may select the graphic to which the EntraPass applications is
assigned, if applicable. For details on defining graphics, see "Graphics Definition" on page 142.
Click on the Details button to display the DSC Power Series Configuration dialog:

&8 DSC Power Series Configuration

x|

Controller selection for pass-through o OK I
I .I(DZ) Controller #2 ...I
. XK cCancel |
Access managerment
IAccess managed by partition j
Digit: count |4 digits vl
Master access code IDDDD
Default user access code
"‘ p I(DS) User - Main Panel ‘...I

9 If you have previously selected DSC PowerSeries,

KT-400 serial

selection for the

connection type, you must now select the controller for pass-through.

10 If you have previously selected DSC PowerSeries,

KT-400 serial

selection for the

connection type, you must now select the access management.
11 Select a Digit count (for the access code), a Master access code and the Default user

access code through the three-dots button.

NOTE: When selecting the Access managed by user, a tab named Intrusion will become

available in the Users toolbar > Card.

12 Select the Panel Component tab.

a5 e 5
DEmEv|Swnd

English
Gateway I.Ul - (1) Corporate Gateway 2| [prain Panel
Panel [@tain panet =l | French

INDuveau panneau
Genersl | Panel Component | RS-z | Information |
Ty a4 =
bt E]
User 34 -

l-'LCIuse | € Cancel I 7 Help

Integrated Panel Configuration
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* Auto-detection: The partition and zone labels are automatically detected from the panel.

NOTE: This feature depends on the type of intrusion panel. The device has to be first created
in EntraPass for the DLL to be downloaded into the corresponding gateway or KT-400.
Once downloaded, the auto-detection becomes active.

13 Define the Zone, Partition and User parameters.
e These parameters have the following maximum values:

Parameter PC1616 PC1832 PC1864
Zones 32 32 64
Partitions 2 4 8
Users 48 72 95

14 Select the RS-232 tab.

15 Select the Communication port COM and the Baud rate from the drop-down lists.
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16 Select the Information tab.

E- Integrated Panel

H o

®

=}
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CEEIX

Gateway

Panel

General Panel Component

Defaulk user access cade

RS5-Z32

English

01 - (1) Corporate Gateway \Main Fanel

D Main Panel French

‘Nouveau panneau

Information

(|22, (083 User - Piain Parel

Master access code

e

[] Use & digits pins

[ L Close

| [ Mool | [ P |

17 Select a user for the Default user access code. This code is used by any Kantech Operator to
arm or disarm a partition panel from the Operation screen. It provides full access to all

functions.

NOTE: This cannot be done when creating a new system. It must be saved once so the users
can be downloaded.

18 Enter the Master access code. The master code is used to upload the information from the
alarm panel into EntraPass.

19 Select Use 6 digits pins to use 6 digits pins for the Master access code.

20 Click Save.

Integrated Panel Configuration
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Integrated Component Configuration

The Integrated Component dialog can handle any type of panel components (partition, zone...etc)
under any type of panel (intrusion, temperature control,...etc).

1

Bl
1(:' m @| m M‘ ﬁ All components =

From the Devices toolbar, select the Integrated Component icon.

Component I.(Dl) User - Main Panel j

English

Il_lse:' - Main Pane!

French

IUser - Main Panel

Component bype Video wiew

[ vser =] | ]

Graphic
Details | I

j'L Close: | 3¢ cancel | 7 Help |

2

Select the Component from the drop-down list.

NOTE: You can use the dropdown list in the toolbar to sort the displayed components by type.

3 Select the Component type.

4 If the Video feature is enabled, the Video view field appears. If this is the case, select the Video
view in which you want the defined component to appear. For details on defining video views,
see "Video Views Definition" on page 163.

5 From the Graphic list, you may select the graphic to which the EntraPass applications is
assigned, if applicable. For details on defining graphics, see "Graphics Definition" on page 142.

6 Click on the Details button to display the DSC Power Series - User configuration dialog:

x|

User access code Im

x Cancel |

NOTE: The Details button is available only for a User component type.

7

8
9

136

Enter the User access code (used for user component types). This code is a PIN humber used
for arming or disarming a partition.

Click Save.

See "Manual Operations on Integrated Panels" on page 209 to complete the configuration.
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Chapter 5 ¢ Definitions

The Definition Toolbar

Under the Definition toolbar, operators will be able to define the system logical components
such as:

Deskkops ] Stakus ] Operation ] Users  Definition lGrDups ] Devices ] System ] Repart ] Options ] Backup ]

i

oar Graphic Hioliday:

Scheduls

e Schedules

* Floors
e Graphics
e Holidays
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Schedules Definition

138

A schedule indicates when the system will execute certain operations such as automatically
unlocking doors, permitting access to employees, running automatic reports, monitoring inputs,
etc. It also determines when events are to be acknowledged or when to activate relays
controlling different functions (lighting, heat, etc.). You can use the same schedule in different
menus, but it is recommended to create a different schedule for each application, because it is
much easier to modify a particular schedule without affecting other applications.

Each schedule is composed of four intervals. Each interval has a starting and ending time. Each
of these intervals can be individually selected for the seven days of the week, and for 4
holidays. EntraPass gives you the possibility of programming 99 schedules per site.

Defining a Schedule

1  From the EntraPass main window, click the Definition tab. Then click the Schedules icon from
the Definition toolbar.

2 From the Schedule drop down list, select the schedule you want to modify or click the New icon
to create a new one.

3 Assign a name (or modify an existing one) to the schedule. It is recommended to choose a
meaningful name.

4 You can click the Holiday icon in the toolbar to view the list of holiday that are defined in the
system.

NOTE: EntraPass supports four types of holidays.

5 Specify the Start time: this is the scheduled time when the interval becomes valid. It will
become invalid when the end time has been reached.
6 Specify the End time: this is the scheduled time when the interval is no longer valid.

NOTE: Start and end times are in 24-hour time format; this gives a range from 00:00 to 24:00.
For any interval, the end time must be greater than the start time.
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Check the Days of the week during which this schedule interval will be valid. To do this, click in

Check the holiday type (Hol1, Hol2, etc.) column checkbox if you have defined four holidays in

the Holiday definition menu and you want this interval to be valid during a holiday. You can also
click on the + sign to display a calendar for the next 12 months showing holidays in one of the
three colors identified in the legend.

i:2 Display holidays range

X

[ 4 February, 2010 [ March, 2010 [ april, 2010 [ May, 2010 v ]
SMTW T F 5 SMTwW TF 5 TMTW T F 5 M TW T F 5
123456 123456 123 1

75 9 10111213
{14 15 16 [ 15 19 20
21 22 23 24 25 26 27

78 9 10111213
14 15 16 17 13 19 20
21 22 23 24 25 26 27

4 56 7 & 9 10
11 12 13 14 15 16 17
13 19 20 21 22 23 24

%2 3 456 7 8
o 1011 12 13 14 15
16 17 18 19 20 21 22

25 28 29 30 31 (25 26 27 25 29 30 23 24 25 26 27 28 29
30 31
June, 2010 July, 2010 August, 2010 September, 2010
SMTWTFS SMTWTFS SMTWTFS SMTWTFS
123 45 1 2 3 #l 2 3 45867 123 4

6 F &8 9 101112
213 14 15 16 17 18 19
20 21 22 23 24 25 26
27 2829 30

‘4 5 6 7 & 3 10
=11 12 13 14 15 16 17
o|16 19 20 21 22 23 24

25 26 27 28 29 30 31

=@ 9 10 11 12 13 14
#1516 17 18 19 20 21
wE2 23 24 25 26 27 28
|29 30 31

5 6 7 &9 1011
“[12 13 14 15 16 17 18
19 20 21 22 23 24 25
©j26 27 28 20 30

October, 2010

November, 2010

December, 2010

January, 2011

SMTWTFS
i 12
34567 89
10 11 12 13 14 15 16
(17 18 19 20 21 22 23
1|24 25 26 27 26 29 30
=31

@ Giobal and Gateway | Site

SMTWTF 3
1234586

€7 & 9 10111213

14 15 16 17 13 19 20
21 22 23 24 25 26 27

%26 29 30

@ Global

SMTWTFS

123 4
S 67 8 9 1011
12 13 14 15 16 17 15

=19 20 21 22 23 24 25

26 27 28 29 30 31

o Gateway)Site

SMTWTF S

1
23 456 78
9 1011 12 13 14 15
16 17 18 19 20 21 22
2324 2526 27 28 29
30 31

NOTE: The legend is different from the one used to define holidays. See "Holiday Definition" on
page 150 for more information.

To Create a 2-day Continuous Interval

Schedules Definition

To create an interval from Monday 20:00 (8:00 PM) to Tuesday 08:00 AM, the schedule must be
divided into two intervals:
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2

First define an interval for Monday from 20:00 to 24:00;

D) System Schedule =| | |Drouble shift
Fionds Double

D Double shift El

o e s

r time Sun Tue

fﬁﬁhﬁﬁhﬁhﬁhﬁhﬁ
0 = = 1 A = = =8 [ =8 =8
5 = A = = =8 (=8 Y =
0 = = T = = N = =8 =

Define a second interval for Tuesday from 00:00 to 08:00. The system considers these two

intervals as one continuous interval.

140
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Floors Definition

The Floor dialog is used to create or edit elevator floors. Once the floors are created, they are
grouped and associated with a schedule that will define when access is permitted.
1 Inthe Definition toolbar, click the Floor icon.

BE E

€1 Floor
Ol | | = ol

English

Site I@Seculity Office - Gateway | IFIUDr 1]

Floor IO Floor #1 | | French
IElage #1

JE'L Clase | 2 Cancel | ? Help |

In the Site drop-down list, select the site for which you are defining floors. This allows you to
minimize the list of components defined in the system.

3 Select a floor or click the New icon to create a new floor group.
Assign a meaningful name to the floor, then click the Close button. The system prompts you to

save.
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Graphics Definition

A graphic corresponds to the secured area of the system where components (EntraPass
applications, controllers, inputs, relays, etc.) are located on a site. With graphics, operators can
easily view the exact location of a component installed on a site, or the status of components
and devices such as doors, contacts, motion detectors, controllers assigned to the graphic.
Operators can perform manual operations directly from the displayed component (for example,
locking/unlocking a door). Each graphic can display up to 250 components including using live
video as a background. You may also import graphics or maps from other programs in the
following formats (BMP, EMF, WMF, JPEG, GIF, PCX, PNG, TIF or PCD).

NOTE: Entrapass offers users four sample floor plans. You can customize them to suit your
system needs. The sample floor plans are located at: C:\Program Files\Kantech\Server_SE\
Generaldata\Demobmp folder.

Defining Components of a Graphic

142

1 In the Definition toolbar, click the Graphics icon.

k* Graphic [2]-[o]=]

il = e Nl = RN

English

IMaln Building Floar Plan

Graphic I@ tain Building Floar Flan j Bizreh

|Main Building Flaor Flan

[01.01.07) 01 - [ 01.01) Main Building Door
{01.01:02) 02 - { 01 01) Main Building Dioer [back) Click here ta create, edit or modify a graphic
[ 01.01] Main Building Contraller
((L.OTAJLEFT COMMAND BUTTON - I
[01.01.03] High Temperaturs Main Computer Room - /
Securty Office
SmartLink _ = I
[01.07.02) Alarm state 3 5‘ S-
G5l LK Office - =

[| [ .

- "

o
Sim -
1
i'L LCloze | x Cancel | ? Help |

2 From the Graphic drop-down list, select the graphic you want to modify, or click the New icon to
create a new one.
3 Assign a name to the graphic (or modify the existing name).

NOTE: When you select an existing graphic, or when you create a nhew one, all the components
that are assigned in your graphic are displayed in the left-hand pane. The right-hand part of
the window displays the graphic itself.
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4 From the Graphic Definition window, Click here to create, edit or modify a graphic to bring
up the Assign Components window.

NOTE: If the video feature is enabled in your system, video components are added to the
Graphics menu. These video components can be accessed from the graphic layout. The icon
can be positioned on a graphic layout and its status can be retrieved by clicking on the video
icon. In addition to standard options, the following status option will be available for the video
component: Video Server Online / Offline, Video Server Parameters (Related to a specific
vendor) and Camera status.

5 Click on the Options menu to display a pull down menu of
drawing options. A check mark appears next to an option that is
activated. Show hints provides the component's name | _ show hints _
(component's address and name) when you point your mouse % 3
cursor over that graphic.

» Draw transparently will place a transparent icon on top of

|| Assign components

50 Options Mg

a background picture for a blended effect. g
» Draw frame draws a frame around the component. Frame v Drawtransparently
color indicates the current frame color and allows you to Braw frame '
Change the color. Auko display video view
e Auto display video view lets you add a video view. Edit background picture
. . . Add live video as background
* Select Edit background picture to edit the background of Add Wb page as background

the selected graphic. From this window you can modify the
graphic's frame and background color and add annotations.
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» Select Add live video as background to have live video as background.

» Select Add Web page as background to have a Web page as background. Enter the URL
address of the site and press Enter on the keyboard, or click Test. The Login and
Password are not required unless the Web page you want to access requires it. Click Test
to see that the page is loading properly. Then, click Save.

e Select Clear background in order to clear the background picture of the graphic only
leaving the assigned components. You can use this option when you want to insert a new
graphic and leave the same components.
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Designing the Background for the Graphic Window

1  Double-click anywhere in the background of the Assign components window to bring up the
Design background picture dialog.

| Design background picture = |EI|1|
File Edit Image ‘“iew Options Help

[ =geld \ |~ | @ T

2 Use this window to import a graphic that was created with another application or create your
own background using the drawing toolbar buttons.
r_@ *To import an existing graphic, click the diskette icon, then drag and drop the diskette
T in the work area. Once you have positioned the component, and released the mouse
button, the Image properties dialog will pop up on the screen. The system displays
the Open window. Locate the graphic you want to import and click Open. The graphic will
be placed in the graphic area of the dialog.
= <To import a custom icon into the background graphic, click the Custom images
@‘ button in the toolbar. The Select an image window pops up on the screen. Select an
icon, then click OK to close the window and import the image in your design.
 To insert shapes and text in the background image, i _
select a rectangle, a circle, an ellipse, etc. in the e ‘N&”@%
toolbar, and drag and drop it in your background.

 To modify a shape you've just placed in the jpurr——— =]
burgeoned window, right-click it to open the ‘B::u:;:kgm ===== o]
Properties dialog. and make the appropriate | « usecossbacegone X cacel |
modifications (color, position, etc.). [ s | 2 ek

£ Uss image as background

e You can setup the system to display the
Properties dialog as you drop the shape into S
the design window. To do so, select the Show || = sz
properties on Drop from the Options menu. ' Vit
» To retrieve shapes that were previously saved
to a disk, select the Load annotations option in the Image menu. When you add shapes to

Celee ot |
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a graphic, you have the option of saving them as annotation on a separate file in order to
retrieve them later.

 To save annotations on a separate file from your graphic, select the Save annotations

option in the Image menu. You will be able to retrieve them for later use.

» To clear the shapes, select Clear annotation in the Image menu. If you save the graphic

with the shapes, the shape become permanent.
* Use the View menu to define how the graphic will be displayed.

NOTE: Sizing handles (square handles that are displayed along the sides of the object that

surrounds the selected object) indicate the object is selected.

Assigning System Components to Graphic Icons

1 From the Assign Components window toolbar, click and drag the selected component to the
desired position. To drag an object across a window, select the object with your mouse and
drag, while keeping the button pressed down, to the desired location in the graphic.

[
[
[
[
[
[

[01.01.01] 01 - 0
01.01.02) 02 -
01.07.103) 03 -
01.01.04) 04 -
0.071.105) 05 -
01.01.08) 06 -
m.01.07) 07 -

JIE)
01.01.09)03 -
0.0.1m0-
01.01.11)11 -
0.2 -
01.01.13)13 -
01.01.14) 14 -
01.01.18)15 -
01.01.16) 16 -

- 07 - Sec
-[011m
(oo
-[01m
(oo
-[01m
(oo
[0 m
(oo
-[01m
(oo
(011
(oo
(011
(oo
(011

- Security Office
- Security Office
- Security Office
- Security Office
- Security Office
- Security Office
- Security Office
-50-Bel

- Security Office
- Security Office
- Security Qffice
- Security Office
- Security Qffice
- Security Office
- Security Qffice

urity Office

W Ok |
x Cancel |

2 Once you have positioned the component, and released the mouse button, the Assign From

dialog will pop up on the screen.
3 Select the system component you want to assign to the icon on the screen.

4  Click OK to go back to the previous window.

NOTE: If you do not assign the icon to a component, the icon will not be saved in the graphic.
Only components that were not selected in the graphic will be available for selection.
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Printing System Components and Graphics

1 From the Definition toolbar, click on the Graphic button and select a graphic from the drop-
down list.

2 Click on the Print icon from the Graphic dialog toolbar.

»  Select the graphics to be printed using the checkboxes. You can also use the Select all or
the Clear all buttons.

» Select Print empty fields to include the titles of the fields even if they are empty.

e Select Print component references to print the component reference numbers.

e Use the Font button to display the standard Windows Font dialog and modify the font
attributes accordingly.
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»  Click on the Preview button to display a general view of the printing layout.
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3 Click on Print to send the graphic to the printer.
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Holiday Definition

1

5
6

A holiday is treated differently than other days. It is recommended to program holidays at
the beginning of the year; this helps to modify floating holidays for the current year (Easter,
Thanksgiving, etc.). A holiday may be identified by a specific type (Hol 1, 2, 3, 4). The same
day may be defined as a holiday at one site, but as a regular day in another site. From the
Definition window, select the Holiday icon. The Holiday window appears.

To create a new holiday, select the New icon.

To create a global holiday, proceed with the holiday definition. If you want to define a holiday for
a specific gateway/site, select the gateway/site from the drop-down list.

Assign a name to the holiday.

From the Date pull-down menu, select a the holiday date from the calender.

Check the Recurring option if this is the case for the holiday you are defining.

NOTE: If the holiday is not a recurring holiday, you will have to reprogram it for the following
year. You can program holidays years in advance; but it is recommended to review holidays
on a yearly basis.

7

150

In the Holiday type section, select the type of the holiday you are defining. This gives you
flexibility when defining a holiday. For example, you may decide that a given day is a holiday for
a certain group of users, but it is a regular day for another group.
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8 Click on the + Holiday list button to display a calendar for the next 12 months showing
holidays in one of the three colors identified in the legend.

A Display holidays

7 8 9 10111213
214 15 16 [ 16 19 20
21 22 23 24 25 26 27

7 8 9 10111213
14 15 16 17 18 19 20
21 2223242526 27

(4 5 6 7 8 9 10
11 12 13 14 15 16 17
13 19 20 21 22 23 24

‘ 4 February, 2010 | March, 2010 April, 2010 May, 2010 3 |
SMTWTF S SMTW TF S SMTWTF S SMTW TFS
1234568 123456 1z 3 1

“2 3 485 6 7 8
©@ 1011 12 13 14 15
16 17 18 19 20 21 22

6 7 8 3 101112
(13 14 15 16 17 18 19
20 21 22 23 24 25 26
27 28 29 30

=4 5 6 7 & 3 10
=11 12 13 14 15 16 17
o|16 19 20 21 22 23 24

25 26 27 28 29 30 31

g 9 1011 1213 14

#1516 17 18 19 20 21
=22 23 24 25 26 27 28
|29 30 31

25 28 29 30 31 |25 26 27 25 29 30 2324 2526 27 28 29
30 51
June, 2010 July, 2010 August, 2010 September, 2010
SMTWTF S SMTW TF S SMTWTEF S SMTW TF S
123 45 1 2 3 1 2345467 1z 3 4

S 6 7 & 9 1011
12 13 14 15 16 17 13
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26 27 28 29 30

October, 2010

November, 2010

December, 2010

January, 2011

SMTWTFS
i 1z
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10 11 12 13 14 15 16
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1|24 25 26 27 28 29 30
31

@ Global and Gateway | Site

SMTWTF 3
12345686
78 9 10111213
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SMTWTFS
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©5 6 7 8 9 1011
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23 456 78

9 1011 12 13 14 15

16 17 18 19 20 21 22

2324252627268 29
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O Gateway|Site

NOTE: The legend is different from the one used
Definition" on page 138 for more information.

to define schedules. See "Schedules

151



SPECIAL EDITION
ENTRAPASS: Reference Manual

152 5 « Definitions



SPECIAL EDITION
Reference Manual ENTRAPASS-

Chapter 6 * Video Integration

The Video Toolbar

EntraPass offers real-time monitoring capability as a response to the growing importance of video in
access control systems. The Video feature allows operators to define Video parameters and use
video features from EntraPass user interfaces. EntraPass Administrators have to define video
configuration and viewing parameters including:

Deskbops " Stakus " Operation " Users " Definition " Groups " Devices | ¥ideo | Syskem " Repork " Cpkions " Backup

= ----- E

% e @

Video server  Camera Video view  Yideo trlgger Recording Vldeo event Vldeo Current Exported
parameters lisk playback  recording video

* Video servers for use in EntraPass (identifying the video source and specifying cameras
connected to it)

»  Video views for Video monitoring using EntraPass desktops

» Video recording triggers

* Recording parameters

* Video event list

e Playback

e Current recording

e Exported video

NOTE: Installing and using the video feature may take a great amount of your company network
bandwidth (LAN or WAN). The network administrator may control the use of the network
bandwidth for video data transfer.

The following diagram shows how the video feature is integrated in EntraPass.

fﬁ Intellex Server

£ —
U link:

o By

Intellex Server

DLL for all video
displays

EntraPass Workstation. Provides
functionalities to view live and recorded
video
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Video Server Configuration

A video server is connected to EntraPass through a specific IP address. The video server captures,
stores and distributes video data to the EntraPass desktops for monitoring and surveillance
purposes. Video data can then be accessed by any EntraPass workstation (with appropriate
permission) through the network. In order to use the video feature in EntraPass, the video server
must be identified to EntraPass. To do this, you have to:

» Define the video server communication settings

»  Specify video parameters including the number of cameras connected to the server

e Set communication delays

Defining the Video Server Communication Settings

1 From the EntraPass main window, click the Video tab, then click the Video server icon in the
Video window toolbar. The Video server window appears with the General tab enabled.

T o sner ==
=
B @ | | =
English
Main video server
Video server French
Main video server
General
Video server type Intellex LT-16 - Video server parameters
] Crine Mumber of cameras o |2
1P add
address Poliing frequency (m:ss) 2:00
video 5001 -
Polls before communication failure 2 =
Communication 5000 =
Time zone adjustment 00 |3
Event 5003
E i : 1 00:02
] Bypass Ping for identification V] Time for dock synchronization (nh:mm);
Specify Video server login Bypass DVR messages
‘ i’L Close | ‘ X cancel | | 7 Help |

2 From the Video server drop-down list, select the Video server you want to configure (or click
the New icon to create a new one), then assign it a descriptive name in the language section. It
is recommended to supply a name in the two languages if you are running the application in two
languages.
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3 From the Video Server type drop-down list, select the DVR type for the Video server you are
configuring.

Intellex DYMS3000
Intellex DYMS 16000
Intellex LT-4
Intellex LT-8
Intellex LT-16
Intellex IP

Intellex Ulira
HOVR-2U

HOVR-4U

NOTE: The current version of the software integrates with American Dynamics Intellex and
HDVR. EntraPass supports HDVR-2U , HDVR-4U and all versions of Intellex: DVMS8000 (Up
to 8 cameras) and DVMS16000 (Up to 16 cameras), Intellex IP (up to 16 network video
streams), Intellex Ultra (16 channels) and Intellex LT. This later version limits the number of
cameras to 4, 8 or 16 depending on the selected Intellex LT (LT-4, LT-8 or LT-16).

4 Check the On-line option to tell EntraPass that the video server is on-line.

NOTE: The On-line option must be unchecked when the server is off-line for long periods such
as maintenance reasons, for example. Otherwise, EntraPass will continue polling the video
server; this may cause the system to hang.

5 In the IP address field, specify the static IP address of the Video server. Make sure that the
Video server is set to a static IP address. For specific information about the video server IP
address, contact your network administrator.

6  Specify the port information for Video (Intellex only), Communication (Intellex and HDVR) and
Event (Intellex only). Make sure that these are the same used by the DVR (Digital Video
Recorder).

NOTE: The TCP port (Transmission Control Protocol) is used by the Video application to
communicate with EntraPass. Options displayed in the TCP port section depend on the device
you are configuring. For details about ports and their settings, contact your network
administrator or the documentation provided with the Digital Video Recorder (DVR) vendor.

7  Check the Bypass Ping for identification (Intellex only) option if you want to save on
bandwidth utilization. In fact if this option is not checked, the workstation will continually poll for
server identification.

8 Check the Specify video server login (Intellex only) option if you want users to enter their
credentials before accessing the Video server. If this option is checked the Login tab appears
in the Video Server window.

9 Check the Bypass DVR Messages option if you want to cancel all the messages coming from
Intellex.

10 Inthe Video server parameters section:

e Enter the Number of cameras. The number of cameras connected to the video server (or
use the up/down arrows) or click the Import camera details button to get this information
from the video server. Using the Import camera details button offers a fast way to define
cameras connected to the video server. In fact, when you click this button, EntraPass will
connect to the Video server and get the number and default names for cameras connected
to the DVR.
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»  Specify the Polling frequency (mm:ss). The polling frequency refers to the delay between
two polls from the Kantech Server to the Video Server. This operation is processed by the
Kantech Video Server Interface.

e Specify Polls before Communication failure. This refers to the number of unsuccessful
polls before the EntraPass Server declares the video server offline. For example, if you
enter 4 in this field, EntraPass will attempt to connect four times to the video server before
it declares that the server is down.

* Indicate the Time zone adjustment. Using the up/down arrows, specify the Time zone
adjustment if the EntraPass server and the DVR server are not in the same time zone. The
time zone adjustment refers to the time zone difference between the DVR server and the
EntraPass server. Adjusting the time zone enables workstations to retrieve events
generated by the DVR server at the EntraPass Server’s time.

* Check the Time for clock synchronization (Intellex only) box. The Time synchronization
refers to the time of the day when the video server will synchronize with the Kantech server
for date and time. This operation is processed by the Kantech Video Server Interface.

NOTE: The EntraPass server serves as the reference time source. The video server will
process the time according to the EntraPass Server’'s time. For example, if the EntraPass
Server’s time is 3:00 and that of the video server is 2:00, the Timezone adjustment data will
be -1 so that the video server can display the correct information about an event that occurred
at a specific time.

Enhancing the Security of Video Servers

1 If your Intellex video server is secured by Policy Manager, EntraPass operators must use a
domain name, a specific login and password to access the video server. In that case, you will
check the Specify Video server login box in the General tab.

NOTE: Login name and password are mandatory if a HDVR video server type is used

NOTE: For details about the video server security parameters, contact the network
administrator.
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2 If the Specify video server login option is checked, the Login tab is displayed.
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3 Enter the login data in the displayed fields:

Video Server Configuration

Domain name: enter the domain name used by the Intellex Video server (not used for
HDVR).

Login name: enter the login name used for accessing the video server.

Password: enter the password specific to the domain controller.

Password confirmation: the password for confirmation must be identical to the password
entered in the previous field. If you get an error message, make sure that the Caps Lock
key is not activated. For a HDVR, it corresponds to the DVR server password.
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Camera Definition

EntraPass offers you the ability to assign names to cameras, presets, and patterns for easy
identification in the Video desktop and in all system video events.

The definition of a camera includes identifying its:

e Types (fixed or dome)

*  Presets (for dome cameras)

» Patterns (for dome cameras)

The camera name is displayed when viewing live or recorded video events (Intellex only). The
default names are Cameral through Camera n (where n is the last camera number).

Defining a Camera

1 From the Video window toolbar, click the Camera button. The Camera window appears.
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2  Select the camera you want to define, then assign it a descriptive name in the enabled
language fields. It is recommended to assign a name both in the primary and secondary
languages if the system is running in two languages.

3 Select the Camera type from the drop-down list.

e Fixed camera: no preset/pattern; operators cannot control a fixed camera.

« Dome: preset and pattern (Intellex only) available; selecting this option allows operators to
control the camera. If you select this option, assign descriptive names to the camera
presets.

4  Check the Show camera option for the camera to be accessible for selection and display in the
Video view desktop. It is important to check this option if you want the camera to be enabled in
EntraPass. Only operators with appropriate permission will be able to view a camera with the
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Show camera option not checked (Hidden/covert cameras). To assign permission to an
operator: System > Operator definition > Privileges.

NOTE: If you leave the Show camera box unchecked, the camera will not appear in the Video
view component window (Video view > Modify video view components) and will not therefore
be assigned in the Video desktop for view. This feature allows to hide a camera from all view.
Operators who do not have appropriate permission will not be able to view, search, export or
carry any other operation on a camera for which they do not have access permission.
However, all links and references to this camera will be kept. This feature is different from
deleting a camera since links to a deleted camera are deleted as well.

5 Check the Select specific events option if you want this camera to record specific events. By
default all camera events are displayed in the Video Events List. However, you can decide
which events will be recorded by a specific camera by checking this option. When you do this,
the Event tab appears. You can then select it and specific events will be recorded by the
camera being defined. If this option is checked, you have to select events that will be recorded
by this camera.

6 Using the Up/down controls, adjust the number of presets and patterns for the selected camera
if the selected camera is a dome. When you do this, the Preset or Pattern tabs appear in the
Camera window.

7 Select the view type you want to display when an alarm occurs.

* Video View: The video view selected will be displayed when an alarm occurs on this
camera.

e Graphic View: The graphic view selected will be displayed when an alarm occurs on this
camera.

Associating a Camera with an Icon

Camera Definition

EntraPass offers you the ability to associate a specific icon with a camera for easy identification in
the Video desktop and system Graphic.
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1 From the Camera window, select the camera you want to associate with an icon, then click or
double-click the button next to the camera type drop-down list. The Select an icon window

opens.
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2 Choose an appropriate icon to associate with the selected camera, then double-click it to close
the window. When you do this, a camera is associated with an icon using the icon index.

e The Camera icon in the Camera window toolbar allows you to add custom icons to the list
of available icons. The list of icons is displayed when you click the Camera icon in the

toolbar.
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Defining Presets and Patterns

1 From the Video server window select the Preset (or Pattern) tab to assign custom names to
your presets.

= Camera == =3 N |
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2 Select a table cell, then overwrite the default name. If you are running the system in two
languages, enter the name in both the primary and secondary language, then click Close to
close the Preset (or Pattern) window.

NOTE: If you select a preset or pattern and click the Default button, the assigned name is
replaced by the default name.

Defining Events Recorded by a Camera

If the Select specific events option is checked in the General tab, you have to:

» Select events that will be recorded by the camera being defined and that will be sent to the
EntraPass Server. This option is disabled when a camera is connected to an Intellex LT DVR.

e Select or define a schedule that will be used by the video server to report selected events to the
EntraPass Server. This schedule can be used as a filter to limit the message flow from the
Video Server to the Entrapass Server. For instance, choosing an Always valid schedule will
send all the selected events to the EntraPass server. Specifying a limited period of time will
allow to send events that occurred during a targeted period of time.
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To Select Camera Events and Schedules

1 From the Camera window, select the Event tab. Typical camera events are displayed in the
window. These are specific to the selected DVR.
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Select a schedule for camera event reporting. Only events that will be recorded during the
specified period of time will be sent to the EntraPass server. Right clicking the Event report
schedule field enables operators to create a new schedule or to select an existing one. To
define a schedule, make sure that you are selecting the proper category for this schedule. For
example, if you are assigning or defining a system schedule (for workstation, operators, event
parameters, video triggers) this schedule will be available for selecting components of this
category. If you are selecting a schedule for physical components such as controllers, doors,
inputs, their schedules will be grouped by site. If you have defined two sites in your system,
there will be two separate groups of schedules for each site. You can define up to 99 schedules
for each site.
Select camera events that you want to send to the EntraPass server. Specifying events to be
sent to the video server is a way of saving on controlling the flow of the video data, and hence
of decreasing bandwidth usage. The list of events is specific to the video server:
e Camera advanced motion alarm (Intellex only): the camera will send any event related
to a motion alarm.
» Camera alarm (Intellex only): the camera will send any event related to a change that
occurred in the target area.
e Camera light alarm (Intellex only):
» Camera motion alarm: the camera will send to the EntraPass server all video segment
events related to any movement that occurred in the target area.
e Camera override (Intellex only):
» Cameraperimeter (Intellex only): the camera will send all video segment events related
to an object, that has crossed into or out of the target area, to the EntraPass server.
» Camera text alarm (Intellex only):
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Video Views Definition

Once the video server is defined and its cameras identified, operators can define video views that
will be displayed in the Video desktop for viewing and monitoring purposes. EntraPass operators

will then call previously configured presets and patterns.

EntraPass Devices (workstations, gateways, sites, controllers, etc.) can be associated with video
views. Later, the video view can be selected in the components definition in order to display the

component in the video view.

Defining General Parameters for a Video View

Video Views Definition

Select the Video view button from the Video toolbar. The Video View window appears with the
General tab enabled.
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1 From the Video view drop-down list, select a video view (or click the New icon to create one),
then assign it a name in the language section. If the system is running in two languages, you

have to give a name in each language.
2 From the Video server drop-down list, select a video server type (Intellex or HDVR).

3 From the Default size on video drop-down list, select an appropriate size for the image that
will be displayed: you may choose to select a smaller size if you have to display the Video

window with another window.

e Large: 1024x768

*  Medium: 800x600

*  Small: 640x480

e Tiny: 400x300

e Last used: displays the size that was previously displayed in the Video desktop.

displayed on the system graphics (Large, Medium, Small, Tiny, Last used).

From the Default size on graphic drop-down list, select a size for the image that will be
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5 Specify the Refresh rate percentage using the Up/down arrows.

NOTE: The Refresh Rate Percentage is related to the image compression/quality. The image
guality impacts the system performance: the higher the quality, the lower the compression and
the lower the system performance will be. If you set the Refresh Rate to high (> 80), the
compression will be low. As result, the application will use a larger network bandwidth. This
may result in a slower process. The following table shows the recommended options:

Quality Description Result

80 and Over Super quality Images are recorded at the highest image quality, using

the lowest level of compression. This setting requires the
highest amount of storage space and network bandwidth.

50 Normal, Images are recorded at normal image quality. This setting
Default provides a balance between compression and storage
space requirements. The smaller, more subtle changes
between images are ignored.

40 Low quality Images are recorded at low image quality, using the
highest level of compression. This setting requires the
lowest amount of storage space and network bandwidth.

6 Check the Re-initialize video view delay (mm:ss) option if you want the system to refresh the
displayed image. If you check this box, the displayed image will be automatically updated when
the specified delay is elapsed. This feature is very useful if the defined camera view includes
patterns or presets.

7 From the Video control section, make the appropriate choices:

Show overlay: check this option if you want the camera identification (camera name and
server) to appear in the Video desktop.

Show camera control: check this option for use with dome cameras. Selecting this option
allows operators to control a dome camera. It is not available with fixed cameras.

Show metrics (Intellex only): this option enables the system to display the number of
frames per second (Fps) and the number of bits per seconds (Bps) for the selected camera.
The information appears in the upper section of the Video window (and in the Video
desktop).

Auto-hide text (Intellex only): if this option is checked, the system will not display the
information related to a camera.

Enable image zoom (Intellex only): check this option if you want to display the zoom value
for the selected camera.

8 Check the Enable video pattern box to alternate video images in the Video window. If you
have defined a 2X2 view, then the video pattern will be composed of four images alternating in
the video display according to the delay specified in the Camera display delay field. If you do
not check this option, the video view will display all the cameras simultaneously.

NOTE: The Enable video pattern section is enabled once components have been assigned to
the video view.
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9 Check Delay before launching sequence (m:ss) box to specify the transition delay before the
images start alternating in the Video window.

10 Specify the display delays for Cameras, Presets, Patterns and Graphics.

NOTE: These delays indicate the time interval during which a video or graphic appears in the
Video display before it is replaced by another. Refer to the following table for the minimum/
default delays. The maximum delay is 9:59 seconds.

Delay Minimum (sec.)
Delay before launching sequence 2 seconds
Camera display delay 3 seconds
Preset display delay 5 seconds
Pattern display delay 10 seconds
Graphic display delay 5 seconds

11 Select the Details tab to view data about the selected view: video servers, cameras, and when
applicable, camera presets and patterns.
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Video Views Creation and Modification

Video presets and patterns enable users to perform automatic actions on domes. They are
configured for view in the desktop dedicated to Video viewing. They enable to optimize the time
dedicated to video viewing when displaying videos using pre-programmed views.
EntraPass enables users to define a wide variety of views, depending on their needs:

e Single camera

e Multiple cameras

e Multiple graphics and cameras

*  Server-specific view: these are created by dragging a server into the display

*  Multiple video servers: depending on their needs, EntraPass users can create views from

multiple video servers.

Modifying a Video View

1 From the Video view window, click the Modify Video view components button to edit or create
content for the Video view desktop.
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2 From the left-hand panes, select a camera, a camera preset, or a camera pattern, then drag it
into a right-hand pane cell. A camera is identified by its name and corresponding icon. A preset
is identified by the camera name and the preset name.

NOTE: A specific camera can appear in more than one cell; in this case, the Enable video
sequence option must be enabled. A graphic can appear only in one cell.

NOTE: A Video view may only includes cameras of the same DVR type (HDVR, Intellex).

3 Select the camera layout you want by clicking on the corresponding button in the upper part of
the right pane to specify the number of images you want to display:
 Click 1 X 1 to display 1 image
* Click 2 X 2 to display 4 images
e Click 3 X 3 to display 9 images
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* Click 4 X 4 to display 16 images.

NOTE: You can create a view by dragging a video server into the display. This view will contain
all cameras from this specific server.

NOTE: The number of images displayed influence the speed of the network bandwidth. For
example, if you are displaying 4X4 images, the network bandwidth will be slower than when
you are displaying a 1X1 image.

4 Click the Test button to view the result of the selection. The displayed Video view appears in
the Video desktop for video monitoring and surveillance (Desktops > Desktop dedicated to
video monitoring).

NOTE: To delete a camera from a cell, right-click it, then select Delete from the shortcut menu.

5 Click the Close button (bottom left or the “X” top right) to close the Video test window.
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Video triggers are system events that start or stop recording. Any event related to the selected
component type can trigger recording including exception events originating from a video server. A
source component must be specified for each type of triggering event. For example, the “door”
component must be specified for the “Door forced” event message. There is no limit to the number
of definable video triggers.

Defining Video Triggers

The following information can be defined:

A name in two languages

e The component type: type of component to be programmed for the trigger. Events are related to
system components: gateway, site, controller, etc.

Based on an event that occurred on the selected system component, the trigger will start or stop

recording.

1 The list of parameters depends on the video server type connected to EntraPass. It can
vary depending on server feature availability and decisions on subsequent
implementation. All EntraPass events can be associated with the video trigger
function.From the Video toolbar, select the Video trigger button. The Video trigger window
appears.

2  Click the new icon (or select an existing trigger if you want to modify one). Assign a descriptive

name to the trigger.

3 An alert message appears when you attempt to save before selecting the component type

as well as the component for the trigger being defined.From the Component type drop-
down list, select the component that will trigger the recording event. It may be a door controller,
for example.

4 As atrigger source you can select Single, group or All components from the component radio

buttons.

5 Use the three-dots button to select a component.
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6 From the Trigger schedule select a schedule for the trigger to be valid. If necessary, you can
define a specific schedule for this trigger (Definition > Schedule). If there is no schedule
selected for a trigger, the trigger will be disabled.

7 From the Event category selection, choose between the Entrapass or Intrusion groups of
events from the dropdown list.

NOTE: This field is available only when an intrusion panel has been configured in the system.
8 Click on the Events tab and select events from the list.
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Recording Parameters

The Recording Parameters menu enables users to define parameters that control video recording
and to associate recording parameters (such as video source, cameras, etc.) with a video trigger.
For each recording event, you must specify parameters such as the video server source, the
camera, etc.

A recording can be stopped by a timer (maximum recording time) or by a trigger when a stop
recording trigger is used.

A source component must be specified for each type of triggering event. For example, the “door”
component must be specified for the “Door forced” event message. The resulting action (whether to
start or stop recording) must also be specified.

EntraPass offers you the ability to associate multiple recording parameters with one trigger. In this

case, all recordings will be associated with the single event and it will be possible to save all record
segments as a single event recording.

Setting Up Recording Parameters

The Video record window lets you configure how EntraPass Video records videos. You must
possess the appropriate privileges to set up this feature.

There is no limit to the number of definable recording parameters. The following information can be
defined:

 Name in two languages (for systems in two languages)
» Video source (server and camera)

e Preset and patterns

e Start recording trigger

e Pre-alarm time

e Maximum total recording time, etc.

1  From the Video toolbar, click the Recording parameters icon. The Recording parameters

window appears, the General tab enabled.
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2 Click the New icon to create new Recording parameters (or select one from the Recording
parameters drop-down list) and assign a descriptive name to the Recording parameters.

3 From the Video server pop-up window, select the video server that will be used for the
Recording parameters.

4 From the Camera drop-down list, select the camera for this Recording parameters.

NOTE: If the selected camera is a dome, you can specify the Preset or Pattern name and
number. Defining these options allows you to direct the camera to a specific position for
recording. However, the pre-alarm time feature may not work well with the preset/pattern
option. In fact, the pre-alarm may be triggered when the camera is directed to a location
different from the one where the video recording event occurred.

5 From the Start recording trigger pop-up window, select the Video trigger you want to
associate with the Recording parameters being defined. The Video trigger pop-up window
displays all video triggers defined in the system.

6 Inthe Timings section, specify:

e Pre-alarm time (m:ss): This option enables users to retrieve from the video server,
segment that was recorded before recording was triggered. For example, if a recording was
triggered at 2:00 PM and if the Pre-alarm time is 1min. O seconds, the record segment will
start at 1h 59.

 Maximum total recording time (m:ss): This options allows you to specify a maximum
length for the recording. This includes the pre-alarm time but not the post-alarm recording
delay. The maximum allowed is 5 minutes.

Setting Up Stop Recording Trigger Parameters

Recording Parameters

If you want to associate the defined recording parameters with a trigger for stopping recording,
check the Stop recording trigger option. If you do this, the Stop recording trigger tab appears in
the Recording parameters window.

1 From the Recording parameters window, select the Stop recording trigger tab.
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* Post-alarm recording delay (m:ss): this delay enables the system to end recording when
an “end recording delay” condition has been used. Moving the mouse pointer over the field
shows the value range allowed in the field.

e Trigger: select one (or more) trigger(s) that will stop recording.

NOTE: You can create new stop recording triggers by right-clicking the triggers display area.
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Video Event List

The Video Event List window displays all video segments recorded in the system and stored in the
Video server database. These video segments can originate from three sources:

*  Video triggers

e Manual requests from operators

» Automatic recordings from video servers

NOTE: Operators must have access rights to the video server in order to perform operations on
events displayed in the Video Event list. For example, if an operator has not been assigned
permission to use a specific video server, he/she will not view events originating from this
server. User permission are assigned while defining the security level: System > Security
level.

Using the Video Event List

The Video event list window displays all video events as well as their description. EntraPass

operators can:

e Search for a specific event associated with a video segment based on the date and time when
the video was recorded

* Play a video segment

»  Export the video segment for future consultation

Finding Video Events

Video Event List

Under Video > Video event list, use the Search button to locate and view video segments. If the

Search button is not displayed on screen, click the Menu button to make it appear.

 The Video server tab allows you to search for a video segment on a specific video server.

e The Events tab allows you to filter events.

 The Options tab allows you to determine the size of the video you are looking for. Appropriate
user access rights are necessary for performing this task.
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1 From the Video Events List, click the Search button. The Find video event window appears.

ﬁ_'. ¥ideo event list
T e T : 4% Find video events

=)
I g menu

Start date and time:

x|

End date and time Jeoi0-08-25

Yideo server Events " Options ]

[ A&l video servers

Main viden server

X cancel |

? Help |

=101 ]

NOTE: If the Menu button is not activated, the window will not show the button in the lower part.

2  From the Find video events window, select the Start date and time and the End date and

time for the video segments you are looking for.

3 Select the video server that you want to include in the search. You can select All video servers

if you want to search through all video servers defined in the system.

@ Find video events
IDD :00:00

Start date and kime:

End date and time

joio0szs | [1roi0

Yideo server Events " Cptions ]

_Xo |
_ 2w |

v all video servers

Main video server

NOTE: If an event was registered by more than one video server, at least one of the servers
must be selected for the event to be included in the list.
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4  Select the Events tab to filter events to be included in the report. If you select All events, all the
specific events will be checked.

x

End date and time joio0szs | [1roi0 X cancel |
P Hel
Video server Events | Options ] ‘49p|

v &l events

Start date and kime:

Access - door opened i’
Access - door unlocked

Access denied

Access denied - Bad access level

Access denied - Bad card status

Access denied - Card expired

Access denied - Card lost or stalen

Access denied - Card not loaded in controller
Access denied - Card pending

Access denied - Card unknown

Access denied - Disable tenant

Access denied - Door armed - Alarm interface
Access denied - Door manually disabled
Access denied - Interlock active

Access denied - Invalid access schedule
Access denied - Keypad disabled

Access denied - Keypad locked

5 Select the Options tab to filter video segments according to their duration.

ind video events =
Start date and time joi0-0825 | [ooionioo
End date and time joio0szs | [1roi0 X Cancel

it

[ ‘ideo server " Events | DOptions ? Help

v Video seament: duration limit

Greater than {mm:ss) IDI 00
Smaller than {mm:ss) IDZ:DD

6 Check the Video segment duration limit option, then enter the duration in the Greater than
(mm:ss) and Smaller than (mm:ss) fields. The value entered is in minutes and seconds. This
feature allows you to target video segments meeting specific duration criteria.

7  Click OK to go back to the Video event list window.
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8 Do one of the following using the buttons described bellow:

Button Use description
4 search Use this Search button to search for events associated with a video segment. For
details, see "Finding Video Events" on page 173.
B> Play | Use the Play button to view a video event. When you click this button, the Video

desktop displays the video event. If only one camera was used, which is most often
the case, the system displays the duration of the video event. If the video event was
recorded by more than one camera on a single server, the video server will use the
most optimal display layout. If the video event was registered by more than one
server, it is possible to select a specific video server. For example, 2x2 for a maxi-
mum of 4 camera, 3x3 for a maximum of 9 camera and 4x4 for a maximum of 16
cameras. For events with various length, events will be played based on the longer
event. Note that this feature shows limitations when used in systems not configured
for continuous recording as it will not display cameras involved outside the selected
time frame.

£ Rty aborted The Retry aborted button enables operators to trigger any archiving process that
was suspended.

2, Heru | 2 Legond | Use the Menu button to display the buttons in the lower part of the window and the
Legend button to display a legend about the status of the displayed video recording

events.

G Export The KVI (Kantech Video Intellex), KVA (Kantech Video AVI), IMG, AVI and PS for-
mats are available for your Export needs. These formats allow users to store all the
data relative to a video event such as the event icon or key frame, description, etc.

= | The Save button is enabled when an operator enters data in the Comment field. It
enables operators to save comments associated with a video event.

X Cancel | The Cancel button is enabled when the Comment field is modified. It enables oper-
ators to discard the comment and to go back to the previous value.

Playing Video Segments

The Video Event List window is divided in two panes: the left-hand pane displays all video events

that were retrieved according to the search criteria. The lower pane of the window displays the

legend explaining the status of each event. It also contains buttons that enable operators to perform

operations on video recordings. The right-hand pane contains three tabs:

e The Details tab displays the text description of the video event such as the video server that
recorded the event, the operator who was logged on, etc.

* The Cameras tab shows cameras that are associated with a selected event.
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e The Image tab contains the key frame for the video sequence. The key frame serves as
preview of the video sequence. It is from this pane that you can associate a video key frame
and link it to the video segment.

NOTE: Video recordings can be streamed from the left-hand pane (Play button) or from the
Camera tab. You can also view camera recordings from the Message desktop. To do so, you
have to select a video recording event (identified by a camera icon in the Message desktop),
right-click it and select Video recording > Play from the shortcut menu.

1 From the Video event list, select an event, then click the Play button. The video clip appears in
the Video Playback window.

R
Date and Time IEventdescription ;I Details Cameras " Image ]

2010-08-24 19:4...  Camera motion alarm activated

2010-05-24 19:4,..  Camera motion alarm activated (CaTEE
2010-08-24 19:4.,.,  Camera motion alarm activated IPR—TECHSUP
2010-05-24 20:0..,  Camera motion alarm activated Yideo server
2010-08-24 20:0.,.  Camera motion alarm activated IMain video server

2010-08-24 20:0.,,  Camera motion alarm activated
2010-08-24 20:0.,,  Camera motion alarm activated I
2010-08-24 20:0.,,  Camera motion alarm activated
2010-08-24 21:3...  Camera motion alarm activated

2010-08-24 22:2,,,  Camera motion alarm activated I
2010-08-24 22:2,,,  Camera motion alarm activated Comment
2010-08-24 22:2,,,  Camera motion alarm activated
2010-08-24 22:3.,,  Camera motion alarm activated
2010-08-24 22:3.,,  Camera motion alarm activated
2010-08-24 22:3.,,  Camera motion alarm activated
2010-08-24 22:4,,,  Camera motion alarm activated
2010-08-24 22:4,,,  Camera motion alarm activated
2010-08-24 22:4,,,  Camera motion alarm activated
2010-05-24 22

Camera motion alarm ackivated

i Search | @ Export | i | 2@ Eancel |

‘ I Q] Menu i'L Close | ? Help |
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2 You may select the Cameras tab to view information about the camera that captured the
selected event.

45 Yideo event list

Dake and Time

2010-08-20 11:2...
2010-08-20 11:2...
2010-08-20 11:2...
2010-08-20 11:2...
2010-08-20 11:2...
2010-08-20 11:2...
2010-08-20 11:3...
2010-08-20 11:3...
2010-08-20 11:3...
2010-08-20 11:3...

Event description

Camera motion alarm ackivated
Camera motion alarm ackivated
Camera motion alarm ackivated
Camera motion alarm ackivated
Camera motion alarm ackivated

Camera motion alarm ackivated
Camera motion alarm ackivated
Camera motion alarm ackivated

Camera motion alarm ackivated

Details Cameras

Irnage

=101

Video server

Camera

PR_TECHSLIP

2010-08-20 11:3,.,  Camera motion alarm activated Sttt e e IZDID_DS_ZD Il Li24:38
2010-08-20 11:3,,,  Camera motion alarm activated End date and time IZDID'DS'ZD I1 112451
2010-08-20 11:3...  Camera motion alarm activated Recording time {mm:ss) IW
2010-08-20 11:4.,,,  Camera motion alarm activated
2010-08-20 11:4.,,,  Camera motion alarm activated
2010-08-20 11:4.,,,  Camera motion alarm activated I
2010-08-20 11:4.,,,  Camera motion alarm activated
2010-08-20 11:4.,,,  Camera motion alarm activated I
2010-08-20 11:4 Camera motion alarm ackivated LI
D Play | @ FE— | D Flay @ Export |
‘ I Q] Menu i'L Close | ? Help |

Start/End dates and times when the recording event occurred.

Recording time (mm:ss): duration of the video segment. This duration is specified when
defining recording parameters (Video menu > Recording parameters).

Video trigger, if any: the video trigger is defined in the Video trigger menu and then
selected in the Recording parameters definition.

NOTE: The status indicator next to the video server name indicates the current connection
status of the server.

3  You can:

Linking Video Clips with Key Frames

Click the Play button to view this video segment of the selected camera for the duration of
the recording. The video appears also in the Video desktop (Desktop menu)

Click the Export button to export it for future use. For details, see "Exporting Video Files"
on page 179.

EntraPass users have the ability to save a still image that best represents a video sequence linking
this image to the whole video recording. This may be useful for example if one event was registered
by more than one camera and you want to associate the recording with a more explicit image.
Viewing the video event will enable users to identify the best image for this video event, to snap it,
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paste it and save it as the best sequence for the video clip. It is also possible to retrieve a previously
saved image and to link it to a video segment, or to paste a previously snapped image.

1  From the Video event list, select an event, then click the Image tab (right pane).

45 Yideo event list

Dake and Time

i Search

2010-08-20 11:2...
2010-08-20 11:2...
2010-08-20 11:2...
2010-08-20 11:2...
2010-08-20 11:2...
2010-08-20 11:2...
2010-08-20 11:3...
2010-08-20 11:3...
2010-08-20 11:3...
2010-08-20 11:3...
2010-08-20 11:3...
2010-08-20 11:3...
2010-08-20 11:3...
2010-08-20 11:4...
2010-08-20 11:4...
2010-08-20 11:4...
2010-08-20 11:4...
2010-08-20 11:4...
2010-08-20 11:4...

Event description

Camera motion alarm ed
Camera motion alarm ackivated
Camera motion alarm ackivated
Camera motion alarm ackivated
Camera motion alarm ackivated
Camera motion alarm ackivated
Camera motion alarm ackivated
Camera motion alarm ackivated
Camera motion alarm ackivated
Camera motion alarm ackivated
Camera motion alarm ackivated
Camera motion alarm ackivated
Camera motion alarm ackivated
Camera motion alarm ackivated
Camera motion alarm ackivated
Camera motion alarm ackivated
Camera motion alarm ackivated
Camera motion alarm ackivated
Camera motion alarm ackivated
Camera motion alarm ackivated

[P' Flay |

@ Expork |

|

o [ Details ] Cameras Image

=101

Key frame

Faste image | ¥ Clear |

T

j'L Close | ? Help |

2 From the image window, you can:

 Import image: click the Import button to retrieve a previously saved or exported image
from a file.

» Paste image: click this button to paste a previously snapped image. The Paste image
button is enabled only when you have snapped (copied) an image while viewing it. You can

first play a video clip, snap it and then paste it.

* Clear: click the clear button to delete the displayed image from view.

Exporting Video Files

EntraPass exports video segments in four formats: KVI and KVA.

*  KVI (Kantech Video Intellex format). Video data are stored in Intellex format (.img). A simple
double-click allows you to view the file using VideoPlayerintellex.exe.

e KVA (Kantech Video AVI format). Video data are stored in AVI format (.avi). A double click

Video Event List

opens the video file using VideoPlayerWindow.exe.
e AVI format
* IMG format
* PS format

EntraPass users have two options when exporting videos:
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*  From the Video event list (without previewing the video)
*  From the video playback window: in this case, the video is previewed before it is exported.

1 From the video event list, select the video event you want to export.

2 Click the Export button. The Enter a video filename window opens.

3 Enter a file name in the File name field. By default, the file is assigned the Kantech KVI
format.The file will be saved among EntraPass program files:\Kantech\Server SE\Video. Later
you can call this file simply by double-clicking it.

NOTE: Video files can be viewed in the Exported video window (Video tab > Exported video).
The video file is displayed with its name, date and time. Key frames (if any) associated with a
video clip can also be previewed in this window.

4  Click Save to close the Enter filename window. When you do this, the Description and
password window appeatr.

Protecting a Video with a Password

You can protect exported videos using a password. Users must enter this password to view
exported videos.

NOTE: The password protection is applicable to KVI and KVA video formats only.
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1  Select the video you want to export, then click the Export button.

2 Enter a description for the video segment, in the Enter Video filename window, then click Save.
The Description and password window appears.

; Description and password

- Ok
Description IFront wigw \‘/—I

? Help |

v Use password

Pazsword I *******

Canfirn pazsword I xxxxxx |

3 Check the Use password box if you want to add more security to this video segment. Users will
have to enter this password in order to view the saved video segment.

4 Enter a password and confirm the password in the displayed field.

5 Click OK to close the Description and password window. Click OK to close the system message
confirming the export.
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Video Playback

The Video Playback feature offers the ability to view recorded video of up to 16 cameras
simultaneously. To do so, you have to specify the period of time for the playback. A maximum of one
hour is allowed:

e Select cameras in the left-hand pane

e Drag and drop them into the View playback area.

Viewing a Video Playback

1 From the Video playback window, specify the Start date and time and End date and time for
the video you want to view. The maximum allowed is 1 hour. Therefore you may stream video
events that occurred on the same date and for a maximum of one hour.

=10l x|

Start date and time Jornzizoos g 121524 OIS T O 0 DRT2/07 A

End date and time IU?.-"'I 2/2004 E |13:19:24 “ E
- S — -
-

" Yideo playback

(-l Kantech Trairing
B- & RED Video Server

Diome REDH T )
Dorme REDH2 x> - W

Floar 2 |
b ain Entry
Parking 1
Parking 2
Parking 3
Parking 4 Vi [E
Stark ain Entry .
12:30:35.05 e
P |lﬁW| W | B E
E{é Shap @ Export | j'L Cloze | ? Help |

2 From the left-hand pane, select a camera then drop it into the right pane. It plays for the time
specified in the start and end time. Use the controls in the lower part of the Playback window
(right pane) to play, fast forward, rewind or stop the video playback.

NOTE: If the requested video is not available, a message appears in the lower part of the
window; the Snap and Export buttons remain disabled. If a video is available, the message
Requesting video is displayed.

*  Snap: copy the displayed image and save it in the \tmp\image folder and use it as a still
image representing the video sequence. Later, the snapped image will automatically
appear in the View exported video when browsing the exported videos. It is recommended
to add a comment to the snapped image; the comment will appears next to the image.

*  Export: export the video clip for future usage

NOTE: You can drag the slider at the bottom of the right-hand pane to increase or decrease the
speed of the video clip your are playing.
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3 To save a specific video image, click the Snap button.

4 Accept the default name or enter a specific name for the video recording. The video recording is
saved in: Program files\Kantech\Server_SE\Tmp\image. The video image can then be viewed
using a Windows® image viewer such as Paint. Simply, double-click the video image to view it.
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Current Recording
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The Current recording feature allows users to view the list of all on-going recordings. The
information displayed depends on the source of the recording request:

e  Started by a video trigger
e  Started by an operator
e  Started by an alarm on the video server

Viewing the Current Recordings

1 From the Video toolbar, click the Current recording button. The current recording window

appears, it shows all on-going recordings.

7 curent recorang Y
=] antech Yidso Server - Camerad (3) i ﬁ Close |
(&} Initiate by : Video tigger
A Viden trigger : Viden Trigger #1 ? Help

ecording parameters : Recording parameters #1
went : Door defirition modified

Start date and time : 15/04/2004 1:35:10 PM
Remaining time ; 00:35

The following table shows the information displayed in the Current recording window depending on

the source of the recording.

Initiated by

Information

Video server alarm .

Initiated by
Event name
Start date and time

Video trigger .

Initiated by

Video trigger

Recording parameter

Event

Start date and time

Remaining time for the recording

Operator .

Initiated by

Workstation

Operator name

Start date and time

Remaining time for the recording
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Video Desktop

The Video Desktop allows operators to display and monitor, in real-time, video cameras configured
and connected to the network.

Displaying a Video View

1  From the EntraPass main window, select the Desktops tab, then select the desktop dedicated
to Video. The Video View window appears in the desktop.

2 The Video desktop will be empty the first time you open it and “No video view selected” is
displayed. Select video view from the drop-down list at the bottom of the window. You can edit
the view (Video view > select a specific View > Modify Video view components button).

3 The buttons in the lower part of the window allow you to perform various tasks:

Buttons Description

o |i oo Use these buttons to select a size for the displayed video.
Note: A bigger image requires more process power. Therefore, selecting a bigger image may result
in lower process power.

e Use these buttons to Create and Edit video views.
i Use this Show view selector button to display a mosaic view of all the camera defined in the sys-
- tem.

_ﬁl Help and Close buttons. These are EntraPass standard buttons.
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Click the Show view selector button to display the View
selector window. This small window allows you to so select
a specific view or to monitor a specific camera pattern. For
instance, if you select a cell in the View selector, the
sequence is interrupted to display the selected cell.

NOTE: When you open the Video view selector while a
camera is recording, the camera icon will blink until the end
of the recording.

5

From the displayed view, you can click a dome camera icon
to display control buttons for this camera (movement, zoom,
focus). Available options depend on the Digital Video
Management system connected to your system. Please
refer to your DVMS documentation for additional
information.

NOTE: If your dome camera is set with pre programmed
movement patterns, you can define a view displaying a pattern composed of one or many of
these patterns. For more details, see "Video Views Definition" on page 163.

Reference Manual
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Domo|Edn

6 « Video Integration



Reference Manual

SPECIAL EDITION
ENTRAPASS™

Exported Video Viewing

Exported Video Viewing

EntraPass enables users to view all exported videos. This feature makes it possible to browse the
list of all exported videos and to preview a key frame of the exported videos sequence for all KVI
and KVA formats. Moreover, users can preview the exported video segment before viewing it.

1 From the Video toolbar, select the View exported video icon. The Video folder opens
automatically, with the list of all exported video sequences that have been exported.

2  Select a video sequence. The video thumbnail appears in the lower left part of the window. The
directory contains the Date and Time the video was taken, the video file format (Type) and the
File Name. You can then click the Preview button for details about the exported video.
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Chapter 7 « Operations

The Operation Toolbar

Under the Operation toolbar, operators will be able to perform manual operations on various
system components (gateway, site, controllers, etc.) such as manually resetting or monitoring
devices, disabling readers, etc. Manual operations are used to override schedules or process
special requests, when necessary. When you launch a manual operation on a component, it is
possible to view the status of the selected components in real-time. You can also edit components
by accessing the component directly from the operation window.

Desktops Status Operation Users Definitian Groups Devices System Report Options Backup

Reload data Site

The Operation Dialogs

g 5~ & ¥ r 4@

Controller Doar Elevator door Relay Input VYigw rall cal Integrated Panel

All operation dialogs have a series of icons in their window. Series of icons will only appear in

specific operation dialogs. The five buttons described below appear in all operation dialogs.

Icon

Description

Select All is used to select all the items or components displayed in the
list.

EEE qqq

Unselect All is used to unselect all the items or components that were
previously selected in the list.

Enable Graphic displays the image related to the selected component
(i.e.: door) and will also display the associated components (i.e.: reader).
To display in real-time, this button must be used with the Enable anima-
tion button.

Enable Animation will automatically enable the Enable graphic button.
This will activate the current component (i.e.: door) and will display its sta-
tus in real-time.

Help will open the On line help corresponding to the window you are cur-
rently navigating.

NOTE: A hint is displayed when you move your cursor over a button. It gives details about the
operation to be performed.
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The Operations Contextual Menu

You will be able to access a contextual menu by right clicking within the list in any operation window.

The items in the popup menu correspond to the icons in the operation window toolbar. Three

additional options can be found in the popup menu, when you access it from the Gateway or the Site

operation window.

*  Full status: Opens a status window that contains the current information corresponding to the
component you selected in the list. For more details, see "The Component Status Dialog" on
page 190.

» Edit: Opens the window corresponding to the selected component to allow editing.

Extended selection box: Opens the Extended selection box dialog that allows you to search
for a specific component.

ﬁ Integrated device

FQ

All

W pscpar

w Enable graphic
v Enable animation
Columns 4

Armn partition
Disarm partition

Full status
Edit

Extended selection box

w Toolbar

o Help

The Component Status Dialog

A message window that contains the site messages can be accessed by right-clicking within the
corresponding operations window under the Operation tab, and selecting Status in the contextual

menu.

K Site 1 -
progress [530] :

ﬂ Close | @ FRefresh |
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In the example above, the information is listed for a site status in EntraPass Special Edition. We
have listed some of the information that can appear in that window.

Parameter Description
Number of sites Indicates the number of sites for this gateway.
Number of cards Indicates the number of cards processed by this controller

Number of processes | Indicates the number of processes

Version Indicates the software and hardware version number.
Local Time Indicates the controller’s current local time.
Last startup Date the last system startup was performed.
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The Reload data command allows operators to refresh system parameters with new data from the

system database. After a reload operation, the database reorganizes the data received and

communicates the new data to all the sites and controllers. Communication with controllers will be

suspended during a reload operation.

When to reload the data?

e After major changes in the system database such as new cards, new devices, modification of
component definition, definition of new schedules;

*  When one or more controller(s) is malfunctioning (when it does not receive data for instance).

Icon Definition

E Reload data: to refresh system parameter with new data from the system
=L database.

Icon Definition
@j Broadcast: will send a signal to the selected component manually.
@ Forced reload firmware: will force a reload of the selected firmware.
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Manual Operations on Sites

The manual operations on site feature is used to poll unassigned controllers. For example, when a
controller has been added in the system without a serial number, you can use this command to get
the controller serial number.

Icon Description

g Connect to remote site: Click to connect to a remote site using a pre-
configured dial-up connection.

@ Disconnect remote site: Click to close the connection between this
EntraPass workstation and the remote site.

Disable remaining time: Click to stay connected until clicked again. This
action disables preset connection remaining time. This action bypasses
any idle time.

2' Update remote site: After selecting site, click to connect and update
parameters.

Update all remote sites: Click to connect and update parameters on all
sites starting with the first site on the list.

Remove site from connect and wait list: Select a site then click to sus-
pend connection after all sites had been set for update.

G-ﬁ'i Reload IP Link firmware: will force a reload of the selected Kantech IP
Mol Link firmware.

NOTE: For security reasons, the System Administrator may disable this icon.

I@] Broadcast IP Device: will send a signal to the selected Kantech IP Link
= and also the KT-400 IP Secure.

NOTE: A hint is displayed when you move your cursor over a button. It gives details about the
operation to be performed.
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Performing Manual Operations on a Site

1 From the Operation window, click on the Site icon to open the Site window, then select the
gateway to which the site is connected.

Gateway list |U1 -"wiarkstation EntraPass Special Editi j

Site fist | Modem \isll Connection and ait |isls|

e e Bl
Site description % Maodem description
h Durnmy site:
[ oo | v

2 To poll a controller that is not assigned, click the Controller icon. A message is sent to an
unassigned controller, asking it to identify itself. When the controller receives the call from the
site, it sends an acknowledgement message in the Message desktop.

3 You may select the Message desktop to view the controller serial number.

NOTE: The % column shows the communication performance of a selected site. If the
percentage is too low (below 75% for instance), it may indicate that the site is not
communicating efficiently. Communication problems may stem from various reasons such as
interferences, damaged cables, etc.
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Manual Operations on Controllers

This dialog is used to reset or reload a controller: soft reset, hard reset, reload and reload controller

firmware.

Icon

Definition

bt

Soft reset: will not affect the controller database. This command sends
new information to a controller to update its physical components (relays,
inputs, doors and outputs)

A

Hard reset: will erase the existing controller database and reload it with
new information in the controller database

Reset commands should be executed with caution. Before you carry out a
controller reset operation, we recommend you contact our Technical Sup-
port. For more information, see "Technical Support" on page 5.

Reload: will reload the controller database; if for example a controller

(-j database is not reloaded correctly due to an erratic operation
C—% Reload controller firmware: will reload the firmware of the controller
]

(KT-100, KT-300).

lz

Unlock reader keypad: will unlock the reader keypad for KT-100 control-
lers.

Reset reader power: will reset the controller reader power. This opera-
tion can only be performed on KT-300.

Forgive: will reset to zero the cards-in and cards-out counters or card
counters from controller local area

Anti-passback cards list: displays the number of cards per local area,
obtain a card list in local area controllers, move cards (when you have a
KT-400 system) and allows you to get position a a card. This feature is
used only for Corporate Gateway.

NOTE: A hint is displayed when you move your cursor over a button. It gives details about the
operation to be performed.

Manual Operations on Controllers
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Selecting a Controller

1 From the Operations window, select the Controller icon to open the Controller window where
you will be able to reset the controller.

=10x|

Site Controller

Controller group

[ oo | 7

2 From the Site pane, select a site. Controllers attached to this site appear in the right-hand pane.
»  From the Controller list, select the controller where the operations will take place. It has to
be highlighted. To perform the operation on a group of controllers, select Controller Group

(lower right-hand pane).

NOTE: If only one site is defined in the system, the Site Controller list pane will not appear on
the Controller window.

Performing a Controller Soft Reset

A soft reset will refresh the data in the controller.

1 In the Controller dialog, select desired controller or controller group.

2 Click the Soft reset icon in the toolbar. This command will sends new information to the
controller to update its physical components (relays, inputs, doors and outputs, etc.)

Performing a Controller Hard Reset

A hard reset will delete the existing controller database and reload it with new information in the
controller database.

NOTE: Reset commands should be executed with caution. Before you carry out a controller
reset operation, we recommend you contact our Technical Support. For more information, see
"Technical Support” on page 5.

1 Inthe Controller dialog, select desired controller or controller group.
2  Click the Hard reset icon in the toolbar. This command will sends new information to the
controller to update its physical components (relays, inputs, doors and outputs, etc.)
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Reloading a Controller Manually

EntraPass allows you to reload a controller database when, for example, a controller database is
not reloaded correctly due to an erratic operation.

1 Inthe Controller dialog, select desired controller or controller group.

2  Click the Reload icon in the toolbar. The controller’s database will be reloaded.

Resetting Cards In Counters or all Controller local areas

This option allows to reset to zero for the cards in counter.

1 Inthe Controller dialog, select desired controller or controller group.

2  Click the Forgive icon in the toolbar. Card holders will not be considered inside or outside until
the next use of their card at an entry or exit reader.

Calculating Number of Cards In

If you have one or more controllers configured with anti-passback, this function allows you to view a

list of cards that are considered inside (Cards in) an area. To do so, the passback option (either soft

or hard synchronization) has to be enabled on the reader and the door has to be defined as an entry

door.

1 In the Controller dialog, in the Gateway/Site section, select KT-400-IP. Then in the Controller
section, the list of appropriate controllers relative to the selection display.

2  Select desired controller or controller group.

3 Click the Get Card List icon in the toolbar. The system will display the number of cards in for
the selected controller or controller group.

NOTE: This operation is performed only on one controller at a time as it may be a lengthy
operation.The option is only available on a Corporate Gateway.

4 Right-click the appropriate local area number, and then click Find card position.
In the Get card position dialog, click Start with, Begin with or Contains to filter the search
criterion.

5 Inthe list, select the wanted card position, and then click Get position.

Resetting Cards In Counters or all Controller local areas

This option allows to reset to zero for the cards in counter.

1 Inthe Controller dialog, select desired controller or controller group.

2  Click the Forgive icon in the toolbar. Card holders will not be considered inside or outside until
the next use of their card at an entry or exit reader.
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This dialog allows an authorized operator to manually modify the state of a door or group of doors.
Operators can manually lock/unlock a door, temporary lock/unlock a door or group of doors, and
enable/disable readers on selected doors.

Icon Definition
e Lock door or group of doors: will manually lock the selected door or
S group of doors.
Unlock door or group of doors: The selected door or group of doors
@ will be manually unlocked and will remain unlock until the next valid

change of the unlocking schedule or an operator manually locks the door
or group of doors

Temporarily lock/unlock door or group of doors: Temporarily

E‘ unlocks a door or group of doors for a preset delay. Once the delay
expires, the door or group of doors re-lock automatically.

2= Return to schedule: Will re-apply the locking schedule for a door or a

e group of doors.

m Enable card reader: Will enable a previously disabled door reader.

Disable card reader: Will disable a door reader and user will not be able
to access that door, even if they have access rights.

NOTE: A hint is displayed when you move your cursor over a button. It gives details about the
operation to be performed.

There are various reasons why you would want to perform one of these operations; for example you

may need to “disable a reader” for a short period in order to deny access to the door, etc. This

operation allows an operator to lock a door that was previously unlocked by an operator or a

schedule. When a door is manually locked through the Operation menu, it remains locked until:

*  The presentation of a valid card (will re-lock after access), or

e The next valid change of the automatic unlocking schedule (for a door defined with an unlocking
schedule), or

e An operator manually unlocks the door.
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Selecting a Door or a Door Group

1 From the Operations window, select the Door icon. The Door window appears.

-0l
- - =
- {1 <
Door
BB piain Site n (01,01 01 - 01 - Hueva siio 3
’.l Site 1 n
B0 sie 2 [01.01 07 - 01 - Site KT100

[01.011 01 - 07 - Sitio 1
n [01.02) 02 - 01 - Site 1
[01.02) 02 - 07 - Site KT100

[02.01] 01 - 02 - Site H24 ;I

Door group

Site - Toutes les partes
Muevo sitio - Todas las puertas
Sitin 1 - Todas las puertas
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2  Click the Enable animation icon to view a real-time display of the door status.
» The left-hand pane displays the list of all Sites. You may select all or select one site.
» The individual doors associated with the site selected on the left are displayed in the top

right side of the pane. If you select All on the left, all doors in the system will be listed on
the right. You can select one, several or all doors.

NOTE: If only one site is defined in the system, the site list window will not appear on the
Controller window.

» Door groups associated to the site selected on the left are displayed at the bottom right
side of the pane. If you select All on the left, all door groups in the system will be listed at
the bottom right. You can select one or several or all groups.

Locking a Door Manually

1 Inthe Door dialog, select desired door(s) or door group.
2  Click the Lock-door icon in the toolbar.

Unlocking a Door Manually

1 Inthe Door dialog, select desired door(s) or door group.

2 Click the Unlock-door icon in the tool bar. The selected door(s) will be manually unlocked. The

system will prompt for operator confirmation. A door defined with an automatic unlocking
schedule will remain unlocked until:

*  The next valid change of the unlocking schedule, or
e An operator manually locks the door.
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Unlocking a Door Temporarily

EntraPass allows you to temporarily unlock a door for a preset delay. Once the delay expires, the
door re-locks automatically. You can use this option in cases where you need to grant access to a
user who does not have a card or has forgotten his/her card.

NOTE: The maximum unlock time: 4:15 (255 seconds).

_/_ Change delay on action

1  Click the Temporarily unlock icon. The Change delay on action _ —
dia|Og will popup. Mew time IDD.DD.DB
2 Enter the New time delay (m:ss) and click OK. The selected door 0K | T Canedl

will be temporarily unlocked by an operator.

NOTE: If a door contact is installed, the door will re-lock as soon the system sees a “door open-
door closed” transition. There is no “Animation” for this type of operation.

Resetting a Door Schedule

EntraPass allows you to reset a door schedule after a manual operation has been performed on a
component.

1 Inthe Door dialog, select desired door(s) or door group.

2 Click the Return to Schedule button. This option will reset the schedule for the selected
components.

Enabling a Door Reader

1 Inthe Door dialog, select desired door(s) or door group.
2  Click the Reader-enable button. This option enables a previously disabled door reader.

Disabling a Door Reader

1 Inthe Door dialog, select desired door(s) or door group.
2  Click the Reader-disabled button. This option disables a previously enabled reader. Disabling
a reader prohibits users from accessing the door, even if access rights have been granted.
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Manual Operations on Elevator Doors

This dialog allows an authorized operator to manually lock, unlock or temporarily unlock elevator
floors. The window will also display, in real-time, the status of the selected elevator door(s).

How Elevator Access Is authorized

The cardholder pushes an “up/down” button, the elevator door opens,

The cardholder presents its card at the reader (usually inside the cab),

The system checks if the schedule assigned to this door is valid. If yes, the system checks
which floor group is associated to this door,

Then the system verifies each floor of the floor group (in the floor group menu) and checks if the
schedule associated to each floor of the group is valid or not valid.

Only floors that have a valid schedule will be available for selection by the user (the elevator
panel will enable the buttons corresponding to the floors).

Icon Definition

ﬂ Lock elevator floor or group of elevator floors: will manually lock the selected eleva-
: tor floor or group of elevator floors.

Unlock elevator floor or group of elevator floors: The selected elevator floor or
\E group of elevator floors will be manually unlocked and will remain unlock until the next
valid change of the unlocking schedule or an operator manually locks the elevator floor or
group of elevator floors.

@ Temporarily lock/unlock elevator floor or group of elevator floors: Temporarily
unlocks an elevator floor or group of elevator floors for a preset delay. Once the delay
expires, the elevator floor or group of elevator floors re-lock automatically.

o Return to schedule: Will re-apply the locking schedule for a door or a group of doors.

ﬂ Enable card reader: will enable a previously disabled reader.

Disable card reader: will disable a reader and users will not be able to access any eleva-
tor floor, even if they have access rights.

‘ rr? Enable elevator floor: will enable a previously disabled elevator floor or floor group.
|’ =

‘@ Disable elevator floor: will disable an elevator floor or floor group and users will not be
able to access that elevator floor or floor group, even if they have access rights.

NOTE: A hint is displayed when you move your cursor over a button. It gives details about the
operation to be performed.
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Selecting an Elevator Door

1  From the Operations menu, select the Elevator door icon.

X Elevator door 13| x|

Door

Door group

Site - All doors

0o Reguest not executed A‘

2  Click the Enable animation icon to view a real-time display of the elevator door status.

* The left-hand pane displays the list of all Sites. You may select all or select one site.

e The individual elevator doors associated with the site selected on the left are displayed in
the top right side of the pane. If you select All on the left, all elevator doors in the system
will be listed on the right. You can select one, several or all elevator doors.

» Elevator door groups associated to the site selected on the left are displayed at the
bottom right of the pane. If you select All on the left, all elevator door groups will be listed
at the bottom right. You can select one or several or all elevator door groups.

Locking Floors from Elevator Doors

1  Select an elevator door or a group of elevator doors.

2  Click the Lock icon in the toolbar. This command will manually lock the floor group that was
previously unlocked by an operator or a schedule.

NOTE: A door defined without an unlocking schedule will only be locked by a manual command.
To lock all floors that were previously unlocked, use the Unlock option in the Manual
operation on doors menu.

Unlocking Floors from Elevator Doors

1  Select an elevator door or a group of elevator doors.
Click the Unlock elevator floors icon in the toolbar to unlock a previously locked floor. This
command will only enable the elevator floors that are defined with an “X” in the “” column of the
Floor group Definition menu. If you do this, the system will prompt the you to select a floor
group that should be unlocked (available). Once the group is selected, the system will prompt
the operator to confirm the operation.
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NOTE: For a door defined with an “automatic unlocking schedule”, floors will remain available
until the next valid change of the unlocking schedule, or an operator manually locks the door.

NOTE: A door defined without an unlocking schedule will only be locked by a manual command.
To lock all floors that were previously unlocked, use the Unlock option in the Manual operation
on doors menu.

NOTE: When a manual unlocking operation is completed, only floors that are defined with an
“X" in the “” field of the Floor Group Definition menu will be available for selection. Also, when
communication is lost and the controllers are working in stand-alone mode, only the floors
marked with an “X” will be available for selection and the access schedule will be ignored.

Unlocking Floors from Elevator Doors Temporarily

Resetting

EntraPass allows you to temporarily unlock a floor from an elevator
door for a preset delay. Once the delay expires, the elevator door re-

__7_ Change delay on action

locks automatically. The maximum unlock time: 4:15 (255 seconds). Mew time [o0:00:08
1  Click the Temporarily unlock icon. The Change delay on action
dialog will popup. s ok | TR Eance

2  Enter the New time delay (m:ss) and click OK. The selected
elevator floor will be temporarily unlocked by an operator.

NOTE: This command will only temporarily enable the elevator floors that are defined with an
“X" in the *” column of the “Floor group Definition menu” (available for selection).

NOTE: There is no “Animation” for this type of operation. To temporarily unlock all floors, use
the “temporarily unlock door” option in the “manual operation on doors” menu.

an Elevator Door Schedule

EntraPass allows you to reset an elevator door schedule after a manual operation has been

performed on a component.

1 In the Elevator door dialog, select desired elevator door(s) or door group.

2 Click the Return to Schedule button. This option will reset the schedule for the selected
components.

Enabling an Elevator Floor

1 Inthe Elevator floor dialog, select desired floor(s) or floor group.
2 Click the Enable elevator floor button. This option enables previously disabled elevator floors
or floor group.

Disabling an Elevator Floor

1 Inthe Elevator door dialog, select desired floor(s) or floor group.

2 Click the Disabled elevator floor button. This option disables a previously enabled elevator
floor. Disabling a floor prohibits users from accessing the floor, even if access rights have been
granted.
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Manual Operations on Relays

Use this menu to manually change the state of a relay or group of relays. You can activate/
deactivate and temporarily activate relays or group of relays manually. The window will also display,
in real-time, the status of the selected relay(s).

This feature allows to manually turn off a relay; for example, when an input programmed to activate
a relay goes in alarm in unknown conditions.

Icon Definition
Deactivate relay: allows an operator to deactivate a relay which was pre-
viously activated by an operator, event, schedule or input in alarm.
Activate relay: activate a relay which was previously deactivated by an
operator, event, schedule or input in alarm.
E@ﬁ Temporarily activated relay: Temporarily activate a relay or group of

relays for a preset delay.

- Return to schedule: Will re-apply a schedule after a manual operation
\ﬁ' was performed on a component.

NOTE: A hint is displayed when you move your cursor over a button. It gives details about the
operation to be performed.

Selecting Relays

1 From the Operation window, select the Relay icon.

—lojx|

Relay

B piain Site {01.01) 01 - 01 -Site 1
B0 sie
CL T M (71.02) 02 00 - Site 2

Relay group

Site - All relaps
Mueva sitio - Todos los relés
Sitio 1 - Todos los relés

2  Click the Enable animation icon to view a real-time display of the relay status.
* The left-hand pane displays the list of all Sites. You may select All or select one site/
gateway.
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* The individual relays associated with the site selected on the left are displayed in the top
right side of the pane. If you select All on the left, all relays in the system will be listed on
the right. You can select one, several or all relays.

 Relay groups associated to the site selected on the left are displayed at the bottom right
side of the pane. If you select All on the left, all relay groups in the system will be listed at
the bottom right. You can select one or several or all groups.

Deactivating a Relay Manually

1 Select arelay or a group of relays.
2  Click the Deactivate Relay icon.

NOTE: If you manually deactivate a relay that is usually activated according to a schedule, it
will remain deactivated until its reactivation schedule becomes valid. This means that if a
relay needs to be activated according to a schedule and you deactivate it, remember to
reactivate it again for the remaining scheduled time, because one relay can be defined for
various components of the system; its activation or deactivation will relate to its configuration
within these components.

Activating a Relay Manually

1 Select a relay or a group of relays.

2 Click the Activate Relay icon. The selected relay(s) will be activated. This operation allows an
operator to activate a relay which was previously deactivated by an operator, event, schedule or
input in alarm.

Activating a Relay Temporarily

Resetting

1 Inthe right-hand pane, you may select a relay in the upper part of the window, All Relays in the
lower part of the window.

2  Click the Activate relay temporarily icon. The Change delay on
action window will popup on screen.

3 Enter the New time delay (m:ss) and click OK. The selected relay will | "™ oone
be temporarily activated by an operator. Sk [ K el

:/_ Change delay on action

NOTE: The selected relay(s) will be temporarily activated. This is

useful for an operator who would like to activate temporarily a relay which was previously
deactivated by an operator, event, schedule or input in alarm. The system displays a message
box requesting that a temporary activation delay, is entered. When this delay is over, the relay
will be deactivated automatically.

a Relay Schedule

EntraPass allows you to reset a relay schedule after a manual operation has been performed on a

component.

1 Inthe Relay door dialog, select desired relay(s) or relay group.

2 Click the Return to Schedule button. This option will reset the schedule for the selected
components.
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Manual Operations on Inputs

This dialog allows you to bring an input back to its normal state, or to stop monitoring an input, or
monitor a specific input at all times, or to perform a temporary shunt on a selected input, if it had
been previously modified from its original state as setup in the Device menu.

Icon Definition
Input normal: returns an input to its normal state as setup in the Device
. menu.
\_&J Input continuous supervision: will monitor the selected input at all
times.
Input with no supervision will terminate the input monitoring, regard-
: less of its schedule, and will start monitoring with the next pre-defined
schedule.
Input no supervision temporarily (Shunt): will stop input monitoring
2 for a pre-set period of time.

NOTE: A hint is displayed when you move your cursor over a button. It gives details about the
operation to be performed.

Performing Manual Operations on Inputs

1 From the Operation window, select the Input icon.

FELREL,

Site

Input
g::: ?2 n [01.01) Contact -> 07 - 01 - Site 1

[01.01] Contact -» 01 - 01 - Site KT100

[02.01) Cantact -» 01 - 02 - Site #24

Input group

Line's Site - All inputs
Sitio 1 - Todas las entradas

[ oo | 4

2  Click the Enable animation icon to view a real-time display of the relay status.
» The left-hand pane displays the list of all Sites. You may select All or select one site.
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* The individual input associated with the site selected on the left are displayed in the top
right side of the pane. If you select All on the left, all inputs in the system will be listed on
the right. You can select one, several or all inputs.

* Input groups associated to the site selected on the left are displayed at the bottom right
side of the pane. If you select All on the left, all input groups in the system will be listed at
the bottom right. You can select one or several or all input groups.

Returning an Input to Its Normal State Manually

This option is used in cases where an input status has been modified by an operator and you want
to return the input to its normal state. For example, if an input is assigned a monitoring schedule in
its definition and an operator has reversed the state of the input making it “not supervised”, it can be
returned to its normal state using this button.

1  Select an input or a group of inputs.

2 Click the Input normal icon. The selected input returns to its normal state as defined in the
Device menu.

Stopping Monitoring an Input

You will use this option to terminate the input supervision, regardless of its schedule (if defined).
1  Select an input or a group of inputs.
2 Click the Input no supervision. The selected input will not be monitored.

Stopping Input Supervision (Shunt) Temporarily

You will use this option when you want the system to bypass a specific input, for a specific period of

time.

1  To temporarily shunt an input, select the input, then click the Temporarily shunt icon. The input
will not be monitored temporarily.

2 Click the Input no supervision temporarily. The Change delay
on action dialog will popup.

3 Enter the New time delay (m:ss) and click OK. An icon next to
the input will indicate that it is temporarily shunt. If an alarm
occurs, or if the input is disconnected, no message will be sent to
the desktop Message list.
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This feature is used to visualize the users entering a pre-defined perimeter. When a user enters this

area, the corresponding data is displayed in the following dialog:

% view roll call == x|
Roll call sector T - 7 Resst
Dake and Time | Card user name | Door I Last access I Dioor
@ Refresh | @ Print | @ Preview | IL Close | ? Help
Count : 0 4
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Manual Operations on Integrated Panels

1 From the Operations toolbar, select the Integrated Panel icon.

2 Ifrequired, select a specific component from the All components drop-down menu.
3 Select a panel from the left column and then right-click to view its contextual menu.
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Select Full status to view the panel status details.

¥4 PC-1864 — KT400/User

DLL Stakus Atkached
Communication Ok
Version 4.03,15

l-'|_ Close | @ Refresh |

5

Select Virtual Keypad to view the virtual keypad.
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6 Select a partition and right-click to view its contextual menu.

4 Integrated Panel

all
PC-1864 - KT400 / Partition
ﬁl F 54 -- KT400{User

0g

@Q) (08} Zone

4001 ser (09) Zone 09

Remaove all
Select &l

|7 Enable graphic
|7 Enable animation (10) Zone 10
Columns L4

- (11) Zone 11
Partition arm away

Partition arm stay

Partition arm no entry delay
Partition arm with code
Disarm partition with code

(12) Zone 12

(13) Zone 13

Full status (14) Zone 14
Edit

Extended selection bax (15) Zone 15

QIBEG )BG 9By,

|7 Toolbar (16) Zone 16
<
gﬁu Help (17) Zone 17
@Q) (05) Zone  0S (18) Zone 18
) o
Q‘E (06 Partition & (19) Zone 19
@Q) (06) Zone 06 @Q) (20) Zone 20
) o
Q‘E (07} Partition 7 (21) Zone 21
) (07) Zone 07 10 (22) Zone 22

7  Select Arm partition or Disarm partition as required.

NOTE: For the Integrated Panel button to be available, a Panel has to be created first in Device
> Integrated Panel. Simply perform a Logout/Login operation to enable the button. See
Chapter 4 "Integrated Panel Configuration" on page 132 for more information about panel
creation.
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Chapter 8 « Users

The Users Toolbar

The Users toolbar allows you to easily manage the EntraPass cardholder database. The Users
toolbar icons start the following tasks:

Deskkops ] Status ] COperation Users ]DeFinitiDn ] Groups ] Devices ] Swskem ] Repork ] Options ] Backup ]

F.RED 5
e igl=] ] 2 5
Zard Card access Access lewvel Irmnpork pork Tenanks lisk
group ZSY% File

» Define and issue cards as well as perform card-related tasks (find, modify or delete existing
cards),

» Design and print badges using the integrated badging feature. Pictures and signatures can be
imported or, with the necessary devices, captured and incorporated into cards for printing
badges,

- Define and manage card access groups,

» Define access levels,

e Import or export CSV files,

The integrated badging function in EntraPass allows users to create and print badges. It is also

possible to import or, with the appropriate utilities, to capture and integrate images and signatures
on the card in order to print badges.

» Define and modify the Kantech Telephone Entry System (KTES) tenants list.
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Cards Definition

Cards are defined by the following properties: card number, card user name, access level and
status (valid, invalid, pending, lost/stolen or expired). If you have enabled the Enhanced user
management feature in the System parameters dialog (see "Credentials Parameters" on page 422).
Cards records can be searched, sorted and deleted.

Issuing a New Card

1 From the Users toolbar, select the Card icon. The displayed Card window is used to enter/verify
general information on the cardholder.

T - -
WEEFEIENCIEREEE !
1207081 =
(e 31 g - Creaion date 171242004
Card uset ame | Martin Ussname i’ Moclfication date 1771272004
Modification count 1
General | Acosss level | Miscsllaneous | Comment | Ficture |
Card information 1 Card infarmation &
Card information 2 Card information 7
Card information 3 Card information 8
Card information 4 Card infarmation 3
Card information & Card infarmation 10
T Cloze | 5 ence] | 7 Help |

2 Click the New icon (first icon) in the toolbar. The Card number field is enabled.

3 Enter the number printed on the card (Card number field), then press Enter. If it is a new card, the
Card user name field is initialized with “New user”. If the card already exists, the system displays
information about the card.

4  Enter the cardholder’s name in the Card user name field. You can enter up to 50 characters.

NOTE: The system automatically displays the Creation date, the Modification date and the
Modification count information on the upper right-hand side of the Card dialog.

5 Fillout the Card Information 1 to 10 fields. These are user definable fields. They are used to store
additional information regarding the cardholder. For example, you could use Card Information 1 to
store the employee number; Card Information 2, Department where the employee works; Card
Information 3, employee address, etc. Later, card information fields will be used to index reports,
customize cardholder lists, etc.

NOTE: These information fields are editable labels. To rename an information field label,
double-click it, then enter the appropriate name in the displayed fields. You can enter up to 50
characters.

6 Click the Save icon.
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Issuing a New Card in Enhanced User Management Environment

NOTE: see "Credentials Parameters" on page 422 for more details on how to enable the
Enhanced User Management environment.

1 From the Users toolbar, select the Card icon. The displayed Card window is used to enter/verify
general information on the cardholder.

Al
TEDE @ Swn =SB @
[Paul Smith —~
S T [Peut s = || Creation date 2010-03-10
Madification date 2010-03-10
Madification count 3
Card number | General H Access level ” Miscellaneous ” Comment. " Picture ]
Display card number Use expiration date E:xpiration date Trace Stolenylost
Card # 1 |35:43543 vl 1= 2010-03-11 vl ml -

4 March » A 2010 K

Today Clear I

2 Click the New icon (first icon) in the toolbar. The Card user name field is enabled to enter the
cardholder’s name. You can enter up to 50 characters.

Click Save.

4  Click on the Card number tab, double-click on Card #1 if you want to change the label.

w

5 Enter the Card number.

e If EntraPass was previously configured for Multiple Card Format, you can modify the card
format by right-clicking the Card number field, see "Defining a Card Display Format" on
page 402 to enable the multiple card formats. The default card format is HH:DDDDD
(Hexadecimal and decimal 24 bits).

*  When the Multiple Card Format is enabled: A list of all card formats will be displayed
when you right-click in the card number field.
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* When a card format has been defined by the system administrator, the card format has a
check mark next to its description.

If your access rights allow it, you can decide to Display card number or not, then the user card
number in reports and message lists in the EntraPass workstation.

NOTE: The system automatically displays the Creation date, the Modification date and the
Modification count information on the upper right-hand side of the Card dialog.

7
8

Check the Use expiration date option and select the corresponding date.

Check the Trace option if you want to monitor the use of a particular card. Selecting this option will
cause the “Card traced” event to be generated each time this card is presented to a card reader. For
example, you can request and generate a report containing the “card traced” event in order to verify
user actions.

Check the Stolen/Lost option, if the card has been stolen or lost. The card will not be functional
anymore.

Creating New Cards Using the “Save As” Feature

The

Save as feature allows you to create a new card based on an existing card, only making

changes to specific information. For example: changing only the user name and keeping all other
card information.

1

Type required changes into specific fields in the Card |y

window and click the Save as icon. This feature allows | .
ew card number 1224564

you to create a new card under a new card number.

Enter the new card number in the New card number | = Kesp orighal card £ Defete oiiginal card |

field. ' 0K | 3 Cancel | 7 Help |
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3 Select the Keep/Delete original card options to specify if the original card should be kept or
deleted (usually kept), then click OK to save the new information. The Card window is displayed.

Issuing Cards Using the “Batch Load” Feature

The Batch Load feature allows operators to issue cards by presenting cards to a door reader. The
card number is displayed on an “unknown card” or “access denied” event messages. During a Batch
Load operation, the operator can create new cards or modify existing ones.
1 From the Card window, click the Batch Load button.
2 From the Door drop-down list, select the door that will be used to read the cards.
3 Check the following options:
* Refresh an access granted: if this option is checked, each time an access is granted the
information displayed will be refreshed with data relative to the card.
. Save on new card: if this option is checked, new cards will be saved in the card database
on an “unknown card” event message. If this box is not checked, the operator will have to
save the card manually each time a card is read.

NOTE: When this option is selected, the first card presented to the door reader will be saved
only when presenting a second card or by pressing the save icon.

* Find: allows operators to search for an existing card in order to create a new card based on
the existing card data.

NOTE: If an operator clicks the Close button without saving (when the Save button is still
enabled), a system prompt will ask to save the last information.

Viewing and Verifying PINs

EntraPass enables you to view and validate each configured cardholders’ PINs in the Card window.

Viewing Cards Assigned the Same PIN

Cards Definition

1 From the Card window, click the List of PIN
owners button.
o f

2 Enter the PIN number you wish to validate S —
and click OK. A list containing all operators X Cancel |
that have a PIN number will be displayed on
the screen.

|Enter a valid PIN number

NOTE: If the system is set to PIN duplication (Options > System Parameters), and if the PIN is
used by more than one cardholders, the system displays a list of cardholders who are using
the PIN. This feature is useful when for example you want to display the list of cardholders
who are using a given PIN or if you are issuing new cards and you want to verify which PINs
are already being used.
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Card Handling
Editing a Card

»  Enter the card number in the Card number field and press Enter. The system displays the
card; you may then modify the card as required.

 Browse the Card number field using the Up/down arrows and then select the card to be
modified.

» Browse the Card user name field, using the Up/down arrows.

Finding a Card

You can perform two types of card searches from the Card dialog toolbar:

|ﬁ| Find the card information

ﬁl Find archived card information

NOTE: For more information on how to search information in EntraPass, see "Finding
Components"” on page 38.

Deleting a Card

The Delete feature allows an operator who has the proper access rights to remove a card from the
cardholder database. A card that has been deleted from the cardholder database must be re-issued
again in order to use it again.

1 Locate the card you want to delete.

2 Click the Delete icon, then click Yes in the Warning message box.

NOTE: Although a deleted card is removed from the card database, it remains in the card
history; all events involving that card remain in the event messages database. An event report
locating past events that involved any deleted card can be performed.

Customizing Card Information Fields

You may rename Card information fields under the General tab according to your organization
requirements. These fields can contain any information. They can be used as edit boxes or drop-
down lists.
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1 In the Card definition dialog, select any card, then double-click the Card information label under

the General tab. The system displays the Change labels window:

X|Change labels
Card Information 1 Card Information 1
Card Information 2
Card Information 3 i
Card Information 4 Information carte 1 X
Card Information 5 Edit field
Card Information & @ Edit fild ? =l
Card Information 7 Edit fie
Card Information & Drop-down list
Card Information 9 Oprop
Card Information 10

[IMandatory field

2  Select the field you want to modify on the left, and enter the name in the field on the right. If your
system operates in two languages, two fields will be available to enter the field name in both
languages. For example, if you want to rename Card Information 1 to Employee number, double-
click the Card Information 1 label and enter the new name in the field(s) on the right.

3 Select the Edit field option if the information appears as an Edit field (one-line information) or
Drop-down list (as applicable); then click OK to save your modifications.

4 You need to repeat these steps for all the fields you want to modify.

NOTE: Check Mandatory field to ensure that this field is not left empty.

NOTE: An operator must have full access privileges to edit card information fields. An
operator with read only access may only view information in these fields.
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Cardholder Access Levels Assignation

An access level must be assigned to each card. Access levels determine where and when the card
will be valid. The access level allows the cardholder entry to selected locations during specified
schedules. For information on defining access levels, see "Access Levels Definition" on page 257.

NOTE: When you modify the access level assigned to a card, you also modify the user’s
access permission to the doors and schedules associated to that access level.

In order to assign an access level to a card, you have to:

e Create schedules that will correspond to the time the user has access to the desired doors,
e Assign the created schedule to the desired doors (in the Access level definition menu),

e Assign the access level to cards.

Assigning an Access Level to a Cardholder

1 From the Card definition window, select the Access level tab. The Access level window appears, it
displays the Site column and Access level drop down list.

ST
OEDE @ Ewh=EE E|

[Bob walsh :"
Card user name Jpab irais = || creation date 12/18/z000
Modification date 12/18/2009

Modification count 1

Card number General | Access level | Miscellaneous ” Comment " Fickure: 1
R

Access evel |+

Hone -

Kantech

Kantech - Akays vaiid, all dnors
Main site | e vel

I close | 5% Cancel | P Help |

2 Click the Card access group button (displayed on the left of the Site or Gateway list) to copy
information from a Card access group to a card. The Site column displays the sites and gateways to
which an access level will be associated.

3 From the Access level drop-down list, select the access level that will determine the cardholder’s
access to the doors of the selected site. If you do not want this cardholder to have access to the
door of this site, leave this field to None.

NOTE: You have to create Access levels (Users > Access Level) to have them displayed in
the Access Level drop-down list.
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Card Options Definition

Use the Miscellaneous tab to specify and view card options.

1 Select a card number using the Up/down arrows. The Start date field indicates the card creation
date. You can change this information by selecting another date in the displayed calender. The start
date must be the same day or earlier than the current date; else, the Card state field
(Miscellaneous section) will be set to “Pending”.

ESNI=IE
CEHDbG @ Ewe 5B B8 @
Card user name [pots st ~ || creation date 12}18}2008
Modfication date 12/18/2009
Madification count 1
Cardrumber | General | Accesslevel | Miscellaneous | Comment | Picturs
Card validation date Miscellaneous
Start date 12/18/2009 - Card skate alid 'I
¥ Use end dat: 12/19/2003
[V Use end date 13, ¥ | I Delete when expired I~ Disable passhack
4 December » 4 2009 ¢
SHM TWTF 5 ¥ Extended door access delay
PIN parameters @95 12 3 45
6 7 8§ 91011 12
[ wait for keypad 13 14 15 16 17 [1E]}E)
Editable FIN number 20 21 22 23 24 25 26 00000
e s V) B =Y
3 456 7 89
Today Clear
I clase | K Cancel | P Help |

2 Check the Use end date box if applicable. When this box is checked, the system displays a
calender allowing you to select the end date. When the end date is reached, the Card state field is
set to “Expired”.

3 Check the Delete when expired option (if applicable). This option can only be used with the Use
end date option. When selected, the card information will automatically be deleted on the expiry
date (using the end date specified), otherwise the Card state field will be modified to “Expired”.

NOTE: A deleted card is a card that is not active in the system database. Even if a card was
deleted, previous events generated by this card are still stored in the archive file.

4  Check the Wait for keypad option to force users to enter a PIN on keypad to access all doors, then
in the Editable PIN field enter the PIN that users will be required to enter.

NOTE: Selecting the Wait for keypad will delay access to a door for this card until the correct
PIN has been entered on a keypad. This only affects doors defined with both reader and
keypad in the Door Definition menu (Devices > Doors). The keypad schedule must also be
valid for this door. For more information on defining a door, see "Doors Configuration" on page
106.

5 From the Card state drop-down list, assign a state to the selected card. By default, a card is valid.
The following s are available:

* Valid: the card is functional,
. Invalid: the card is NOT functional,
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. Lost/Stolen: the card is NOT functional,
* Pending: the card is not yet functional.
*  Expired: the card has reached its expiry date,

NOTE: You cannot force a card state to Pending by selecting this state from the Card state
drop-down list. To do so, you have to change the Start date.

6 Check the Disable passback option if you want the card to override the passback option when
defined.

NOTE: If your are issuing a card for a cardholder with disabilities, check the Extended door
access delay option. To enable this option in the system, you have to define appropriate
delays in the Door definition.

Adding Comments to a Card

1 From the Card window, select the Comment tab.

T 2o
DD G EanlzaR @9

Card user name

-
= || creation date 12/18{2009

Modfication date 12f21f2009

Modification counk 2

Cardrumber | General | Accesslevel | Miscellanecus | Comment | Picture

This Operator card has limited access rights between 4PM and 54M.

2 Enter a comment (if necessary) relative to this cardholder. The displayed field can be used to store
additional information in the database. Maximum allowed: up to 241 characters.
3  Click the Save button, then the Close button to exit.

Assigning Pictures and Signatures

EntraPass offers the ability to associate photos and signatures with cardholders and to associate
badge templates with cards as well as to print badges. Photos and signatures can be retrieved from
files, pasted from the clipboard, or captured using an appropriate device. To capture video images,
use any MCI and TWAIN compliant device. For capturing signatures, signature pads such as Topaz,
Penware TTI500 and Penware TT3100 are recommended.
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Assigning a Picture from a File

1 From the Card window, select the Picture tab.

Sl
= e=
D DE @ SRkl B B
-
Card user name IBOD Welsh ~ Creation date 12/18/2009
Madification date 12f21/2009
Madification count 3
Cardrumber | Gereral | Accesslevel | Miscellanecus | Comment | Picture
Ficture Badge layout
Signat
anature Barcode
Jcard e 1 =l
Right-click for Pictire menn

et picture from file Right:-click For Signature menu Walue

Paste picture

o s Grnctadse | | RBpevewbade |

Start selection mode

Exctract

Edit picture. Badge print issue )

Clear picture

i’LC\ose | 2% cancel | ? Hep |

NOTE: The Video capture option is enabled only when a video capturing device is installed.

2 Right-click the picture area. A shortcut menu appears; choose the appropriate action:
* Get picture from file: This option allows you to select a previously saved picture:

1 From the Files of type drop-down list, select the file type you are looking for or leave this
field to All to display all image files. Make sure that the Auto displayer option is selected to
enable preview.

2 Select the directory where the image is stored. Select the image you are looking for, then
click Open to import it into the Card window.

NOTE: Files with the following extensions are supported: BMP, EMF, WMF, JPG, GIF, PNG,
PCD, and TIF.

» Paste picture: this option allows you to paste a picture from the clipboard. To use this
option, you have to copy the picture, then paste it into the picture window.

NOTE: To delete the imported picture, right-click the picture, then choose Clear picture from
the shortcut menu.

Assigning a Picture Using a Video Camera

Card Options Definition

The Video capture option is enabled only when the option Enable video capture is checked:
Options > Multimedia devices > Video capture tab.

NOTE: Before you can capture images using a video camera, all equipment needs to be
properly configured. For more information, consult your manufacturer’s device manual. If you
have more than one video driver, you will need to specify the video driver to be used (Options
> Multimedia devices > Video tab).
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1 Right-click the picture area.

SR
CEHDEY ERelzaB @
e pai st ~ || creation date 20100310
Molficaion dats, 1D
Moelficaton count 3
Cordrumber | Genersl | Accesslevel | Miscelaneous | Comment | Picture
Fiture Badge layout
Signature —
Get picture from fle [cade1 =
pig  Pastepictue
Video capture Right-cick For Signature menu bl
i e
Eviract CFA Print biadge | (& Preview badge |
——  Edtricue
Clearbiie
Undo Bidge printissus o
1 dose X Cancel 7 Hep

2 From the shortcut menu, select Video capture. This option is enabled only when the Video capture
capability has been enabled in the Options menu (Options > Multimedia devices > Video).

NOTE: Options may vary depending on the video capture program. If you have more than one
video driver, you will need to specify the video driver you are using. For more information on
configuring your video drivers, see "Multimedia Devices Configuration" on page 408.
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3 Click the Freeze button when you are satisfied with the displayed image, then click the Capture
button to paste and save the displayed image.

4 To associate a badge layout with the defined card, select one from the Badge layout list. For
information on how to define a badge layout, see "Badges Designing" on page 233.

NOTE: The Print badge and Preview badge buttons are enabled only when a badge printer
and badge layout has been selected and the option Use badge printer checked: Options >

Printer options > Badge printer. If these buttons are enabled, you can preview and print the
cardholder’s badge.

Importing a signature from a file

You can import a signature, just as you import other images such as logos or pictures into the card.
1 From the Card window, right-click the signature area. A shortcut menu appears.
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2 From the shortcut menu, make the appropriate choice:
* Get signature from file: allows you to select a previously saved signature,
e Paste signature: allows you to paste a signature that was previously copied to the
clipboard. The option is enabled when there is content in the clipboard.

NOTE: The Signature pad option is enabled only when the appropriate device is enabled in
the Options menu (Options > Multimedia devices > Signature).

Dpen [x]
Lock jn: I@ Badaging j | @ ﬁ‘l I PFicture [106246) @,
badge lapout. brip E editpicture.bmp @ getsignatureframfi
badgeproperties.bmp @ editpicture. bmp weartz.bmp
Badgetemplate. bmp @ edt3.bmp . brp;
barcodeproperties. bmp E extract brp ﬁ newlayout brop it Shesintr
bordersproperties.bmp E getpicture. bmp @ aoffset.brap
cancekelectionmode. brmp E getzignature.bmp @ Printeroptions. bmg
<] | LI W Auto display er
File name: |inhnswgn brp Open I Giom |
Files of type: IAII j Cancel | |

3  Select the signature file, then click Open.

Adding a Signature from a Signature Capture Device

Use this option if a Signature Capture Device is installed and configured. The Signature pad option
is enabled only when the appropriate device is enabled in the Options menu (Options > Multimedia
devices > Signature).

1 From the Card window, right-click the signature area. A shortcut menu appears.
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2 From the shortcut menu, select Signature
pad. The Signature window appears, 0K
allowing you to preview the signature.

3 Click OK to paste the signature in the card m _ 4 e
window. U% P Help

Right-Click for sighature meru

Working with Photos and Signatures

The EntraPass Integrated Badging feature allows users to extract part of an image or enhance
images that are incorporated into cards.

Extracting Part of an Image

If you have incorporated a large image but you need only part of it, you can select and extract the
part that you want to assign to the card (picture, signature).
1 Right-click the image you have just imported.

NOTE: The Extract option is enabled after you have started the selection mode. Similarly, the
Undo option is enabled only when an image has been pasted.
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2 Select Start selection mode from the shortcut menu.

NOTE: You can increase the size of the selection rectangle by dragging its sides and corners
to adjust to the part of the image you want to extract. You can also move it by dragging it to
the desired area of the image.

3 Once you have selected the part you want to incorporate into the card, right-click the image again. A
shortcut menu appears.

NOTE: To disable the current selection, right-click the picture, then select Cancel selection
mode. Select Undo to discard the changes. The Undo option is enabled only when you have
pasted an image.

4 From the shortcut menu, select Extract.
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Editing a Picture/Signature
1 Right click the image you want to edit.

NOTE: The Barcode area allows you to assign a barcode to a badge for identification purposes. Select
any item from the drop-down list to be used as the value of the barcode. Select Custom to enable the
Value field and type a specific barcode value. If you do not enter a custom barcode value, the Card
number is used as the default value.

2 From the shortcut menu, select Edit (picture or signature).

3 Adjust the features of the image using the displayed options. The Reset all option enables you to
go back to the original image:
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* Auto contrast: this feature gives better contrast by intensifying lights and shadows: it
makes the darks darker and the lights lighter. In general, this auto contrast feature gives a
good result when a simple contrast adjustment is needed to improve an image’s contrast.

e Sharpen: this feature provides more definition to blurry images by applying sharpening
only when an edge is found.

e Brightness: this feature allows you to add light to the image by sliding towards the positive
values.

* Reset all: this feature allows you to undo all the changes and to restore the original image.
4  Click OK to close the Picture editing window.

5 From the Badge layout pull-down menu, select a layout to associate with the card you have defined
To define a badge layout, see "Badges Designing” on page 233.

Printing Badges
You may print badges from a Card or from all Badge preview windows. The software is set up to let
you print one single or double-sided badges.

Before you print, you have to select a badge printer. It may be any network printer, or a specific
badge printer.

Selecting a Badge Printer

1 From the EntraPass Workstation window, select the Options toolbar, then click the Printer
Options button.

2 From the Printer options window, select the Badge printer tab.

& Printer options E\
Log plinlsrl Fieport printer] Badge printer 1
0K
[+ Badge printer
Cancel
Select hadge printer X
[\brofmnl1\BROZPR 07 =] 7 Heb
Details
Origin offset
% ais 0 =
Y awis 0 3: [ Irvert reverse side
v Use barcode code 39 as font
Font

NOTE: You can print badges to any network printer. However, to print badges on appropriate
cards, you have to select a badge printer.

3 Check the Badge printer option to indicate to the system that a badge printer is selected. If the
Badge printer option is checked, the Print badge and Preview badge are displayed in windows
where you can print badges (Card windows).

4 From the Select badge printer drop-down list, select the printer dedicated to badging.
5  Adjust the margins:

»  Origin offset, X axis: indicates the left margin.

e Y axis indicates the upper margin.
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Previewing and Printing Badges

The Badge - Preview and Print window allows you to preview a badge layout with card information
(if the badge layout is associated with a card) or with default values (if the template is not yet
associated with a particular card). The program permits you to print single or double sided badges.

1 From the Card window, click the Preview badge button.

NOTE: From the Badge design window, the preview option allows you to view a badge with
default values since there is no card associated with it.

2 From the Badge - Preview and Print window, choose a printing option:
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e Print front side: only the front side (preview in the left-hand pane) is printed.

e Print back side: only the back side (preview in the right-hand pane) is printed. This button
is enabled only when the badge is defined with two sides.

e Print both sides: the front and back side are printed. This button is enabled only when the
badge is defined with two sides.

NOTE: Important! In Order to print badges with barcodes, your printer has to be properly set.
You have to select the “black resin” option, otherwise, barcode readers may not detect the
barcode. If you have problems with barcode printing or reading, refer to your printer
manufacturer’s manual.
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Badges Designing

EntraPass contains a badge layout editor which enables users to create, save, edit or delete badge
templates that are later selected and associated with cards for badge printing. You can create and
edit badge templates, add colored or graphic backgrounds, logos, text, barcodes, and place photo

or signature holders.

Creating a Badge Template
1 From the Users menu, select the Badge icon. The Badge window appears.

E ES

Badee
= e R = R

English

[ adge Template

Card layout [ &iadge Template =l e
rend

IPlésentatlun de badge

[ Set as default card [ayout

Freview the front side Preview the back side

Click here to modify the card layout

NOTE: The Badge window contains all the tools available in other EntraPass windows: new,
save, copy, delete, print, links, search (the Hierarchy button is disabled). However, it contains
an additional 1-2 button which allows to modify the number of sides assigned to a badge

layout.
2 Click the New icon in the toolbar. The Badge properties window appears.

To Specify Properties for a Badge Layout
1 Inthe Badge properties window, indicate the number of sides for the badge, then select the desired
size for the badge layout, then click OK.

Fadge T |
a1 e B = [ E R S
English
Card layaut | =l I_ .
S badepoperies R
I=| G2t a5 detanlt card laymit
Preview the front side ‘ & ine sided © Twosided 2 o
Badge size 7 Help
& 337212 (Defau)
€ Custom %
Uit
& Inches x 100 £ MM 110 |
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2 Indicate the number of sides for the badge, then select the desired size for the badge layout, then
click OK.

NOTE: Measures are expressed either in inches or millimeters (a hundredth of an inch or a
tenth of a millimeter). To change the unit of measure, check the appropriate radio button in the
Units section.

Fadge [_[C]x

EEEFIEREE

English

Card layout
¥ I French

Mouvelle présentation du badge

™ Set as defaul card layaut

Preview the front side

Click. here ta madify the card lapout |

1 Close | X Cancel | P Help |

w

Enter the name for the badge template in the language fields. You can enter up to 40 characters.

4 You may check Set as default card layout if you want this new design to be automatically used
for all new badges.

NOTE: Only one default layout is available. When you select one layout and check the option
Select as default card layout, the current default layout is replaced.

5 Click the Save icon to save the badge template.

To Edit a Badge Layout

The Badge design utility allows users to edit the badge layout, to add background color or graphics,
to modify the font, etc.

NOTE: Once a card layout is created, you cannot modify its size; you have to create a new
layout. However, you can modify the number of sides by clicking on the Sides icon in the
Badge window toolbar.
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To Modify the Number of Card Sides

1 From the badge window, select the badge you want to edit.

Badge Template
M odéle de badge

2 From the Badge window toolbar, click the 1-2 button.

Badge Template
) Badge Template ’—’
Présentation de badge

3 Click the Save icon to save the new badge information.
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To Modify the Background Color

1 From the Badge window, select the badge you want to modify.
2 Click the Click here to modify the card layout button (located in the lower part of the window) to
open the Badge design window.

NOTE: When you move the cursor over the Badge design objects, a hint explaining each
object appears.

3 To modify the template background color, right-click anywhere in the work area. The Properties
shortcut menu appears.

Working area

-
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Select Properties. The Background Background propertics

properties window appears.  Background [ Frevie 7o |
. . % Mo background

Select the appropriate options for the = 00 r X ol |

template: Select oalon 2 Help

* No background (default setting) { Use image as backgiound .

e Use color as background: this Giel=ch e
option will allow you to apply a o
background color to all the designs.

+ Use image as background. This || & et
option allows you to incorporate an
image that will be displayed as a
watermark in all the badges.

» Orientation: allows you to select a landscape (horizontal) or portrait (vertical) display.

To Add Objects to a Badge Layout

By a simple click and drop feature, the Badging utility permits you to incorporate objects into the
badge template:

Card fields information,

Barcodes,

Text boxes,

Current date,

Previously saved images and logos (BMP, JPG, GIF, etc.),
Border,

Rectangle (including rounded rectangle, ellipse),

Line, pointer,

NOTE: Objects are incorporated with their default settings. To modify an object’s properties,
right-click the object, then select appropriate settings from the shortcut menu.

To Incorporate Card Information Fields

1

Badges Designing

To add card information fields to the badge template, click the Card fields icon. The Card fields
submenu appears.

To modify an object property before you drop it, go to Options in the Badge design window, then
choose Show properties on drop. If you do this, the Properties window will open every time you
drop an item in the template work area.
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NOTE: To enable last and first name selection in the Card fields menu of |z it rie
the Badge design window, go to the Options menu, then choose System | rad yzer name
parameters, select the User name format tab, check Parse user name | rad information 1
checkbox, then select the name (first or last name) that will be used for | Cad information 2
sorting cardholders’ names. For more information see "User Name Format" | Card information 3
on page 419. Ernployed numbsr

. . . Card information 5
3 From the shortcut menu, select the card information field you want to add to the

template layout, then click in the template work area to incorporate that field | =i ramation 7
you have selected. Card imformation 8
Card information 3
Card infornation 10
Start date
End date
Picture
Signature

Card infarmation G

Last name

First name

NOTE: When you add a photo to a badge design template, the photo that appears is only a
placeholder. It indicates where the cardholder’s photo will be displayed. When a badge is
assigned to a card, the appropriate cardholder’s photo is displayed.
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To Align Objects in the Template Layout

Grids assist you in aligning items in the badge layout template. It can be used as a visual aid to
place items on gridlines.

Three options are available to help you align your objects in the badge template:
e Show gridlines: displays grid points to aid with object alignment.
e Align to grid: must be activated before you start building your template. As you “click and

drop” design objects in the template work area, they will be “snapped” to the nearest grid
mark.

e Grid settings: allows you to specify the horizontal (Height) and vertical (Width) grid
spacing (in pixels).

NOTE: To disable the grid unselect Show gridline in the Align menu.

To Modify Card Fields Properties

Objects are incorporated in the template with their default settings (font, color, etc.). You can modify
the settings later. For example, you can modify the appearance of any text object, such as card
field, static text, date, etc.
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1 From the Badge design template, right-click the object you have inserted (in this example, Card
information fields).

2 From the shortcut menu, select Card fields properties.

NOTE: The Properties menu item depends on the selected item. For example, it will change to
Image properties or Current date properties, depending on the selected object.

Card fields properties

Font Size
Abadi MT Condensed Ligh~ Im— ~Font style Text justification 2 Help
| I Bold Harizonkal— ~Wertica =

Ar!ﬁ‘ Black I™ lalie i+ Left i+ Top

Arial Narrow rlineeine

Awant Garde Book BT i Centre: " Centie
Awant Garde Medium BT Color .

Book Antiqua. lﬁ- ok - " Right " Bottom
Bookman Old Style

Calisto MT —Text orientatiors Background

Century Gothic &0 270 & Transparent

Comic Sans M3

CammonBullets 90 € Other '® Sdltiohaedy
Coppetglate Gaothic Bold =

Capperplate Gothic Light | e | N El
-~ st 48

—P T Drawframe —— |

™ word virap e eol i
W EBlack |

[~ Set as default
~Previe

AaBbYyiz

Device is not capable of 90-degree character rotation
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From the Card fields properties window, you can modify all the text properties:
. Font (name, color, style (bold, italic, underline)),

e Background (transparent or solid with a color),

e Justification (horizontal, vertical),
»  QOrientation,

e Parameters (word wrap, for example).

To Modify Picture Properties

Badges Designing

NOTE: The Set as default checkbox allows you to apply all the characteristic to all text objects
that will be incorporated in the template.

NOTE: When Text Orientation is set to “Other” it is not possible to resize the field.

This applies to any picture object such as photos, logos, and signhatures.
From the Badge design work area, right-click the image (picture, logo) or signature that you want to

1

modify.

% Badge design

2

Layout  align  Options  Help

N EEEOcoo N - @i

Front side Eiack side

Card number:

Delete

Cjrtdate -

Bring ko Fronk
Send to back.

Image propetties

From the shortcut menu, select Images properties.
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3 You may select another image from file or

modify the image properties:

e Stretch ratio: select this option if you
want the image to be centered in the
image holder space, while keeping the
proportion of the original image.

e Transparent mode: if you choose this
option, there is no background color,

 Draw frame: select this option if you
want a frame around the picture
object,

* Frame color (enabled when a Frame option is selected): select this option if you want to
apply a specific color to the image frame. The Frame color drop-down list enables you to
select a custom color from the frame.

4 You may check the Set as default option if you want these properties to apply to all image objects
you add in the badge template.

To Add Static Text Objects

To add text objects to a badge, first click and drop a text box, then enter the text in the Text

properties window. It is also in the Text properties window that you modify the text appearance.

1 From the Badge design tool bar, click the text icon. To resize the text box, select it and use the two-
headed arrow to drag the sizing handles to the desired position. This also allows you to change the
height and width of the text box.

2 To align the text box, see "To Align Objects in the Template Layout" on page 239.
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3 To add text to the text box, right-click the text box, then select Static text properties from the
shortcut menu.

Reference Manual

Font Size X Cancel
[ Font style T et justification
B 7 |
[ Bl Horizontat— i

Arial Black [ Italic & Left

Arial Narrow ™ Underine

Awant Garde Book BT i~ Cenlre £ Centrs
Awant Garde Medium BT Color

Book Antiqua B Ok — i Right " Bottom
Bookman Old Style

Calisto MT ~Text orisntation Backgiound

Century Gothic &0 270 & Transparent

Comic Sans MS

CommonBullets 90 £ Other € Solid with & colar
Coppetplate Gothic Bold —

Copperplate Gothic Light = 780 I‘15 = I- Black |
—Parameter T Drawframe — |

I word wrap Frame ol

B Black T

[~ Set as default
[ Previes

Enter text here

Device is not capable of 90-deares character rotation

4  Enter text in the Enter text field; then modify the text properties as desired. The Preview section
shows the result of the changes you apply to the text.

To Add Bar Codes

The Badging feature allows users to add bar codes to badges. By default, the barcode value is the
card number, if no other value is specified.

1 From the Badge design window, click the Barcode icon, then click in the Badge design work area.
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2 To align the barcode, see "To Align Objects in the Template Layout” on page 239.

To Set Up Barcode Properties

1 From the Badge design window, right click the barcode to open the Barcode Properties window.

Supported Encoding Options:
Code 39 or Code 39-Modulo 43
POSTNET

Codabar

EAN 8 & EAN 13

UPC A

UPCE

Code 2 of 5

Interleaved 2 of 5

Code 128

2 From the Properties window, you can define settings for the barcode that you want to incorporate in
the Badge design.

NOTE: If it is necessary to set Barcode encoding option to Code 39-Modulo 43, set Field
Checksum to true.

To Add the Current Date

You add the current date just as you add any other design item by selecting the item in the tool bar,
then by clicking in the Badge design work area.
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1 From the Badge Design template, select the Current date icon, then click in the Badge design
work area.

2 Right-click the current date to display the shortcut menu.

3 To align the current date, see "To Align Objects in the Template Layout" on page 239.
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4  Select Current date properties from the shortcut menu.

Date format [26-5-2003 =l &I
fort ez _ X |
S [0 [ffentsyls Test justfication O
Abadi MT Condensed Ligh ™ Bold e o S =
I~ lalic - &

Arial Black I Undedine o Leh o

Avrial Narraw ) Leriie ] Cerifre

Awvant Garde Book BT Calor .

Awvant Garde Medium BT I- Black - < i Gl

Book Antigua

Bookman Old Style ~Text orientation ~Backaround

Calisto MT 0 27 & Transparent

Century Gothic o

Comic Sans M3 90 @ iR " Solid with a calor

CaommonBullets

B W Glack =l

Copperplate Gothic Bold B 180 | =l l_

opperpiate Bonie 808 =1 {3 =l
[ Parameter I Draw frame

= ordlran Frame ol

B Custom e |

[~ Set as default

[ Previes
[é)":
el

5 From the Current date properties window, you can:
e Select the date format (top of the window)
e Change the text properties: font, color, justification, orientation etc.

To Add an Image

Background images can be imported from any directory. Scanned images, photos taken with a
digital camera and artwork created in any illustration design program can be incorporated into the

badge design.

1 From the Badge design window, select the Picture icon.

Reference Manual
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NOTE: The Badging feature supports most available image formats: BMP, JPG, EMF, WMF,
GIF, PNG, PCD, and TIF.

2 Drop the Picture icon in the template work area. The Image properties window appears.
3 Click the Select image from file button. The Open window appears, allowing you to select an

image.
Look jr: |@ Logos J _I _I _I I__I Picture [498x57]
corporate.jpg @FrontcoverEntraSpec iPg S Click the zoom
Corporate_with_tm.jpg @HeaderSE copy.jpg @ bUtton to

DSC_Integrated_Systems_Logo.jpg @kan zign.jpg
Entrapass_white.jpg f
EntraPasslnst_Ref.jpg

increase the
size of the

EntSpecl.jpg @ LogomasterpagerSlgn Spec.jpg Imag e in the
< | _’I W Auta display er preview pane
File name: Ikan_sign.wmf Open I Stop |
Filez of type: IAII j Cancel | |

4  Browse to the desired image, then click Open. The picture appears in the template area.

NOTE: When you import an image, you have to resize it to its original size as illustrated on the
following image.

5 Using the sizing handles, adjust the image to the desired size, then move it to the right-hand
position; you can use the grid to align it properly. For more information, see "To Align Objects in the
Template Layout" on page 239.

Badges Designing 247



SPECIAL EDITION

ENTRAPASS™

—Q@—

6

To Place Other Design Objects

The Badging feature lets you add borders, rectangles (regular, rounded, ellipse), lines and pointers,
just as you add any other design object, by a click in the toolbar, then a drop in the design work

area.

1

From the Badge design window,
select the object you want to add
(next to the Diskette icon), then
click in the Badge design work
area” The Border properties
window opens.

To modify the border properties, ::
select the border color, the border

Reference Manual

style, and the border width. You =i -
may check the Set as default === = = =

option, then click OK to exit.

To Place a Rectangle
From the Badge design window, select the rectangle tool (next to the Border tool), then click in the

1

248

work area.

Gard user ni | sorder Preie o
cew....o ... | Border Color I—I
‘departemer | [E o | X Cancel
s Am e, | Boder style ? Help
12'2.0.92: W Soid -
S Border width [1..20]
i S
[~ Set as default

Cardnumber: -

i Border properties

Right click the image to modify its properties. For details, see "To Modify Picture Properties" on
page 241.
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NOTE: This applies also to rectangles, rounded rectangles and ellipses.

2 From the Rectangle properties window, you may define the rectangle properties before importing it:
e Line color,
e Line style,
e Line width,
e Background (brush style and brush color).

Validating Card Access

The Validate card access feature lets you view access levels that are assigned to a particular
cardholder.
1 From the Card window, select a card.

SREE]
CRDE @[ Ewn a
il ez P snith ::l Creation date 10-03-10
Madification date 2010-03-10
Modification count 3
Cordrumber | General | pccesslevel | Micelaneous | Comment | Piture
Card Infiormation 1 Card Information &
Card Infarmation 2 Card Information 7
Card Infarmation 3 Card Information &
Card Infiormation 4 Card Information 9
Card Infarmation 5 Card Information 10
| I
1 close XK cancel 7 Help
2 From the Card window toolbar, click the View and Validate Access button (the key icon in the

toolbar).

3 Select a site from the Gateway and site list.
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From the Select specific value section, select the date, time and the door on which the validation

is required. The system displays the access levels for the selected door as well as the schedules

assigned to the displayed access levels. The Access Level column displays the access levels

associated with the selected door. The Schedule column displays the schedule associated with the

access level.

¢ Red—Indicates that access to the selected door on the selected date and time is not
allowed (not authorized).

«  Green—Indicates that access to the selected door on the selected date and time is allowed
(authorized).
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Cards Printing

Use the Print feature to print a specific range of all the cards that are stored in the database. You
can select various filters to customize the card list. You can preview your list so that you can modify
or verify the settings (fields) before printing. You can also use the Font button to set a different font
and font size for your report.

NOTE: Whatever your selections, the card user name and card number will always be
displayed. By default, only fields containing information will be printed. If no fields are
selected, only cards containing information will be printed. If you want to print empty fields,
check the Print empty fields option. If you want to print component references, check the
Print component references option. If you want to simply preview card reports there must be
at least one printer installed on the computer.

Printing Cards

Cards Printing

1 From the Card dialog, click the Printer icon.
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NOTE: By default, empty fields are not printed. To print empty fields, check the Print empty
fields option.

2  Select a sorting criteria from the Card Index drop-down list. These are card information fields.

3 If you are printing a specific range, check the Specific range option. Select the field that will be
used to sort the card list. For example, if you select Card number, the cards in the list will be sorted
according to the card numbers in ascending order. This field can also be used to target a specific
range of cards when using the Lower/Upper boundaries fields.

If you want to print a specific range, you have to specify a starting number in the Lower
boundary field. It has to be used with the Upper boundary field. You must use the “card
index field”.

If you have decided to print a specific range and if you have entered a Lower boundary
value, enter the last number or letter in the Upper boundary field. This field is used with
the Lower boundary and the Card Index field.

NOTE: Only cards that match ALL the selected filters will be printed. For example, if you
specify six filters, all the six criteria must be met. Cards that do not match all the six criteria
will not be included in the range.

4  Select the Filter option if you do not want the system to search through all the cards of the system.
Filters will restrict the search and facilitate the production of the desired card list.

Start date between—The system will include cards with a “Start date” field which is within
the specified range (Miscellaneous tab).

End date between—The system will include cards with a “Use end date” field which is
within the specified range (Miscellaneous tab).

Card —Check the option and then select the desired state. The system will include cards
that have this card state selected in the Card window (Miscellaneous tab).

Select the Exist trace for the system to include cards that have the “Card Trace” option in
their definition (Card window, Miscellaneous tab).

Select the Exist comment option for the system to include cards that have information in
the Comment field in their definition (Card window, Comment tab).

Select Exist PIN—The system will include cards that have a PIN.

Select Exist delete when expired—The system will include cards that have information in
the Delete when expired field (Card window, Miscellaneous tab).

Select Exist wait for keypad for the system to include cards that have information in the
Wait for keypad field (Card window, Miscellaneous tab).

5 You may also check the Print selected fields to include specific data. If you select this field, no
other fields below, the system will print the cards that match the filters you specified above with the
card number and user name only.
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6 Click the Select door access filter button if you want to include cards associated to a door.

& Select door for access filter [ X]
] | v |
[ [07.01] 01 - KT200 - 5ecurity Office
[ [01.02) 02 - KT200 - Secuiy Difice ) B
[ [02.01] 01 - 7300 - Security Office 2 Help

[[][02.02) 02 - KT 300 - Security Dffice
[J(03.01) 01 - KT100 - Secuwity Office

[ (03.02) 02 - (03] KT100 - Security Dffice 5 Select ol

i

=
g Clear al

* Baszed on time " Based on schedule

7 Select the Based on time option if you want to select cards according to the time or select Based
on schedule if you want to select cards according to a defined schedule.

NOTE: To extend the selection, right click within Select door for access filter window.

8 Check the appropriate field you want to print. The system will include the field content as it appears
in the card definition.

9  You may save the list as a.QRP file (Quick Report) to view later using the Quick Viewer option.

10 You can also use the “Font” button to use a different font and font size for your list. The changes will
appear automatically in the sample box. Use the Preview button from the print window to preview
your report.
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Last Transactions Display

254

The View last transactions feature lets you view the most recent transactions for the selected
cardholder. For example, the window will display “Access denied” as the type of event, and will
display the date and time as well as the event message that was displayed in the Message desktop.
The system displays the 15 most recent transactions for each category:

Access denied events (bad location, bad access level, bad card status, etc.),

Access granted events,

Database events (that have affected the database, such as: card definition modified, relay
definition modified, etc.),

Other/Miscellaneous events (these include events that were generated by cardholders),

Time and Attendance events (entry, exit).

NOTE: To view more transactions for a specific category, see the “Card use report” option in
the Historical Report definition menu.

Viewing the Last Transaction

1

From the card definition window, select the View last transaction icon.

» Type: Displays the event category.

- Date and time: Displays the date and the time stamp of the event message.

« Event message: Displays the event message that was sent when this event occurred. This
is the same message as in the Message desktop (Desktop menu).

» Details: Displays additional details directly related to the type of transaction. For example,
for a “card definition modified” event message, the Details column lists the EntraPass
applications from which the card was modified as well as the operator name.

* Refresh: This button can be used to refresh the window with new transactions as they
happen. As cardholders generate events, new information is available.

e Parent: To view the parent component of a selected component. For more information, see
"Basic Functions" on page 38.

e Print: Use this button to print an exact copy of the window. For more information, see
"Basic Functions" on page 38.
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Preview: The Preview button request the selection of a printer and then displays the
Report Preview dialog.
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Card Access Groups Definition

Pre-programmed card access groups allow quick selection of access levels for various sites of the
system. This card access group can be recalled during card programming instead of re-entering the
access levels for each site. It is only the card access group information that is associated with the
card. Therefore, you can modify the card access group information without modifying the card
access information.

NOTE: When importing cards, the Card access group may be used to assign an access level
to the cards.

1 From the Users toolbar, click the Card access group icon.

2 To modify an existing card access group, select it from the Card access group drop-down list. To
create a new group, click on the New button and enter the group name in the language section. The
Site column displays the site associated with a card access group.

3 Fromthe Access level drop-down list, select the access level that will determine the access to the
doors of the selected site.
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Access Levels Definition

Access levels determine where and when the card will be valid. Pre-programmed card access
groups allow quick selection of access levels for various sites. A total of 248 access levels can be
programmed per site. In order to assign an access level to a card, you have to:

*  Create schedules that will correspond to the time the user has access to the desired doors

* Assign the created schedule to the desired doors (in the Access level definition menu)

» Assign the access level to a card.

NOTE: The default access level is Always valid, all doors: cardholders assigned this default
access level have access to all doors at any time. To restrict access to certain doors and at a
certain time, you have to create a specific access level.

1 From the Users toolbar, select the Access level icon. The Access level window appears.

[i2 Access level = |
W EREEERNED
Englizh
Site IO Site 1 j ISite 1 - Always valid, all doors

Access level French

ISite 1 - Always valid, all doors

Cioor Schedule

[01.01) 01 - 071 - Sitio 1 Always valid L
[01.02) 02 - 07 - Site 1 Always valid

i'L Cloze | 5 Canoel | ? Help |

2 From the Access level drop-down list, click on New, then assign a meaningful name to the access
level you are creating.

NOTE: Components that are displayed in the Doors and Schedule columns have to be pre-
defined for selection. To define Doors: Devices > Door. To define Schedules: Definition >
Schedule.

3  From the Doors list, select the doors to which the cardholder has access.

4  From the Schedule column, select the schedule during which the cardholder will have access to
the corresponding door.
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CSV Files Import and Export

The CSV Import/Export feature allows the ability to import or export card files that are saved in a
CSV (Comma Separated Value) format. Importing/exporting data between two applications allows
the ability for the two application to share data. CSV files can be edited in most applications (Excel,
NotePad, etc.). You will use the CSV Import/Export feature if:

* You are upgrading from EntraPass DOS or WinPass 64 and you want to retrieve the cards
created in these previous versions.

*  Your company desires to import the card database information into the payroll system. Using
the Import/Export feature will save a considerable amount of time in setting up the card holder
database.

*  Your company has a new database: instead of having to reprogram all the information already
available in the card database, the system administrator could export the data contained in the
card database (names, departments, card numbers, etc.) into a CSV file that can be imported
into the target database.

NOTE: The CSV Import/Export feature imposes a number of rules: each field contains a
specific value format that has to be respected. For example, the card state field will only
accept the following values (0O=valid, 1=invalid, 2=stolen/lost).

To Import/Export card information, you may use Kantech pre-defined patterns or you may create
your custom patterns.

Using a Predefined Pattern

Two patterns are available: the EntraPass (1,2,3) and the WinPass64 model. You may use the
template “as is” or you may edit it.
1 From the Users toolbar, select the Import/Export CSV file button.

2 From the Select operation drop-down list, select either Import or Export.

3 Inthe Available Patterns pane, select the pattern you wish to use. This depends on the software
you are upgrading from.

4  Use the Edit pattern button if you want to edit the pattern.
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Creating a New Import/Export Pattern
This menu lets you create your own import/export mask that will be used to import or export CSV
files.

1 From the Users toolbar, select Import/Export CSV File icon. The system displays the Import /
Export CSV file window.

W Impott / export CSY file ll
Select operation Trahsaction file %4 Export |
| Export =] = —
Available pattemns Pattern contents 5 e pattern

“atternE ntiapa X] Field separatai=I - Edi pattem
Transaction code ————
Card number Delete patterm
Card user name -
Card information 1 ® BT

Card infarmation 2
Card infarmation 3
Keypad value

Card state j'L Close

T SN
N '.aF:e. . _I ? Help
| [ [

2 From the Import/Export CSV file window, click on New Pattern. The New pattern window displays
a list of all the fields that are available in the EntraPass card databases. They contain specific value
formats that have to be respected. For example, the card state field will only accept the following
values (0=valid, 1=invalid, 2=stolen/lost).
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3 Double-clicking on the available fields or using the left and right hand buttons moves the field
back and forth. Once the fields are selected, you can use the red Up / down arrows to organize
information (this will indicate how information will be arranged in the CSV file).

NOTE: The card number must always be selected for every pattern including a specific card.
For example, if you select the field Card #1 - Stolen/Lost, you must also select the field Card
#1 - Card Number.

4  Specify the Add code and Modification code. These codes are used by the system to identify,
when importing a file, which card has to be modified or added to the card database. Default add
code is “+” and default modification code is “+”.

5 Select the Delete code. This code is used by the system to identify, when importing a file, which
card has to be removed from the card database. Default delete code is “-". Field separators can be:
tab, space, comma, semicolon (;) and other.

6 Selectthe Field separator. This code will be used to separate the selected fields when importing or
exporting data. Usually a comma (,) is selected. Keep this in mind when adding users’ last names
and first names separated by a commas.

7 Select the Date format. The date will be exported or imported according to the specified format.
The most commonly used format is YYYY/MM/DD. Other date formats are:

e MM/DD/YYYY
 DD/MM/YYYY

*  YY/MM/DD
« MM/DD/YY
« DD/MM/YY

NOTE: The Use DLL feature allows you to enable a program that will convert specific card
numbers. You may use the Remove DLL when you do not wish to enable the program that
converts card numbers.

8 Click OK to exist the pattern window and to specify the new pattern name.

i¥ Enter Pattern Name =]
o 0K |
Pattern Name
C. |
IEmtel hame herd M
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Enter the pattern name, then click OK. The system automatically returns to the Export/Import CSV
file window. The pattern you have just created is displayed in the Available patterns list.

If you want to add or remove fields from your pattern, double-click the new pattern to edit and make
the necessary modifications. Now you can import or export your information using the new pattern
you have just created.

Exporting Cards

Your organization may need to export the card database data into another application. You may use
a predefined template or create a custom template.

From the Users toolbar, select the Import/Export CSV File button. The system displays the
Import / Export CSV file window.

1

Transaction file Q;g Evpart
= | | —
3
Pattern contents 5S¢ New pattem
. | Ficid separator=] - Edit pattem
Tranzaction code —
Card number Delete pattem
Card user name -
Department ® Efrar, |
City
Street
Keypad value £ [
ose
Card state —IL
Trace =l 7 Help

From the Select operation drop-down list, select Export.

From the Available patterns list (left-hand pane), select the pattern you want to use when
exporting cards. If necessary, you may edit the pattern so that it matches the target application
pattern, else, you may create a new one. (For more information on how to create a pattern, see
"Creating a New Import/Export Pattern" on page 259).

For the Transaction file, click on the three-dot, then select the folder in which EntraPass will save
the card database content. You can open the CSV file in Excel, NotePad, etc.

2= Select a directory

Folders " OK I

. X Cancel |
(L3 Exportdataerrors ? Help |

Drrives

=SC j ﬁ New folder |
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5 Once you have selected/created an export folder, click OK to return to the Import / Export CSV file

window.
B fmpart ? export CSV file [ ]
Select aperation Trarsaction file %4 Evpart |
Export - | |CAEwportdata’ —
I £ J I _I Jac New pattem
Avalable pattens Pattern contents El
PatternE ntrapas Field separator=] N Edit pattern
Transaction code —_—
Card number Delete pattern
Card user name
Departrert ® Erior
City
Shreet
Keypad value =
Cloze:
Card state: IL—
Trace LI ? Help

6 Click the Export button; it is enabled once the transaction file is selected. The system displays a
window allowing you to filter the cards you want to export.

% Export card's filter ﬂ
) j'L Close
Card index I Card rumnber j
» X Cancel
v Specific range
Lower baundary IDD 0nono ? Help
Upper boundar 0000000
i " I IE Expart
1w Filer
T Start date between
[2008-09-21 JI= [ EEEER] I=|
T End date between
[2008-09-21 JI= [ EEEEE =
I~ Trace I~ PIN
I~ Invalid Card State [~ Delete On Expired
[~ Comment [~ ‘wait For Keypad

NOTE: For cards to be included in your file, they must match all the selected filters, if one or
more filters are not matched, the card will not be included.
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your selections, click the Export button. The Import / Export CSV file window appears.

OR fmpost } export CSV file [x]
Select aperation Transaction file Q;i Export
Erport ¥ | |C:AExportdatat 20020605, csv —

I D J I _I Jar New patterm
Available patterng Pattern contents E)
PattenE nirapass(1.2.3] Figld separator=] = Edit pattern
“Winpassbd Transaction code
Card number Delete patten
Card user name
Diepartment ® £l
City
Strest
Keypad walue m ol
oze
Card state IL—
Trace =l “? Help

| Mumber of exparted cards: 1 [

NOTE: The Transaction file field shows the target file name and location. By default, the
export file is saved in the specified folder (Exportdata, in this example). The status bar (lower
part of the window), shows the number of imported cards (1, in this example). The default
name is YYYYMMDD.csv. You can open the target file with NotePad for instance.

Importing Cards

1 From the Users toolbar, select the Import/Export CSV File icon. The Import / Export CSV file
dialog will display on screen.

T Fmport § export C5¥ file

Select operation

Avallable patterns

Exportpattern
Mew pattern
Winpassbd

TR - | |

Transaction file

Patterm contents

Field separator=1
Transaction code
Card rumnber
Keypad value
Card state

Trace

W ait for keypad
Card information 9
Card information 10
Using end date

I Transaction cods

I Card numnber

@ |mpart
e Mew pattern
—
Edit pattern

Delete pattein

® Exrar, |

j-'L Cloze
? Help

2 Inthe Select Operation drop-down list, select Import.

3 Click the Available patterns button to select the pattern that will be used to import the cards

information (for more information on how to create a pattern, see "Creating a New Import/Export
Pattern" on page 259).

CSV Files Import and Export
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File to import HE
Losk [ 3 L] B =i sl
EntraPass Global E dition [MCC Dos) [C3Tsc100
EntraPass Special Edition 2
I0Pass
Miscellaneous
ProgressReport
RESOURCE DATA
L I i
flename: |20020509.csv Open I
Files of ype: IESV files j Cancel

5

1% fmeert  export CSV file

Select operation

Tranzaction filz

Avwailable patterns

Expartpattern
Mew pattem?2
‘Winpassbd

Import j

I\\ My document 420020509, csv _I
Pattern contents

Field separator=]

Tranzaction code=+01:05987 New user cocooo.c
Card rurnber

Feypad value

Card state

Trace

Wit for keypad

Card information 3

Card information 10

Uszing end date

Tranzaction code

Le3 Add o mod
i Add or modify
il | Add or modify
il Add or modify
i | Add o modify
-

A e i

Cards in list : &

Card number d

i'L Clase

Qj Import |

g@t Mew pattern
Edit pattern

Delete pattern

® Eiiar |

7 Help

6
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For the Transaction file, click on the three-dot, browse your hard drive to the CSV file that
contains the data to import into the card database.

Once the file has been selected, click Open. You will return to the Import / export CSV file window.

If no errors are present (or once you have corrected errors), click Import to complete the operation.

NOTE: The system scans the file to be imported; then it displays the results using a color
code. Each entry is identified by a color flag. A yellow or red flag identifies an entry in error.
Errors are frequently caused by the patterns. You have to select another pattern or edit the
pattern you are using so that the pattern entries have to match the source file entries. There
may be errors also even if the transaction code is identified by a green flag.

Correcting Import/Export Errors

The CSV Import/Export feature imposes a number of rules: each field contains a specific value
format that has to be respected. For example, the card state field will only accept the following
values (O=valid, 1=invalid, 2=stolen/lost). The pattern used has to match the pattern used by the
source file. The present section will assist you in correcting import/export errors.
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1 Click the Import or Export button to start the transaction (the following example illustrates a case
of importing CSV data). The lower part of the window displays the number of cards in the list.

& [moart 7 export CSY file

Select operation Transaction file Q:s Impart |

Irnpart =| [" My document 420020503 cav
I D J I _I e Mew pattern
Avwailable patterns Pattern contents El
Field separator=1 Edit pattern
E“PD”D‘;"WB Tranzaction code=+,01:05987 New user cocooe.t
e palter, Delete pattem
\Winpasshé Card rumnber P
Keypad value
Card state (=) Erer |
Trace

Wit For keypad

Card information 3 =
Cl
Card information 10 J Clos=
Using end date P Help
Transaction code Card number d
4|l
i | Add o modify
i Add or modify J
¥ || @ 4dd o modiy
il Add or modify
A -]
Cards in list : 8

NOTE: Although entries in the Transaction code column are identified with a green flag, the
Card number column is empty. This indicates problems in the pattern conversion.

2 Click the Import button.

NOTE: The Error button is enabled because the system encountered problems during the
import transaction.

3 You may click the Error button to display information about the error. The Process error window
shows that the pattern used is invalid.

x|

Compaohent I D ezcription eror
1254727 Invalid : Card access arp.
12:30625 Irwalid : Card access grp.
12:19683 Invalid : Card access grp.
1333542 Invalid : Card access arp.
91:00064 Invalid : Card access arp.
16:05681 Irwalid : Card access grp.
16:23925 Invalid : Card access grp.
17:25804 Invalid : Card access arp.
17.25805 Invalid : Card access arp.
17:25508 Invalid : Card access arp.
17:25507 : Card access arp.
17:25808 : Card access arp.
1728803 Card access arp.

7-255 Cai P

4  Click the Close button to go back to the Import Export window.
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5 In the Import/Export CSV window, double-click the pattern you have used for the Import transaction
(Custom, in the example above).

Available fields

Import / export fields

Building

Tranzaction code

Card access grip.
Card information 10
Card information 7
Card information 8
Card information 3
Comment

Delete when expired
Limnitatics

Not uged

Security level

Add code
Modification code

Delete code

Card rwrnber
Card user name
Department
Team

Lewvel

Card state

Start date
Using end date
End date
Trace

W/ ait for keppad
Keypad value
Image filenarne

& |2

Figld separator | [tah] 'I T

D ate format

4
3

T

['rrre /DD

=

Use DLL to convert card rumbers

Saving field

Mot used

Use DLL | Femove DLL |

X Clos=
? Help

6

From the Field separator drop-down list, select Comma as the field separator, then click OK. Data

in the Card number field indicates that the import transaction will be successful.

i¥ fmpart 7 export CSV file

Select operation

Tranzaction filz

| import =] [MMukarusinemt dh20020509.csv |
Lvailable patterns Pattern contents
custom Field separator=, -
Exporterrors Transaction code
Expartpatternernars Card rumber
Mew patten?
Card user name
Departrment
Team
Level
Card state:
Start date
Using end date LI
| Transaction code Card number j
ﬁ} i Add or modify 01:05787
i3 | Add or modify 01:05805 J
i@ Add or modify 01:05987
{7 i3 Add or modify 01:055929
i3 | Add or madify 01:05330 J
P r.n7007

-
Cards in list : 8

Q_ﬂ Impart |
e Mew pattern
E

Edit pattern

Delete pattern

(%) Erior |

ﬁ Cloze
? Help
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Tenants List

The tenant is a resident in an apartment building or an employee in a company. The tenant can
grant access to a visitor. Tenants list can be created in EntraPass to be used with the KTES.

Creating a New Tenants List

From the Users toolbar, select the Tenants list button.

Edit the Tenants list name. Default value is New tenant list.
Select the Tenant ID length (1 to 5). Default value is 4.
Select the Tenant PIN length (4 to 6). Default value is 4.
Select the Wiegand display format on LCD. Possible values are:
* Hexadecimal 24 bits

 Hexadecimal and decimal 24 bits

 Hexadecimal 32 bits

¢ Hexadecimal and decimal 32 bits

» Decimal ABA 8 digits

» Decimal ABA 10 digits

Default value is Hexadecimal 32 bits

a b wN PR

Adding New Tenants to the List

1 Select the General tab.
2  Click the Add (+)button. You can use the Legend button to display the actual status of each tenant.
3  Configure the tenant parameters:
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Tenant name: Enter the tenant's name (20 characters maximum). Default value is New
tenant.

Tenant ID: Enter the tenant’s ID. The tenant’s ID is an identification code consisting ina 1 to
5-digits number a visitor can use to call a tenant. The number of digits available for an ID has
already been configured when the list was created. Default value is 0000.

First phone number: Enter the first phone number. The first phone number is used when a
visitor select the tenant from the KTES directory. If no phone number is entered, the tenant
cannot be called by the KTES system and will not be displayed in the KTES directory either
(15 digits maximum). Default value is empty.

Second phone number: Enter a second phone number. The second phone number is used
by the KTES to contact the tenant when there is no answer to the first number (15 digits
maximum). Default value is empty.

PIN: A Personal Identification Number (PIN) consists of a 4 to 6-digits number configured for
each tenant. The number of digits available for a PIN has already been configured when the
list was created. Default value is 0000.

Access schedule: Enter the access schedule. For security reasons, an Access Schedule
should be configured in order to link a schedule with the tenant access rights. A tenant can
access the building according to specific time, days and holidays defined in the system.
Default value is Always valid. Refer to see "Schedules Definition" on page 138 for more
information on schedules definition.

Tenant admin level: Select the administration level for the tenant (Installer, Owner,
Maintenance or Tenant). Default value is Tenant.

Tenant language: Select the default language used by the KTES for the tenant (System,
English, French, Spanish, Custom). Default value is Default (for more information on the
system language, see "Kantech Telephone Entry System (KTES) Configuration" on page
93.

Disabled Tenant: A Disabled Tenant status allows the activation of a relay and/or the
generation of an alarm. Default value is unselected (enabled).

Trace: The trace option allows the activation of a relay and/or the generation of a traceability
event. Default value is unselected (not traced).

Hide tenant: This option is used if you want the current tenant’s name to be displayed or
hidden. Default value is unselected (displayed).

Extended door access delay: The extended delays correspond to the additional time lapse
a door should stay unlocked and could be kept opened (for instance, a handicapped person
could need more time to access to a building). Default value is unselected (no extended
delay).

Extended ring: The system can allow an extended number of rings in order to give more
time for the tenant to answer. Default value is unselected (no extended ring).
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4  Select the Advanced options tab.

I_C:dTenantshst EE@

DEDE @ =% a

ey English
Tenants list [ iTenant List A

Tenant List

Tenant ID length 4 : French
Tenant PIN length 4 : Liste de résidents
Wiegand display format on LCD HH:DODDD (Hexadedmal and decimal 24 bits) -

# Tenant name o General | Advanced options . Wiegand
o D 1596 Tenant validation date
Start date 10/15/2010 -

[ Use end date

Do not disturb option

Enable schedule _a\"n’aekly' Schedule
Hide tenant
Second phone number option
Call second number schedule _eWaekIy Schedule
[ call second phane number only on schedule
[ 5P Add ] @ Remave ]
[ ? Legend ] [ m Import ] [ IE Export ]

5 Setthe Tenant validation date:

e  Start date: The Start date is the date from which the tenant can access the system. Enter
the date in the field (mm/dd/yyyy) or click on the calendar button to select a date. Default
value is empty.

* Use end date: The end date is the date at which the tenant cannot access the system
anymore and its status is no more valid. Select the checkbox to enable the end date. Default
value is unselected (no end date used). Enter the date in the field (mm/dd/yyyy) or click on
the calendar button to select a date. Default value is empty.

6 Set the Do not disturb option. This functionality is used to place the tenant in a “Do not Disturb”
(DnD) status if the selected schedule is active. You would check the Hide tenant check box if you
would like the tenant to remain hidden from the list or for search option while in the DnD status.

7 The Call second phone number option enables the use of a second phone number immediately
(bypassing the first number) when the schedule is active. If you would like to use the second phone
number only when the selected schedule is active, you would need to make sure the Call second
phone number only on schedule box is checked.

8 Setthe Wiegand interface for access granted:
 Tenant card number: A 64-bit number associated to each tenant. This nhumber is used by

the tenant to get access from the KTES.
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Card holder for access granted (not available in EntraPass KTES Edition): This card
holder’s number will be the first card number to be used by the tenant to get access from

the KTES.
BTEI\BI“S list EI =
OHDaE @ w e
= English
Tenants st -
Tenant List
Tenant ID length 4 I : French
Tenant PIN length 4 [= iste de résidents
Wiegand display format on LCD HH:DDDDD (Hexadecimal and decimal 24 bits) -
& Tenant name o General \K Advanced options \| Wiegand
@ Wiegand interface for access granted
@) Tenant card number 15:31363
() Card holder for access granted
l 4}! Add ] @ Remove I
CZme] [Eimn) [ Glows] e

Importing a Tenant List

In order to ease the process of importing tenant lists, an automated procedure has been
implemented to guide you through the various steps.

Step 1: Click the Import button to run the Tenant Export/Import Wizard.
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Step 2: Click the Next button and select a CSV format source file.

Step 3: Click the Next button and choose the field to be imported from the list at right. Use the left
and right “hand” buttons to add or remove data fields. A different field separator can also be
selected (default is Comma).

Step 4: Click the Next button and select the tenants to be imported.
Step 5: Click the Next button and then the Import button to complete the operation.
Step 6: Click the Next button to see a summary of the imported data.

Exporting a Tenant List

Tenants List

As for the importation, an automated procedure has been implemented to guide you through the
various steps of exporting a tenant list.
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Step 1: Click the Export button to run the Tenant Export/Import Wizard.

Step 2: Click the Next button and choose the field to be exported from the list at left. Use the left
and right “hand” buttons to add or remove data fields. A different field separator can also be
selected (default is Comma).

Step 3: Click the Next button and select the tenants to be exported.
Step 4: Click the Next button and select a CSV format destination file. Click the Export button.
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Step 5: Click the Next button to see a summary of the exported data.
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Chapter 9 « Groups

The Groups Toolbar

The groups toolbar is useful to create groups so that operators can perform modifications on a
group of components or other system functions.

Deskiops I Status] Operatinn] Users ] Cefinition  Groups lDevices] Swstem I Repnrt] Options I Backup I

B @ ¢ w @
L1 L8] e wHla 2 Wl _./' ] d.- " |
Door group Relay group Input group Access level Floor group
graup

NOTE: Each system component has to be defined before it can be included in a group.

You can create:

e Controller groups

e Door groups

e Relay groups

e Input groups,

e Access level groups
e Floor groups
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Controller Group Creation

The Controller group menu is used to group a humber of controllers of the same site. The controller
group can later be used to perform s, for instance (i.e.: reload).
1 From the Groups window, select the Controller icon.

G Loniraffer group HE 3
EEEEEERND
Englizh
Gateway / Site I@ 01 - Gateway j
Controller group I j French
|N0uveau groupe contrdleurs

[ {@M.01) 01 - G atewayloopeant
11 01.02) 02 - G atewayLoop

j-'L Close | 2@ [Earice] | ? Help |

2 Select the View hierarchy button to display all the sites defined in the system.

3 From the Gateway/Site drop-down list, select the site or gateway from which you want to group
controllers.

4 To create a new group of controllers, click the New icon. To modify an existing group, select one
from the Controller group drop-down list, then enter the necessary information in the language
section.

5 From the list of controllers connected to the selected site, check the controllers that are to be
assigned to the group.

NOTE: For more information on controllers, see "Controllers Configuration" on page 66
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Door Group Creation

The Door group menu is used to group doors of a specific site. The door group can later be used to
carry out manual operations such as unlocking a group of doors.
1 From the Groups window, select the Door icon.

NEEEEIERE
English
Gateway / Site I@ Site WinPass j IA" Doors
Door group B Al Doors French
IToutes les portes

[ 0101707 - Controller WinPass
[ 01.02) 02 - Cantraller WinPazs

i'L Cloze | 5 Carnel | ? Help |

2 Select the View hierarchy button to display all the sites defined in the system.

3 From the Gateway/Site drop-down list, select the site or gateway from which you want to group
doors.

4 From the Door Group drop-down list, select a door group you want to modify or click the New icon
to create a new group, then enter the necessary information.
5 From the Door list, select the doors that must be assigned to the group.

NOTE: For more information on doors, see "Doors Configuration” on page 106.
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Relay Group Creation

The Relay group menu is used to group relays of a specific site. This relay group can later be used
to carry out manual operations such as temporarily activating relays.
1 From the Groups window, select the Relay icon.

M Fatar aroup == B3
English
Gateway / Site [@01 - Gateway =l J&llFielays
Felay group B Al B elays Frerich
| Tous les relais

[01.01.01] 07 - 01 - GatewayLoopoaont
[01.01.02] 02 - 01 - GatewayLoopcont]

i'L Cloze | 26 Cancel | ? Help |

2 Select the View hierarchy button to display all the sites defined in the system.

3 From the Gateway/Site drop-down list, select the site or gateway from which you want to group
relays.

4 From the Relay group drop-down list, select a relay group or click the New icon to create a new
group; then enter the necessary information in the language section.

5 From the Relay list, select the relays that must be assigned to the group.

NOTE: For more information on relays, see "Relay Configuration" on page 122.
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Input Group Creation

The Input group menu is used to group inputs of a controller site. This input group can later be used

to carry out manual operations such as shunt on inputs.
1 From the Groups window, select the Input icon.

4

[ (01.01.07) 07 - 01 - GatewayLoopcont]
] (01.01.08) 08 - 01 - GatewayLoopcont]
] (01.01.09) 09 - 01 - GatewayLoopcont]
[ (01.01.10) 10 - 01 - GatewayLoopeont]

n frpuf group [ [C)=]
O] | ] S aal
English
Gateway / Site I@ 01 - Gateway j |Entrance
Input graup B Ertrance French
IEntrée
[01.01.01)1 01 - 07 - GatewayLoopcont] [1{01.01.11) 11 - 01 - Gatewaploopcont

[01.01.02) 02 - 07 - GatewayLoopcont] [1{01.01.12)12 - 01 - Gatewaploopcont
[01.01.03) 03 - 07 - GatewayLoopcont] [1{01.01.13)13 - 01 - Gatewaploopcont
[01.01.04) 04 - 07 - GatewayLoopcont] [1{01.01.14) 14 - 01 - Gatewaploopcont
[01.01.05) 05 - 07 - GatewaylLoopcont] [1{01.01.15) 15 - 01 - Gatewaploopcont
[01.01.08) 06 - 07 - GatewayLoopcont] [1{01.01.16) 16 - 01 - Gatewaploopcont

Input Group Creation

i'L Cloze | P Carioel | ? Help |

2 Select the View hierarchy button to display all the sites defined in the system.

3 From the Gateway/Site drop-down list, select the site for which you want to group inputs.

4 From the Inputs group drop-down list, select an existing group to modify it, or click the New icon

to create a new group; then enter the necessary information in the language section.
5  From the Inputs list, select the inputs that must be assigned to the group.

NOTE: For more information on inputs, see "Input Configuration” on page 123.

279



SPECIAL EDITION
ENTRAPASGSS- Reference Manual

Access Level Groups Grouping

The Access level group dialog is used to group access levels of the same site.
1 From the Group window, select the Access level group icon.

(@ Mecers level group

NEEEEERD

E nglizh
Gateway / Site |© Corporate site j |Administrator group
Access level group B, & dministratar group French

IGroupe d'adminiztrateurs

Always valid, all doors

fL Close | 56 Carne] | ? Help |

2 Select the View hierarchy button to display all the sites defined in the system.
3 From the Gateway/Site drop-down list, select the site or gateway from which you want to group
access levels.

4  Click the New button to create a new group access level, and assign a name in the English field.
5 Check the boxes that correspond to the access level group.
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Floor Group Creation

Floor Group Creation

This menu is used to group the floors that were created in the floor definition menu. Floor groups
are also used for various operations in the system such as: manual operations (unlocking
schedules), access levels, etc.

1 From the Groups tab, select the Floor/Elevator door icon.

ET[ Floor group =] '
mEEEERE
English
Gateway / Site I@ Corporate Gateway j I Floor Group - QDD

Floor group

B Floor Group - QDD Erere

IGroupe d'étages - IMPAIR

Floor State Schedule ﬂ

Floor #01

2447

Floor #02

None

Floor #03

2447

Floor #04

None

Floor #05

2447

Floor #OE

Hone

Floor #07

2447

3 3 3

C I IR A B B RS B |

Flanr HNA

=

Mrne

2 Select the View hierarchy button to display all the sites defined in the system; then from the
Gateway/Site drop-down list, select the site or gateway from which you want to group the floors.

3 From the Floor group drop-down list, select an existing group if you want to modify it; or click the
New icon to create a new group. Then enter the name of the group in the language section.

4 From the list of defined floors that is displayed by the system, check the state column for the
Floors you want to include in the group. Only floors that have the state field selected will be
enabled when:

A manual unlock operation is done, or

An “input” is programmed, for example, as a push button to enable floors for visitors
(Devices > Input definition menu > Elevator tab),

Cardholders present their card to the card reader to enable floor selection when the
controller is operating in stand-alone mode (due to communication failure). Only the floors
marked with an “X” are available for selection.

5 Only floors that have state selected will be enabled when:

A manual unlocking operation is done, or

An “input” is programmed, for example as a push button to enable floors for visitors (input
definition menu - elevator tab),

Cardholders present their card at the card reader to enable floor selection and the
controller is operating in “stand-alone” (due to communication failure). Only the floors
marked with an “X” will be available for selection
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Chapter 10 » System Status

The Status Toolbar

The Status toolbar allows system operators to view the status of various devices and components
of the access system:

Desktops  Status }Operatiun ] Users ] Definition ] GEroups ] Devices ] Swskem ] Report ] Oplions ] Backup ]

G

Graphic Database

« The Text button allows operators to view, in text, the status of EntraPass applications, sites,
controllers (KT-100, KT-200, or KT-300), doors, relays, inputs. The status displayed depends on
the controller installed.

« The Numerical button allows operators to view the statistical status of all components, by
gateway. For example, you can view the number of inputs in an alarm.

» The Graphic button allows operators to display the graphic status of a controller.

 The Database button provides information on the database structure. In addition, an operator
can perform configuration operations or manual commands from the database window.
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The Text status allows an operator to display the status of a selected component (and sub-
components) as well as all the characteristics associated with this component in a text form. This
menu option applies to all the system devices: applications, sites, controllers, doors, relays and
inputs. The text window contains additional buttons/icons that assist operators in their tasks:

The first seven buttons represent system devices (Workstation, Gateway, Site, Controller, Door,
Input and Output).

Summary / Detailed list—The magnifying glass icon is used to display components that are not in
normal condition. It displays a summary list or a detailed list.

e Summary: shows the components that are not in normal condition

»  Detail: shows all the components in any condition.

Stop display—This button is used to stop the display when the information is taking too much
time. It cancels or interrupts the process.

Refresh—Refreshes the status of the selected components.

Print—Use this button to print the displayed status. You can preview your report before printing
it.

Displaying a Component Status

1  From the Status tab, select the Text Status button. The Text window appears.

=IOl

[

808 4 (1] S OIS

Iterm: 1

‘workstation - Controller status %

10 » System Status
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2 In the Text window, select the icon of the component for which you want to view the status. If
you select the Workstation icon, the system displays the list of the EntraPass Applications
defined in the system.

x|

' Ok
X Cancel
P Help
E Selectal
2 Clearall

I View sub-companents

5

You can check the EntraPass application you want to display the status or enter a few
characters of the component name (field at the top) for the system to searched in the database.
For example, you can enter “Sec” for Security Office. The system will highlight the first name
containing the entered characters. You may also click the Select all button to select all the
EntraPass applications; or select specific components by clicking in the checkboxes next to
each component name. The Clear all button removes the check marks from the selected
components. Click Cancel to return to the previous window without any selections or changes.
You may check the View sub-components option (lower part of the window) to display detailed
information on the sub-components linked to the selected component. For example, if you
selected a controller, all its components (doors, relays, inputs) with appropriate status will be
displayed on the window if this option was checked. For more focus in one window, filter doors,
relays or inputs by site.

Click OK to return to the previous window and apply your selections.

NOTE: The Magnifying glass button is used to display components that are not in normal
condition. When it is in a “summary” position, only components that are not in normal
condition will be displayed; the “detailed” position, displays a full status of all components.
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Numerical Status

This menu allows an operator to view the number of components in a “not normal” state for a
selected gateway.
1 Inthe Status tab, select the Numerical status button. The Numerical window appears.

7, Numerical =0]x]

Status

Number of sites in communication failure
Nurnber of controllers

Wumnber of controllers in communication faiure
MNumber of controllers in ac power failure
Mumber of controller tampers in alarm

Number of elevator interfaces in failure
Wumber of elevators with overide on

Number of doors

Number of doars forced

Mumber of doors open too long - Pre-alarm
Mumber of doors open too long

Number of doors open

MNumber of doors unlocked by schedule
Mumber of doorg manually unlocked

Number of readers disabled

Mumber of elevator doors disabled

Number of inputs

Mumber of inputs supervised in failure

= R N - -

|
| 4

2 The window displays the number of cards for that gateway, the number of inputs in alarm, the
number of relays manually activated, the number of doors forced open, etc. This can be very
useful if you need to find out how many cards are defined.
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Graphic Status

This feature is used to display a graphical status of a door controller, including the status of all its
components (outputs, inputs, power supply status, communication status, etc.) represented by
colored shapes (circle, square, etc.).

An ellipse shape represents the controller

A circle represents a door

A square represents a relay

A rectangle represents an input. Rectangles may be horizontal (KT-200 and KT-300) or vertical
(KT-100).

Viewing a Controller Status

Graphic Status

1

2

From the Gateway drop-down list, select the gateway on which the controller to display is
located. You may select “All gateways” to display all the controllers in the list.

From the Controller drop-down list, select the controller for which you want to display the
status.

Example with a KT-200 Controller

%% Controller graphic
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H| oz P oD [02.01.07] Controllertt] Inputtl
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=321

287



SPECIAL EDITION
ENTRAPASGSS- Reference Manual

Example with a KT-400 Controller

NOTE: The displayed graphic depends on the type of the controller selected.

3 To find out which items are represented by a colored shape, move the mouse over a colored
shape. The item highlighted on the right-hand (in the list) identifies the component.
4 Select a controller from the Controller list drop-down list (right side of the window), double-
click the item on which status is required.
« Red—The component is “Supervised” and “in a trouble state”.
e Green—The component is “Supervised” and “in normal condition”.
*  Yellow—The component is “Not Supervised” and “in a trouble state”.
e Gray—The component is “Not Supervised” and “in normal condition”.
» Blue—The relay is activated (by an event or an operator).

NOTE: If there’s more than one controller site per gateway, the numbers between parentheses
(xx) indicates the controller number and the following numbers (xx) indicate the component
number.
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Database Status

Database Status

This window displays the status of the components within the database while browsing the database
structure. The system displays all applications (connected or not), the gateway, controller sites, etc.
You can also perform manual operations directly from the window and edit components in order to
modify their configuration.

1  From the Status window, select the Database icon. The Database window appears.

¥ | Database L=l
RO
Bl Site 12 -]
£ Bl (07101 - Sike KT100
o (0.0 00 01 - Site KT100
) (01,01 Conact > 01 -01 - Ske KT100
@ (01.01)Led 01 - 01 - Site KT100
f (01.02)02 01 - Ske KTI00
H @ (01.02) Sonnerie 01 - 01 - Site KT100
B . 102)02- Siedoh
- fE 2.0 00 - 02 - Sie H28
13 D201 Contact > 01-02 -Sita 24
@ (02.01)Led 01 - 02- Sie H24
E (02.02)02 - 02 - Sie 24
: @ [02.02) Buzzer 01 - 02 - Site #28
[ DB]LedDZ 02-Site H24
@ (02.04) Buzzer 02-02 - Sits H2A
g_] Site 1
I [m]m snew

[ [m m]Leam 01 -Sitia 1 =l

NOTE: The icon identifies the type of component.

2 Inthe Database window, select the application you want to view the database. The lower part of
the window displays the actual status of the selected component as well as its full name.

3 Select a component to modify its definition directly from the Database window. For example, if
you have selected a door, right-click the door to display a shortcut menu.

4  Select a command in the cascading sub-menu; select a menu option.

% Full Expand
= Full Collapze
H Door Commatids® |§'1 Re-Lock Door
o Edit % Urlock Door

ﬁ Tempo Unlock Door

5l Limited Display
& Help [l Enabled Readsr

Ja] Disabied Fieader

NOTE: The command list varies according to the selected component.

5 Make your modifications to return to the Database status window. The Right-click shortcut
menu offers the following options:
 Full expand—This feature allows you to fully expand the tree status and view all
components. Only applications that are connected to the server will display a “+” sign.
e Full collapse—This feature allows you to fully collapse the tree status and hide all
components of the root component.
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» Edit—When you select an assigned component (i.e.: input) and click edit, the system will
edit the definition window so you can modify its definition and when finished, return to the
window you edited the component from.

« Limited display / No limited display—When you click on a physical component, the
bottom part of the window displays its status.

» By selecting Limited display, the system will erase the previous status and display the
status of the next selected component.

NOTE: The icons on the left side components indicate the component type.
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e System

The System Toolbar

Use the System toolbar to define parameters for systems operators, security levels, event
parameters, instructions, and message filters. This menu allows you also to view the EntraPass
database structure.

Desktops ] Skaktus ] Operation ] Users ] Definition ] Groups ] Dievices  2ystem lRepDrt ] Options ] Backup ]

0 [k &

Operatar Security level Wiorkspace Event Inskruckion Message Filker Database
patramekers struckure

You will define system parameters as follows:

Operator: user name, login name, mandatory card type, password settings for EntraPass
operators.

NOTE: Mandatory card type is an optional field. If that option is not selected, the operator will be
created regardless.

Security level: use this menu to grant or deny access permission on system logical
components (desktop display, card fields, etc.) for an operator’s day to day operations.
Workspace: use this menu to grant or deny operators access to view and configure the system
physical components (gateways, sites, relays, etc.).

Event parameters: use this menu to define priority, color, schedule (display, printing schedule,
acknowledgement) as well as tasks for system events.

Instruction: use this menu to create instructions for alarm messages.

Message filter: Use this menu to direct event messages from a specific EntraPass application
to another EntraPass application and to define sort criteria for messages that are sent to the
Filtered Message desktop.

Database structure: Use this menu to display EntraPass physical and logical components and
to edit or sort system components.
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Use the Operator menu to define system operators and to determine their security level and
privileges. An operator is responsible for issuing cards, carrying out manual operations on system
components, requesting reports, arming the system, etc. For security reasons, each operator
accessing the system database should have his/her profile defined to ensure that all the actions
performed in the system will be traceable. You need to create at least one operator account or
modify the pre-created accounts in order for the operator to use and operate EntraPass and to
receive event messages.

There are three default operators created in the system. These are associated with three levels of
access rights:

e Installer (login name and password are kantech): Full access to view, modify, delete, print
components.

e Administrator (the login Kantechl and the password kantech): Medium access with limited
access to system menus.

e Guard (login Kantech2 and password are kantech): Limited access to system menus.
NOTE: You can define operators using the default operators or you can create new operators. For
details about operators’ security levels, see "Security Level Definition" on page 296.
Creating or Editing an Operator
1  From the System tab, select the Operator icon to open the Operator window.

2l-IE]x
NDED G @S- H

Operator I@Administratnr =
Last Login Date:

2010-03-05 16:13:40

Togin . Security

Description Languages

Hame Indm\nlstrator\ & English
" French

Email I
Privieges

Login name kantechl 24 least B characters I™ Auto acknowledge
Password ok
At least 7 characters
I Automatic video display
Passward confirmation i

j='|_ Close: | 3% Cancel | P Help

NOTE: The upper right-hand corner shows the last time the operator logged on.

2  Enter the operator Name. The operator name is composed of a maximum of 40 alphanumeric
characters (including spaces). This is the name that will be displayed in the desktop message
lists and the reports.
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3 Enter the operator’s email (optional).
4 Enter the operator Login name. This is a descriptive name composed of 6 to 20 alphanumeric
characters (including spaces).

NOTE: On login, operators must enter their login name followed by their password in order for the
system to validate their access. The login name is displayed in the events’ details when operator
events are generated (i.e. manual operation, login, logout, etc.).

5 In the Password field, enter the password that will be used to login with the login name. The
password is alphanumeric and consists of a maximum of twenty characters (minimum seven
characters). The password is not displayed nor printed, the system displays the password as
asterisks.

NOTE: The password is case-sensitive - make sure that all operators are aware of this.

6 Inthe Password Confirmation field, enter the operator password again for confirmation using
the proper case. If this password is not identical to the one entered in the password field, an
error message will appear.

7 In the Language section, check the appropriate option for the display language for this
operator. If you change the display language, it will be effective only when the operator logs out
and logs in again. When an operator logs out and exits an application, the next operator who
logs on the application will see the startup window in the language of the last operator.

8 Inthe Privileges section:

» Select the Auto acknowledge option. If this option is selected, the Manual button is added
to the Alarms desktop (See "EntraPass Desktops" on page 329). The operator can decide
to manually or automatically acknowledge events. This is an operator privilege.

e Automatic video display: this option tells the system to automatically display video clips
on an alarm event for the operator who is logged on. If the Alarm desktop is configured and
open, the video is automatically displayed. If the alarm desktop is not open, the system
checks the video display settings for this workstation (Devices > Messages 2 of 2,
Disable autodisplay of video views, if this option is not checked, the system checks the
video view settings for this operator: Operator > Automatic video display checkbox.
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9 Click on the Security tab to set operator access parameters.

10 From the Login Schedule pull-down menu, select the schedule during which the operator will
be allowed to login into the system. You may want to create a specific schedule for an operator
(Definition > Schedule), and then assign the schedule to the operator.

11 From the Security Level pull-down menu, select a security level that will determine which
components an operator has access to. A security level consists of menus through which an
operator can modify the database, create components, view system components and events,
etc.

NOTE: It is possible to define up to 250 custom security levels; EntraPass offers 3 built-in security
levels (Installer, Administrator and Guard) on configuration. The default configuration for Installer
permits access to all system components. The Installer must program other security levels to limit
operator access to menu commands and/or options.

12 From the Workspace pull-down menu, select a workspace that will determine which physical
components (desktop display, card fields, etc.) the operator will be able to access for day to day
operations.

NOTE: EntraPass offers 1 built-in Installer workspace when you install EntraPass for the first time.

13 Access the Security section to edit the security features of the currently displayed operator
profile:

* Operator disabled: use this feature if you want to temporarily suspend or limit an operator
access to the system without using an expiry date. If you select an operator and then check
this option, the selected operator will not be able to run the application.

e« Change password at next login: use this feature if you want an operator to change his/
her password at next login.

» Disable operator on bad password: use this feature to limit the number of retries on bad
password. For example, if you set this number to three (3), the operator will be disable after
three errors when entering his/her password.
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» Days before password is reset: this feature allows to manage operators’ passwords. At
the end of the number of the days specified in this field, the operator will be prompted to
change his/her password.

» Use expiration date: this feature allows you also to manage operators’ password. When
this feature is checked, you have to select an expiration date (Operator expiration date).

e Operator expiration date: used with the Use expiration date feature, the Operator
expiration date allows you to disable an operator’s access at a specified date.

NOTE: Changes to the currently displayed profile will take effect at the next login attempt.

14  Click on the Default value tab to select a mandatory card type (optional).

15 Check the Mandatory field option to enable it.
16 Click on three-dot to select the card type.
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Security level refers to the permissions granted to an operator to access EntraPass logical
components (desktops, card information, etc.), as well as to perform some actions on those
components.

NOTE: You have to program the appropriate security levels if you want to limit operator access to
commands and/or options of the system menu.

It is possible to customize an operator security level; the system allows you to create up to 250
security levels. Each operator has a separate login name, password and a corresponding security
level. The password is case-sensitive. There are three operators and security levels already
configured in EntraPass. These are: Installer, Administrator and Guard.
e Installer:
* Login name and password: kantech
e Security level: By default, a user defined as Installer has full access to all the system
menus. He/she can read and edit system components and has unrestricted access to the
system.
e Administrator:
* Login name: kantechl; password: kantech
e Security level: Administrator. By default, a user defined as Administrator has limited
access to a number of the system menus.
e Guard:
* Login name: kantech2; password: kantech
e Security level: Guard. By default, a user defined as Guard has limited access to the
system menu.

Creating/Modifying an Operator Security Level

Assigning security levels is critical to the system. In fact, if a security level is given full access to a
system menu, operators who are assigned this security level will be able to modify system
parameters. Make sure that each operator is given the security level corresponding to his/her tasks.

Items in the Security Level window are presented in a root tree with all components available for
selection. This structure makes it possible to target specific components when granting security
level for manual operations. Each security level is identified by a color: full access (green), read-
only (yellow) and no access (red). The security manager or an operator with appropriate
permissions can easily change or assign a component to a lower level security level by double
clicking an item until it changes to the desired color code.

NOTE: Operators will not be able to see items for which they have not been given access.
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Under the System tab, select the Security level icon. The Security level window appears with
the Menu tab enabled.

From the drop-down list, select the Security level you want to modify.

» To create a new security level, click the New button and enter the necessary information in
the language section.

Under the Menu tab, double-click an item until it reaches the desired status: No access (red),

Read-only (yellow) or Full access (green). You can also check the appropriate items on the

left to be more specific about the allowed rights.

NOTE: A user with Read-only rights will not be able to print components in EntraPass.

Defining Login Options for an Operator

The Miscellaneous tab allows you to define operator login and system display options:

Security Level Definition

Operator login options: you can allow or restrict an operator to login an EntraPass workstation.
Active windows that can be kept on the desktop: EntraPass allows operators to keep two active
windows on the desktop.

Component display options: components can be displayed with our without their physical
address. The physical address can appear on the left or right of the component name.
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1 Select the Miscellaneous tab to define parameters for the security level being defined.
2l 10|x|

MEDGO P SR

Security level

English

[administrator

I@Adm\mstratur =

French

IAdm\mstrateur

Menu { Miscellaneous | Card database fields |, viden custom button
Login restrictions Component's physical address

[ Allow lagin on workstation

Keep on application desktap Miscallaneous
[¥ Configuration scresn ¥ i card holder pin conbent:

™ Cperation screen |¥ Hide camera from the videa view

& Display on left
" Display on right
£ N display

fL Close XK Cancel P Help

In the Login restrictions section, select the appropriate login options:

Select Allow login on workstation to allow the operator to login to the system.

The Keep on application desktop section allows users to increase the number of active
windows on the desktop. In fact, operators can open two windows at the same time. EntraPass
windows are classified in two categories:

Configuration screen: this group includes all the menus that allow an operator to program
the system. This group includes such menu items as: User menu (card, Badging, card
access group, access level, Definition menu; Group menu; Devices menu; System
menu; Historical and Time and attendance reports.

Operation screen: this group includes all the Operation menu items and the Video
playback option.

NOTE: These options allow operators to keep more than one window active on the desktop. They
can bring to front or send to back the window they want to display, simply by pressing [ALT-F6].

4

In the Components physical address section, specify how the component's physical address
will be displayed. This will also affect how components will be sorted.

Display on left—If selected, components will be sorted by their address (i.e. 01.01.01
Controller xyz).

Display on right—If selected, components will be sorted by their component name (i.e.
Controller xyz 01.01.01).

No display—If selected, the address will not be displayed (i.e. Controller xyz) and
components will be sorted by name.

In the Miscellaneous section:

Hide card holder pin content: If selected, it offers you the ability to hide the card holder
pin content from the view.
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 Hide Camera from video view: If you are using the Video feature, EntraPass enables you
to deny viewing permission to a specified security level.

NOTE: Checking the Hide camera from video view option tells the system to verify access
permission to cameras before loading a video view. For example, if the selected operator’s security
level has access to a video server but not to all cameras defined in the video server and has access
to the selected video view, the system will hide the camera that has been un-selected when
assigning permission to the video server. For details, see "Limiting Access to a Specific Camera" on
page 453.

Hiding Card Information

EntraPass offers you the ability to hide card information fields from view. For example, you can
decide that a certain security level (Guard for example) can view or modify card information field. To
do so, select the security level, then under the Card database fields tab, check the box that
corresponds to the fields you want to hide.

1 Select the Card database fields tab to limit the number of card fields which are visible to the
operator who is assigned this security level.

2 Select the fields (either individually or in groups) that will be hidden to the selected security
level. Click on a field box repeatedly to scroll through the different status (Normal, Hide or Read

only).

Assigning Video Custom Buttons

EntraPass offers you the ability to customize five buttons for use in the Video interface. System
installers and administrators can customize buttons for use by operators in the Video desktop. For
example, a button customized for Playback with fixed delay with specific pre-record and record
delays and assigned to a specific Security level will enable operators to trigger the actions related to
the specific button. If you associate a custom button with a specific task (play back or generating
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video events, additional buttons are added to the Video desktop (Desktops > Desktop dedicated to
video viewing)

1

3

From the Security level drop-down list, select the security level you want to define/edit.

Select the Video custom button tab to assign permission to this operator. The following
permission can be granted:

*  Playback with fixed delay

e Playback with custom delay

*  Generate recording event with fixed parameters

e Generate recording event with custom parameters.

Select the option you want to assign to the operator being modified.

NOTE: Pressing the button associated with Playback with fixed delay will start a play back with
the specified duration. This includes the pre-alarm recording time and the maximum recording time.
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Workspace Definition

Workspaces allow System Administrators to grant or deny operators access to system physical
components such as gateways, sites, relays, etc. Workspaces are defined according to the type of
tasks the operators will be allowed to perform in EntraPass; creating and editing items, viewing
components, printing lists or reports, etc. Operators who are assigned a given workspace will not be
able to see nor modify EntraPass components that are not selected in that workspace definition.
Workspaces can also be used by operators to discriminate the information they want to view on
screen. For example, a System Administrator who has access to all components of the EntraPass
system may want to view only specific components. In that case, the System Administrator can
define a specific workspace for that environment and work within those parameters.

NOTE: There is only one default Installer workspace created when you install EntraPass for the first
time.

Workspace Filtering

Workspace Definition

e Hierarchical filter: items in a list will be displayed according to the item selected in the level
above. For example, when selecting a specific site (parent), the system will automatically
adjusts itself to display only the corresponding controllers (children). And if you select a specific
controller (parent), the system will adjust itself to display only the corresponding doors
(children), and so on.

NOTE: If a tab is empty, verify that you have selected components from it's parent.

* Once you have selected the Hierarchical filtering mode, it will remain activated under all tabs.
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Defining Gateways and Sites

1 Move to the Gateway and Site tab to select the list of gateways and sites that will be available
to an operator who is assigned the workspace.

» Select All gateways and sites if you want all the displayed gateways and sites to be
available to the operator assigned to this workspace.
* You can also select individual gateways and sites from the displayed list.
2 Save your modifications.
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Defining Controllers

1 Move to the Controller tab to select the list of controllers that will be available to an operator
who is assigned the workspace.

» Select All controllers if you want all the displayed controllers to be available to the
operator who is assigned this workspace.
* You can also select individual controllers from the displayed list.
2 Save your modifications.

NOTE: When you select a controller, you also select all the components defined “under” or related
to the controller (i.e. doors, relays, inputs, outputs). Make sure that you have also selected the
gateway (Gateway and Site tab) for which the selected controller is defined. If the gateway is not
selected, the controller will not be available even if it is selected in the list.
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Defining Doors
1 Move to the Door tab to select the list of doors that will be available to an operator who is

assigned this workspace.

Select All doors if you want all the displayed doors to be available to the operator who is

assigned this workspace.
* You can also select individual doors from the displayed list.

2 Save your modifications.

11+ System

304



SPECIAL EDITION
Reference Manual ENTRAPASS-

Defining Relays

1 Move to the Relay tab to select the list of relays that will be available to an operator who is
assigned the workspace.

» Select All relays if you want all the displayed doors to be available to the operator
assigned this workspace.
*  You can also select individual relays from the displayed list.
2 Save your modifications.
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Defining Inputs

1 Move to the Input tab to select the list of inputs that will be available to an operator who is
assigned the selected workspace.

e Select All inputs if you want all the displayed inputs to be available to the operator
assigned this workspace.
* You can also select individual inputs from the displayed list.
2 Save your modifications.

Defining Access Levels

Associating specific access levels to a workspace allows you to control the access levels that an
operator can define or modify. For example, a security guard may have the right to issue cards that
are valid for a given door or access level only.
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1  Move to the Access level tab to select the list of access levels that will be available to an
operator who is assigned this workspace.

» Select All access levels if you want all the displayed access levels to be available to an
operator who is assigned this workspace.
*  You can also select individual access levels from the displayed list.
2 Save your modifications.

NOTE: Make sure that you have also selected the gateway for which the selected access level is
defined. If the gateway is not selected, the access level will not be available even if it is selected in
the list.

Defining Reports

This feature gives operators access to specific reports according to their workspace. For example, a
System Administrator may have access to all the reports that can be generated whereas the
Guards’ Supervisor may only have access to all Guard Tour related reports. The reports will be
generated from the Archived Message list on the workstation desktop. Once the reports have been
assigned to workspaces, operators will only have access to reports that correspond to their
workspace.
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1 Move to the Report tab to select the list of reports that will be available to an operator who is
assigned this workspace.

» Select All reports if you want all the displayed reports to be available to the operator who
is assigned this workspace.
*  You can also select individual reports from the displayed list.
2 Save your modifications.
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Defining Graphics

1 Move to the Graphic tab to select the list of graphics that will be available to an operator who is
assigned the workspace.

e Select All graphics if you want all the displayed graphics to be available to the operator
assigned this workspace.
* You can also select individual graphics from the displayed list.
2 Save your modifications.

Defining Workspaces

This feature gives operators access to information that pertains to specific workspaces according to
other operators workspaces. For example, Guards in the system may have a workspace assigned to
them according to the area they are patrolling and the type of information they can view and edit in
EntraPass. The Guard’s Supervisor, however, must have access the information available to all the
Guards working in his department. In that case the list of workspaces for the Supervisor will contain
all the Guards’ workspaces defined in EntraPass.
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1  Move to the Workspace tab to select the list of workspaces that will be available to an operator
who is assigned the selected workspace.

e Select All workspaces if you want all of them to be available to the operator who is
assigned this workspace.
*  You can also select individual workspaces from the displayed list.
2 Save your modifications.

Specifying Security Level

The Security level tab in the workspace only limits the operators to select which security levels they
can assign when creating/modifying operators.
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1 Move to the Security level tab to select the security level(s) that you want to assign that

workspace. If you must create a new security level, See "Security Level Definition" on page
296.

» Select All security levels if you want to assign them all to that workspace.
*  You can also select individual security level from the displayed list.
2 Save your modifications.

Defining Video Servers

The video server list allows you to assign or limit operator access to specific video servers and
cameras. For example, even if a workspace level allows access to a video server, you still have the
ability to restrict access to a specific camera for that workspace. This feature makes it easier to
define or modify permission for accessing a video server, a video view or other video menu items.
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1  Move to the Video server tab to select the list of video servers that will be available to an

operator who is assigned the selected workspace.

BRI
DD E e = w s |

English

IOperatnﬂ

Workspace [@cperater =l
French

Operator
[¥ Hierarchical filker I P

| Accounts || EntraPass spplication || GatswayandSte | controller | Door | Relay | Input | Accesslevel | alarmsystem | Arsa | Guardtour | Cardtyps
[ L

Fanel Campanent Events
Card Filter " Card access group ﬂRepurt ﬂ Graphic " Waorkspace " Securty lsvel | Wideo server | Camera " viden view ﬂ Task Builder " Message filker "Pane\

¥ Al video servers Viden server fiter

HDWR viden server
Intellex video server

I close | 5% cancel | ? Help | |

e Select All video servers if you want all of them to be available to the operator who is

assigned this workspace.
* You can also select individual video servers from the displayed list.
2 Save your modifications.

NOTE: To filter video views available to an operator, the operator’'s workspace must have access
permission to the video server associated with this specific video view. For example, if operators are
granted access permission to a video view but their workspace definition does not give them access
to the video server where the video view is defined, the video view will not be available to operators

with this workspace.
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Defining Cameras

1 Go to the Camera tab to select the list of cameras available to an operator who is assigned the
selected workspace.

e Select All cameras if you want all the cameras to be available to the operator who is
assigned this workspace.
* You can also select specific cameras from the displayed list.
2 Save your modifications.
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Defining Video Views

1 Move to the Video views tab to select the list of video views that will be available to an operator
who is assigned the selected workspace.

» Select All video views if you want all of them to be available to the operator who is
assigned this workspace.
* You can also select individual video views from the displayed list.
2 Save your modifications.

Defining Panels

Associating panels to a workspace allows you to control the panels that an operator can define or
modify.
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1 Move to the Panel tab to select the list of panels that will be available to an operator who is
assigned this workspace.

" Warkspace e |
0 E DS s

English

|1nsta\|er|
Workspace [@nstaller -

French

[Installateur
™ Hierarchical filter I

Gatewayand ste | Conroller | Door || Relay | input | Acresslevel | Report | raphic | wiorkspace | Securitylevel | Pamel | panel Component | Evenis |

% Al panels allow use of panel

Main Panel
Secondary Panel

T close 0 cencel ? Help

» Select All panels if you want all the panels to be available to the operator assigned this
workspace.
* You can also select individual panels from the displayed list.
2 Save your modifications.

Defining Panel Components

Associating panel components to a workspace allows you to control the panel components that an
operator can define or modify.
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1  Move to the Panel Component tab to select the list of panel components that will be available
to an operator who is assigned this workspace.

e Select All panel components if you want all the panel components to be available to the
operator assigned this workspace.
*  You can also select individual panel components from the displayed list.
2 Save your modifications.

Defining Events

This feature is used to define the event messages that can be displayed to operators who are
assigned the selected workspace.
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1 Move to the Events tab to select the list of events that will be displayed on an operator
workstation.

»  Select the events you want to display for the operator who is assigned this workspace.
2 Save your modifications.
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Event Parameters Definition

Defining event parameters is one of the most powerful features of the system. For each event, you
can determine how it will be processed by the system. For example, you can:

» Direct events to output devices (such as Messages desktop and log printer),

» Define schedules that will allow, for example, to send alarms only at night,

There are more than 400 system events. The most common among them are:

e Access granted

e Inputin alarm

e Card modified by operator, etc.

Events are associated with system components, such as doors, controllers, etc. Every event
message is associated with a system component and output devices or group of devices. For
example, an Access granted event can be defined for each individual door or by default it can be
defined for all doors. This flexibility allows for different actions or responses on a door-by-door
basis.

Defining Events Parameters

The Event parameters dialog allows you to customize your system events. In fact, you can specify
events that will be printed automatically or acknowledged during a specific schedule. You can also
send instructions to inform an operator of an alarm through other media (i.e.: email, pager, etc.)
when alarms are generated. By default, all events are defined to be displayed on all the Message
desktops. You can customize your system events by manually associating events and components.
There are two types of associations: manual and default association.
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» Default associations: Default associations are preset in the system. By default all events
messages occur on all components associated with them and are displayed in Messages
desktops. You may keep the default settings.

Default associations

Workstation 2

Comments
Component Workstation
Default Default All events originating from all
components are sent to all
workstations
Default (Specific) All events originating from all

components are sent to only
Workstation 2

Specific (Door 1)

Default

Only events originating from Door
1 are sent to all workstations

NOTE: Manual associations: Manual associations
messages to Message desktops for specific events.

are setup by administrator and allow to send
Manual associations take priority over default
associations. When you define a manual association between an event message and a component,
the default association is ignored. It can be restored by deleting the manual association. Manual
associations should be used with caution.

1  From the System tab, click the Event parameters icon.

2 Event parameters ]
R ERE R
Event IAccass - door opened j
Door
[] Default [02.02) 02 - 02 - Site H24,
(01011 01 - 07 - Nuevo sitio 3 (030101 - 03 - Site H2
01.01) 01 - 01 - Site KT100 [w] [03.02] 02 - 03 - Site H2
- 01 - Sitio 1
-07 - Site 1
Site KT100
0|
Dizplay setting: Alarm setting:
Display | o] || Alam | =
Frint | o] || Instructions | ]
0 - higher 9 - lower
Calor W Tesl ¥ )
I J P[\Dlll_‘,' r 1 1 1 1 1 1 1
i'L Close | 24 Cancel | 7 Help |
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From the Event drop-down list, select an event for which you want to define settings.

NOTE: By default, all events are defined to be sent to the Messages desktop with an always valid
schedule. It is recommended to keep default settings especially when these settings apply to all
events. However, you may decide to create manual associations if you want a specific event to
generate a specific message or alarm.

3 In the Display settings section, specify the display options: by default, all events are
programmed to be displayed in the Messages desktop window, and are assigned an Always
valid schedule.

4 From the Print popup menu, select a schedule to determine when the event will be printed.
When this schedule is valid, the selected event will be printed

5 From the Color drop-down list, select the color that will be used to display the event in the
Message desktop. The default colors are set according to the following convention:

* Red for alarm events;

*  Green for elements returning to a normal condition;
*  Yellow for warnings and errors;

*  Blue for other events.

6 Inthe Alarm Settings section, specify:

* Alarm (schedule)—When this schedule is valid, the event will be sent to the Alarms
Desktop and will require an acknowledgement from the operator.

* Instructions—Select the instruction that will be sent to the Instruction desktop with the
event to be acknowledged. Instructions will only be sent when the alarm schedule is valid.

7 Assign the Priority level to the event using the slider. This determines the sequence in which

alarm messages will be displayed to the operator in the alarm queue. The priorities are preset
to the most common values (0 = higher, 9 = lower).

Viewing Default Parameters

1

From the component pane select a component.

320

Z Event parameters

=10 ]

Lalls[sle] slEs]w

Event [coess deried

Daor

1 Default

[1(071.01) 07 - 07 - Batisse3d

M (01.01) 07 - 01 - Parta #1
[1(02.01) 01 -02 - Porta #2

Door

‘wiorkstation

View default parameters

[ befaut:
[ Defaut

Display sstting

Alam setting

Display |

Alam |

Print |

Istructions |
- hinher

Color [ Cime

9- lower

| N :

) Close

25 Cangel |

7 |

2 Click on the View default parameters icon in the toolbar to view the default parameters
message box. It will show if the event parameters were set by default or manually.
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3 Click again on the View default parameters icon to close the message box.

Printing Event Parameters

EntraPass allows you to print events parameters (alarm and display settings) for the selected

events.

1  From the Event parameters window, select the Printer icon.

Select events ﬁl il Select workstations EI il j‘L Clase
Access - door opened i’ [[] Workstation EntraP'ass Special Edition 2 Help
Access - door unlocked =
Access denied
Access denied - bad access level
Access denied - bad card status
Access denied - card expired
ried - card lost or stole gﬁ Fiirt |
[ Access denied - card pending
[ Access denied - card unknawn E{ Erevien |

[ Access denied - daor amed - Alarm interfac
[ Access denied - door manually disabled

[ Access denied - interlack active

[] Access denied - passback bad lacation

[] Access denied - reader or keypad lacked

[[] Access denied - Waiting for second card ;I
= L

[¥ Piint empty figlds
¥ Print with default values
[¥ Piint component reference

A\ Font |

2 In the Select events pane, select the events to be included in your printout or click on the

Select all button to select all the events from the displayed list.

3 In the Select workstations pane select the EntraPass workstation to be included in your
printout or click on the Select all button to select all the EntraPass workstations from the

displayed list.

* Print empty fields: If selected, the system will print the fields that do not contain any
information. Only the field title will be printed.
e Print with default values: If selected, the system will print the default associations as well
as manual associations.

NOTE: If you do not select this field, only manual associations (not involving defaults) will be
displayed in the report. If you do not have manual associations (component x with event y), the

report will be empty.

 Print components reference: If selected, the system will print the component physical

address next to the component identification.
* Use the Font button to choose a different font (and font size) for your report.
»  Select the Preview button before printing, if desired.
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Instructions Definition

This menu is used to define instructions that must be assigned to events. When an alarm is
generated, the instruction will display in the Instruction window (Desktop menu) for
acknowledgement. Usually, each line will contain a single directive; the response instructions will be
composed of several directives (lines). This allows for greater flexibility when modifications are
required.

Defining an Instruction

1 From the System main window, select the Instruction icon.

2 To create a new instruction, click the New icon. To modify an existing instruction, select one
from the Instruction drop-down list.
3 Enter the instruction name/identification in the language section.

4  Select an appropriate language tab to enter the instruction. Instructions are entered in one
selected language.

NOTE: You may enter up to 511 characters (including spaces) per instruction.

5 To assign instructions to events, see "Event Parameters Definition" on page 318.
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Message Filters Definition

The Message filter feature allows you to define filters for the Filtered Messages desktop. These
filters are used to view a specific selection of events. There are many pre-defined filters such as:
access events, controller events, etc. These filters can be accessed by all operators. You can select
or create filters directly from the “Filtered Messages” desktop or from the Message Filters menu.

NOTE: For more information, see "Filtered Messages Desktop" on page 342.

Defining Event for a Message Filter

1 In the System main window, select the Message Filter icon.The Message filter window

appears.
B3 Message filter _ &)=
i EEEE RN
English
IContloIIel avents
Meszage fiker D Controller everts hl
g | French
OAII events IEvémements de cantréleur
KD Cartraler events
Event message I Door filFS Door events
KD Gateway events
I All events KD Input everts
KD Dperatar events
[ Access denied - Cargid Fielay events Henied - Reader or kevpad locked
] Access denied - Carg@ Server events Henied - W atting for second card
[ Access deried - Carglworkstation events ranted
[[] Aecess denied - Card unknovn [[] Access granted - Passhack bad location
[ Access denied - Door amed - Alam interface [ Acoess level definition modified
[[] Access denied - Door manually disabled [[] Access level group definition modified
[ Access denied - Interlock active [ Access schedule invalid
[[] Access denied - Passback bad location [] Acknowledge
4 O |
i’L Close | §:§ [Earzel | ? Help |

2 From the Message filter drop-down list, select an event message type (for example: Door
events or Relay events) for which you want to define a filter. You may also click the New icon to
create your own filter.

3 From the Event list, select the events that must appear in the selected filter. You may check the
Select all events option, if you do not want to select specific events. For example, for a Door
events type filter, you may decide to include all events or select the Access-denied events.

4  Select the Door filters tab to filter doors that will send messages to the Filtered messages
desktop. Additionally, when “Access events” are filtered, the cardholder’s picture can be
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displayed with the event (if pictures are assigned to cardholders). You can select which doors
will display the cardholder picture when the event for this door is generated.

& Message filter _ =)=

lBlen] ]l =l

English

IWnrkslatiun everts

Message filker I@W’Drkstation events i
French

I\N’orkstatlon events

Event message  Door fikers | Gateway and Site | Special filters

v &l doors Dioar filker type IDoor filter

[01.07] 07 - 07 - KT-100 Security Office D oor
(01.02) 02 - 01 - KT-100 Security Office
[(02.01) 071 - 02 - Security Office Site

[02.02) 02 - 02 - Security Office Site
[
(

Pictures Filter
Filter for doors and pictures

03.01] 01 - 03 - Security Office Site KT-300
03.02] 02 - 03 - Security Office Site KT-300

MENEEE

j='|_ Cloge | x Cancel | ? Help |

5 Check the All doors option or choose specific doors for which the cardholders’s picture will be
displayed an door event.
6 From the Door filter type, select the filter that will be used for filtering Door events:
» Door filter: Only events related to the selected doors will be sent to the Filtered Message
desktop
e Pictures filter: Cardholders’ pictures related to cards presented to the selected doors will
be sent to the Filtered Message desktop
* Filters for doors and pictures: Door events related to the selected doors as well as
cardholders’ pictures that triggered door events on the selected doors will be sent to the
Filtered Message desktop.
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7  Select the Gateway and site tab to filter gateways and sites events sent to the Filtered
Messages desktop.

B Message filter =10)x]
FEREEEND
English
IEvanlns de acceso
Message filer I.Eventos de acceso j
English
IAccess events

Event messagel Door fiters  Giatewray and Site |Spema\ Mlarsl

[ All gatenay and site: Display gateway events

(1 - Workstation EntraPass

fLEIose | @@ [Caree! | ? Help |

8 Check the All events option to receive events originating from the components of the sites. You
may select the site that will send events to be displayed.

NOTE: When you use filters, the system retrieves events that are already displayed in your
Message desktop and sorts these events according to the settings of the selected filter.

9 Select the Special filter tab to filter events according to their type.

SR
DED G 9 =% s @

English

IAH events

Message filter I.AI\ events j
French

ITuus les vénements

Event message \annr Filters \ Gateway and Site \ Special filters

[ Pictures
[ Fail-soft messages
[ video

ﬂc\ose | 35 cancel | 7 Help |

e Picture: all events associated with a cardholder’s picture will be displayed in the Filtered
Message desktop.

Message Filters Definition 325



"SPECIAL EDITION
ENTRAPASS-" Reference Manual

e Fail-soft: all events generated by a controller in stand-alone mode following a
communication failure will be sent to the Filtered Message desktop. Fail-soft messages are
identified with a + sign in the Filtered Message desktop (and Message Desktop) when this
option is select when defining the Messages list properties (Desktop > Message Desktop
> right-click an event > Properties).

* Video: all video record events will be sent to the Filtered Messages desktop.

NOTE: When you use filters, the system retrieves events that are already displayed in your
Message desktop and filters these events according to the settings of the selected filter.
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Database Structure Definition

Use the Database structure menu to browse the system database. It will display the entire structure

of the database including:

The physical components (EntraPass applications, sites, controllers, doors, relays, inputs and
auxiliary outputs), and

e The logical components (cards, schedules, reports, instructions, groups, etc.).

Operators can edit or sort the system components from the Database structure window.

Viewing the Database Components

1 From the System toolbar, click on the Database structure icon.

NOTE: If the Video feature is enabled in EntraPass, its components will appear in the Database
explorer.

2 To display only the Physical components, select the physical components icon. When
selected, only the physical components of the database will be displayed.

NOTE: By default, physical components are always displayed.

3 To display Logical components, select the logical components icon. When selected, logical
components of the database will be displayed along with the physical components.

4 You may use the Refresh button to refresh the display in order to obtain the most recent
information saved in the server database.

5 You may select the Full Expand button to fully expand the tree structure and view all sub-
components of a selected component. For example, if you use this button on a controller, the
system will display the controller components (doors, inputs, relays) on the right-hand side of
the window.
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6 You may select the Full Collapse button to fully collapse the tree structure and hide all sub-
components of a selected component.

7  To edit a component, right-click it and select Edit from the contextual menu. The system will
display the corresponding definition window so you can modify its parameters.

8 To sort the component, right click the component, then select Sorted by from the contextual
menu. Sort the components listed in the right-hand pane of the window for an easier find. You
can sort by component or name.

NOTE: You can define how the component's physical address will be displayed. This will also affect
how components will be sorted. For more on this, see "Security Level Definition" on page 296.
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Chapter 12 « EntraPass Desktops

The Desktops Toolbar

Use the Desktops toolbar to define Desktops. Desktops can receive and display system events
(current or historical), alarms, cardholders’s picture, system graphics, etc. A desktop can also be used
to acknowledge alarms, display instructions, etc. There are four (4) pre-defined desktops. These can
be configured as follows:

Desktops lStatus ] Cperatian ] Users ] Definition ] Groups ] Devices l System l Repart ] Cptians ] Backup ]

S5 B 8§ B

Deskiop #1 Deskkop #2 Deskkop #3 Deskiop #4

» Desktop 1: All system events

» Desktop 2: System events and pictures

» Desktop 3: Alarms screen

» Desktop 4: Video desktop, if the Video option is enabled in EntraPass.

The following windows can be combined with other desktops:
 Instructions
* Pictures
» Historical Reports

It is possible to display more than one window at a time. Depending on their security level, operators
can modify the settings of each of these windows (background color, size, toolbar, etc.). However, an
operator whose access level is ‘read-only’ on a given desktop cannot modify, move, maximize or
minimize a desktop.

Note: Only operators with the required security level can customize their desktops (System tab >
Security Level). They also have the ability to allow “Read-only operators” to modify their
desktop settings. In this case, the changes apply only to the current session.
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Work Area Customizing

330

EntraPass enables operators, with appropriate permissions, to customize their work area and to
modify the desktop properties. To define an operator’s security level: System tab > Security Level.

Changing the Display Properties

1  From the Desktop window, right-click anywhere in the window.

Bl Workstation EntraPass WEE
Log Status Operation Users Definiion Groups Dewices Spstem Report Options Backup ‘window Help

- Desktops | Slatusl Uperat\unl Users I Dsfmlllunl Gruupsl DEV’IDESI Systsml F\spurtl Elpllunsl Eackupl
Laogaut ﬂ
Message arm Floor Plans | Desktop #4
Desktop Desktop
Minimize
I aimize:
Normal
Send to tray
Properties
'||||2nnrrnar1a 0325 [Instalador o o | e 1

Select Properties from the shortcut menu.

From the Properties window that appears, =

select the display options: you may change [Tt Tsslatens -

the default size of buttons, the default | = ™™ % Display toclbar

background color, etc. @ Large buttans vith images f;lkg;i:;‘::‘” e

e Small buttons: If this option IS | Laroebuttons vithout mages B Change system Fonk |
selected, small components’ icons are | — =

displayed with no descriptive text. This
option can be appropriate for
operators who are familiar with EntraPass icons and do not need an additional description.
Large buttons with images: Icons are displayed with their description.

Large buttons without images: Large buttons are displayed with no description.

Display menu: check this option to view the system menu.

Display toolbar: check this option to view the toolbar for system menus.

Background color: select a background color for the whole work area.

Change system font: click this button to change the font for all the user interface.
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Specific Desktop Customizing

EntraPass enables operators with appropriate permission to customize their desktop. Moreover,
operators with full access permissions can permit operators with read-only permission to customize
their desktop. They can also customize a specific desktop and transfer this customized desktop to
other operators using the Assign desktop feature. The following sections explain how to customize a
desktop:

» Customizing a desktop by a full access operator

» Customizing a desktop for a read-only operator

» Transferring a customized desktop

Customizing a Desktop for a “Full Access” Operator

Operators with full access permission have the ability to customize their desktops. To grant full access

to an operator: (System > Security Level).

1  Select the desktop you want to customize, right-click and select Properties in the menu to open
the Desktop properties dialog.

{1} Desktop properties 1'
Desktop name
IEvents
& 0K and GO
‘Window type
= Floating window X cancel |
{+ Desktop window ? Help |

Messages deskkop
[ Messages screen

[¥ Picture screen

Filtered messages desktop
[v Messages screen

[~ Picture screen

Historical Repart Desktop
v Messages screen
I~ Pickure screen

Alarms Deskkop

[¥ Display on new alarm
[~ Messages screen

[~ Instructions screen

[~ Graphic screen

Videa desktop
v Wideo window

2 From the Desktop name field, assign a meaningful name to the desktop you are configuring.
3 Select the window type:
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Customizing a Desktop for a “Read-Only” Operator

332

Note:

Reference Manual

* Floating window—a floating window can be resized and positioned anywhere in the work
area screen. For example, you can choose to send it to the back or to bring it to the front. If
a floating window was sent to the back, you may bring it to the front by right-clicking the

desktop button, then selecting the Bring to front menu item.

» Desktop window—a desktop window is trapped within the work area. It is not possible to
send the window in the background. It always remains within the main work area.

To save your changes:

»  Click OK—If selected, you just save your the changes, the window is not displayed.
* Click OK & GO—If selected, this function saves your changes and displays the window you

have just configured.

When opening a desktop window for the first time, you may need to re-size it in order to view the

information correctly. To do so, point to the frame border you want to change; when the pointer
turns into a double-headed arrow, drag the border to exact size. You may then position the

window in the work area to the desired position.

The security manager or an operator with the appropriate security level can give permission to
operators who do not have the appropriate permission to customize their desktop during a session.

Login, using the user name and password of the operator with ‘full access’ security level.

Select the desktop you want to customize, right-click and select Properties in the menu to open
the Desktop properties dialog.

(1) Desktop properties

Desktop name

IEvEnts

Window tvpe
= Flaating window

+ Desktop window

Messages desktop
¥ Messages screen
¥ Picture screen

Filtered messages desktop
¥ Messages screen

I Picture screen

Historical Report Desktop
¥ Messages screen

I Picture screen

Alarms Desktop

v Display on new alarm
I~ Messages scresn

I Instructions screen

I~ Graphic screen

‘Wideo desktop
v Viden window

o 0K

& 0K and GO

x Cancel

? Help

il

L

ﬁ Permit
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Note: A Permit button appears when the operator who is logged on has ‘read-only’ access
permission. The permission acquired during this session will be valid until the operator logs out.
Click the Permit button. The operator login window appears. Enter your user name and
password, and click, OK. The temporary permission will be granted.

Transferring a Customized Desktop

Another possibility available to the Security Manager (or to the operator with the appropriate security
level) is to customize a desktop, and then to assign the settings to other operators who may not have
the appropriate security level to modify their desktop settings.
1 Right-click the desktop you want to assign the settings.

#Z (1) Monitoring Application

Logout

Desktops |Status| Dpetationl Users I Definitionl C

L1E)

nd| De
Froperties )

Eiritig b ot

2  Select the Assign (desktop) option from the shortcut menu.

B3

B Operator for new desktop parameters

o OK

Admiristrator

Guard X Cancel
S ? Help

g Select al
E Clear ll

3 From the displayed window, select the operators to whom you wish to assign the desktop
properties (you must check the appropriate checkbox). You may select operators one by one, or
you may use the Select all button.
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Message List Desktop

By default, the first desktop is defined as the Messages List Desktop. It displays all system events.
Events are displayed with their icon, date and time, description, system components involved in the
event such as controllers, cardholder pictures (if defined), etc. When a new event is displayed, the
window scrolls up. The newest events are added at the bottom of the window.

Viewing and Sorting System Events

By default, the first desktop is dedicated to displaying system events.When you select an event from
the list, you interrupt the incoming sequence (the green status indicator located at the bottom left part
of the desktop turns red when scrolling is interrupted). By default, the scrolling will restart
automatically after a pre-set period of time, unless the auto-scroll parameter was disabled, In that
case, to restore the normal scrolling, click the Restart Scroll button.

Note: If you configure a Desktop as a message screen and a picture screen, two windows are
displayed simultaneously when you select the desktop.

1  Select the first desktop. By default, all system events are displayed in ascending order with an
area at the bottom of the screen that displays the selected event in the list.

B Messages list 9 [=] E3
i ‘ D Sequence - % All ewents -
| | | Date and Time | Event message | Details l:
=)
lgg! 2010-01-28 10:46:19 AM Begin reloading: Server procedure 01 - Workstation EntraPass Special Editi
l%i 2010-01-28 10:46:21 AM Reloading completed: Server procedure 01 - Workstation EntraPass Special Editi J
ﬁ 2010-01-28 10:47:16 AM Login on workstation Vorkstation EntraPass Special Edition, Installer
=
2010-01-28 10:46:19 AM Begin reloading: Server pracedure 01 - Workstation EntraPass Special Editi
. | Text fiter [ 4

Note: You may change the message color: System > Events parameters. You may also change the
events display order; see "Customizing Event Display in the Message Desktops" on page 335.

2 From the Message list screen, you may change the sorting criterion by clicking on the

Sequence drop-down list. You may choose to sort by:

* Sequence: Events are sorted according to the normal sequence (default). New events are
added at the bottom of the window. (This option is not available for Archived Messages
Lists.)

» Date and time: This sort order interrupts the normal scrolling of events. This feature is
useful when you want to know when an event was generated. This time may be different
from the “normal sequence” for dial-up sites for instance or after a power failure.

Event: When selected, the system sorts the Event message column in alphabetical order,
grouping identical events. For example, all Input in alarm events are grouped together in
alphabetical order.
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e Message type: When selected, the system sorts the Event message column in
alphabetical order, grouping similar events. For example, all Site events are grouped
together in alphabetical order.

Note: To go back to the default display, Select Sequence from the Sequence drop-down list.
3 Clicking the Text filter button (top left

Customizing

of the window) will open the Text filter
dialog that allows to enter a key word
to display all the events that contain
that keyword in the Message list. To
close the Text filter dialog box, click
Cancel or the Windows closing button (X).

To return to the normal display of events in the Messages list screen, click the Text filter button.

Text filker I

o K |
X Cancel |

Event Display in the Message Desktops

1 From the displayed shortcut menu (Message desktop > Right-click a message), select
Properties.
rMubiine——————— [ Miscelanesou:
1 fine ¥ | Keen card|picture
2 lines ™ Display toolbar
0 Alines I Manual properties save only
© 4lines

¥ Display selected message [full]

Showicons
¥ Message type

¥ Display events in bold
I Last Message on Top

¥ Fictures [ &uto-scroll Delay (mm:ss) IEIEI:BEI

[ Fail-soft messages Meszages backaround color

[V Wideo II:I “white =]
=) Save | W 0K I X Cancel | “? Help |

2

Message List Desktop

From the Properties window, select the appropriate display options.
e Multi-line—Usually, events are displayed on a single line. You can increase the line
spacing between events by checking the appropriate option (1, 2, 3 or 4 lines).
e« Show icons —You can choose to display different types of icons beside each event.
« Message type—When you select this option, the system inserts an icon next to
events indicating the type of event. For example, if the event is a “door forced open”
an icon representing a door is displayed (a hand represents a manual operation, a
diskette represents the operation that modified the database, etc.). Access events
are represented by the login/logout icons.
* Picture—When you select this option, the system inserts a card icon next to events
containing cardholder pictures.
* Fail-soft messages—When you select this option, the system displays a plus (+)
sign next to the events that occurred when controllers were off-line.
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Video: check this option if you want the selected desktop to display video data from
the video server connected to your system.

 The Miscellaneous section allows you to enable additional options:

Keep card picture—When selected, the system keeps the latest card picture (if the
Picture window option is selected) until another event containing a card occurs.

Display toolbar—Displays/hides the toolbar on the top of the Message Desktop.

Manual properties save only—When you select this option, you have to click the
Save button (once selected, the button is disabled). The system saves all the
settings defined in the Properties window as well as the position of the window
within the Messages Desktop.

Display selected messages (full) —When you select this option, a smaller window
is added at the bottom portion of the Message window. It displays the selected
event with its full description. This feature is very useful when your Message window
is too small to display the entire description of an event.

Display events in bold: select this option to increase the legibility of text event
messages displayed in EntraPass desktops (Message list, Filtered messages and
Alarm desktops). Moreover, if the color selected for an event message is the same
color as the background color, the event message will be displayed in black bold so
that it can always stand out. (This option is not available for Archived Messages
Lists.)

Last Message on Top: By default, event messages are displayed in ascending
order of occurrence, with the area at the bottom of the screen reserved for the
highlighted event. You can select to display the events in descending order, with the
highlighted event showing above the list of event messages.
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* Auto-scroll delay (mm:ss): Will automatically start scrolling the message list after a
pre-set delay when the operator selects an item in the list. By default, this option is
turned on with a preset delay. You can select to turn this option off which means that
the operator will have to click the Restart Scroll button in the Messages List. (This
option is not available for Archived Messages Lists.)

» Message background color—Allows the operator to modify the background color of the
message window.

Note: To change the font color of system messages: System > Event parameters.

Performing Tasks on System Messages

EntraPass enables you to perform various tasks on system events. These include:
» Deleting messages
* Viewing card information
» Validating card status and card transaction
* Modifying the desktop properties (such as display options), etc.
» Play, edit and export video recordings

Note: Some tasks are related to the selected desktop. For example, if you right-click an alarm event,
the shortcut menu displays tasks that are related to alarm events. For details, see "Alarms
Desktop" on page 347.
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1 From the Message desktop, right-click an event to enable a shortcut menu:

=
B | i Sequence ~ | G allevents -
| | | I Date and Time | Event message | Details ‘;
(=" = 2010-08-30 12:57:04 Camera motion alarm act PR_TECHSUP, Main video server
=1 B 2010-08-30 12:57:22 Camera motion alarm res PR_TECHSUP, Main video server
(=13 ©x 2010-08-30 12:57:29 Camera motion alarm act PR_TECHSUP, Main video server
=1 ©x 2010-08-30 12:57:35 Camera motion alarm res PR_TECHSUP, Main video server
L= ©x 2010-08-30 12:58:23 Cameramgt™—— -'-— --* =" “TIHGP, Main video server
=% ©r 2010-08-30 12:58:37 Cameramot__ 2ekteal HSUP, Main video server
=1} ©x 2010-08-30 12:59:19 Cameramot  Card » [HSUP, Main video server ]
(=" % 2010-08-30 12:59:25 Camera mot Video recording » fHSUP, Main video server
=1} ©x 2010-08-30 12:59:48 Cameramot  yiewparent  * [HSUP, Main video server
(=" % 2010-08-30 12:59:54 Camera mot Edit » [HSUP, Main video server
=1 = 2010-08-30 13:00:22 Cameramot  — — — [HSUP, Main video server
o ©x 2010-08-30 13:00:58 Camera mol ek HSUP, Main video server
=] © 2010-08-30 13:05:29 Camera mot Help HSUP, Main video server
=3} ©x 2010-08-30 13:05:35 Cameramot™ _—— ——— [HSUP, Main video server
Properties E
[2010-08-30 12:58:23 Camera motion alarm activated PR_TECHELP Main Wideo server
B [resct Filker [ 7

2 Do one of the following:

» Delete all: This option allows an operator to delete all the events displayed.

e Card: This menu items offers two choices: View card transactions and Search card.
Select View card transactions to display all access information related to the cardholder
who has triggered the access event. The Search card shortcut allows you to browse the
card database and to display information about all the card numbers associated with this
specific card user name from the View card information window. From this window,
operators can perform a variety of tasks including viewing and validating information
contained on a card, such as the card number, cardholder name, card state (valid or
invalid), card type, etc. They can also select a card and view its transactions or view and
validate a card access. For details about validating cardholders’ access and last
transactions, see Chapter 8 ‘Cards Definition’ on page 214.
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" Start with:

Start date

T Cardinformation &
i i
(ol Cardinformation T
R ‘
Card informatian &
Card state ﬁahd Card infarmation 9

-
Ca

rd type

Card # 1 0441195
" Beain with: € Contains =

Card infarmation 2

Card infarmation 3

Card infarmation ¢

Card infarmation 5

Card infarmation 10

$552 Yiew card bransactions | S, iew and validate access | I close ‘ P Help ‘

Video recording: This menu items offers two options: Play and Play/Edit/Export .
Selecting Play allows users to play the video event in the Playback window, offering
options to snap (copy) it and save it for future use. Selecting Play/Edit/Export offers users
features similar to the ones in the Video Event List. Operators can then display details
about the event (camera, server, comment field) and camera information, etc. The video
event can also be played and exported.

If camera icons are not displayed, simply right-click a video event message, select properties
from the shortcut menu, and check Video in the Show icons section of the PropertiesView
parent: Displays the parent of each component related to the selected event.

Edit: This feature offers you the ability to edit each component associated with the selected
event. If Edit is selected, a shortcut menu displays components associated with the
selected event. In this example, the Site definition modified event involves the EntraPass
application, the operator who was on duty when the event was generated and the site
related to the event. It is now possible to edit any of the three components by selecting it
from the shortcut menu. If the selected event is an access event and if the card that
triggered the event has already been registered in the system, it will be possible to edit the
card. However, if the card is associated with an Access denied - card unknown event, the
card will be created and registered in the system.

Send to back: This option only works when the window type is set to floating. It sends the
active window behind the main application window. To bring back to front, right click the
desktop button, then select Bring to front.

Help: Displays the EntraPass Online Help.

Properties: This menu item enables users to modify the display properties for the selected
desktop.
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If you selected Picture screen when defining the Message desktop, it will be displayed with the
Picture window. Access events are displayed with the cardholder’s picture if you have set the
appropriate display option in the Message filter definition (System > Message filters). For details, see
"Message Filters Definition" on page 323.

Modifying Pictures Display Options

1  From the Message list and Picture, select an access event, then right-click the cardholder’s

picture.

Note: Send to back—This option only works when the window type is set to floating. It sends the
active window (Picture window) behind the Message desktop main window. To bring it back to
front, right click the Message desktop button, then select Bring to front from the shortcut menu.

From the shortcut menu, select Properties.

Bl Properties : Messages list - Picture

fspeck

Picture #1
Picture #2
Picture #3

Picture #4

Doar
Event

340

Display selected Fields

Card Information
Comment

Display multiple pictures

Message
Message
Message

Message

[l apply &l the Following items Far &l cells

Strekch ratio

w

Design size
Stretch
Stretch ratio
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2 From the Aspect drop-down list, select the display size for the picture:
» Design size: the cardholder’s picture will be displayed with its original size.
e Stretch —This option stretches the picture to the window size without maintaining
proportions. The picture may appear distorted.
e Stretch ratio—This option stretches the picture to the window size while maintaining
proportions.
3 The Display multiple pictures option allows you to show up to four photos, depending on your
needs. When selected, you can keep the default value “Message” or choose a specific door for
each of the four photos.

4 Check Apply all the following items for all cells to assign the parameters to all cells.
5 Select the information you want to see displayed with the cardholder’s picture:
» Door: The door where the card was presented will be displayed above of the cardholder’s
picture
* Event: The event message will be displayed
e User information: The User information field will be displayed above the picture.
e Comment: If this option is selected, a comment field appears below the cardholder’s
picture. The comment entered when defining the card appears in this field.

Note: If a door is associated to a cell (photo) and the option Door is selected (Display selected
fields), the name of that door will be displayed in blue instead of the usual black color.
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Filtered Messages Desktop

The Filtered Messages desktop allows operators to display specific events. For example, you can
create filters to display events that are related to a specific controller and from a particular gateway of
the system. If this is the case, those events will be displayed in the Filtered Message desktop. Filtered
messages are defined in the Message filters menu: System > Message filters.

Note: When you use filters, the system retrieves events that are already displayed in the Messages
desktop and filters these events according to the selected filters.

Configuring a Filtered Messages Desktop

1 From the Desktop main window, select the desktop you want to configure as a Filtered
messages desktop.

2 Assign a meaningful name to the Filtered message desktop; then define the desktop type
(Message window, Picture window or both).

3 You can change the Text filter, to display specific events. For details on the Filtered messages
desktop, see "Message List Desktop" on page 334.
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Historical Report Desktop

The Historical Report desktop allows operators to display events that come from pre-defined,
historical reports, view the report generation state. Security levels will determine which historical
reports are available to each operator. The Historical Report message list operates the same way
as all message lists in EntraPass except that it has an extra combo box that allows operators to select
a pre-defined historical report.

Historical reports are defined under Report > Historical Report.
Security levels for reports are defined under System > Security Level > under the Report tab.

Configuring a Historical Reports Desktop

1

E Historical Report Desktop

From the Desktop main window, click the desktop button you want to configure as a Historical
Reports Desktop.

Assign a meaningful name to the Historical Reports Desktop, then define the desktop type
(Message window, Picture window or both).

I [=] S

4 + ‘ FE] Date and Time -

'ﬂ All events

-

[ ‘ IAI\ everls j

Date and Time

Details l;l

Event message |

o

REBENRERERBBEBRBERBR®E

2009-12-01 10:40:38 AM
2009-12-01 10:41:04 AM
2009-12-01 10:41:06 AM
2009-12-01 10:41:12 &AM
2009-12-01 10:42:08 AM
2009-12-01 10:42:08 AM
2009-12-01 10:42:09 AM
2009-12-01 10:42:09 AM
2009-12-01 10:42:09 AM
2009-12-01 10:42:09 AM
2009-12-01 10:42:09 AM
2009-12-01 10:42:09 AM
2009-12-01 10:43:17 AM
2009-12-01 10:43:19 AM
2009-12-01 10:43:19 AM
2009-12-01 10:43:19 AM

Workstation EntraPass Special Edition

01 - Workstation EntraPass Special Editi

01 - Workstation EntraPass Special Editi

Workstation EntraPass Special Edition

Workstation EntraPass Special Edition, Relay group list
Workstation EntraPass Special Edition, 01 - Main building
Workstation EntraPass Special Edition, 01 - 01 - Main Entry
Workstation EntraPass Special Edition, 03 - 01 - Fire Exit
Workstation EntraPass Special Edition, 001 - 01 - Relay#1
Workstation EntraPass Special Edition, 004 - 01 - Relay#4 _I
Workstation EntraPass Special Edition, Input #3

Workstation EntraPass Special Edition, 005 - D1 - Main building
Workstation EntraPass Special Edition, 006 - 01 - Main building
Workstation EntraPass Special Edition, Event parameters list
Workstation EntraPass Special Edition

Workstation EntraPass Special Edition

Start EntraPass application

Begin reloading: Server procedure
Reloading completed: Server procedure
Login on workstation

Site definition modified

Access level definition modified
Access level group definition modified
Controller group definition modified
Doors group definition modified

Floor group defi n modified

Input group del n modified

Relay group definition modified
Controller definition modified

Door definition modified

Auxiliary output definition modified
Auxiliary output definition modified

2009-12-01 10:43:28 AM
2009-12-01 10:43:31 AM
2009-12-01 2:53:29 PM
2009-12-02 8:43:43 AM

Tenants list modified
Tenants list modified
Site definition modified
Logout on workstation

Workstation EntraPass Special Edition
Workstation EntraPass Special Edition
Workstation EntraPass Special Edition, Relay group list
Workstation EntraPass Special Edition

2009-12-01 10:40:38 AM Start EntraPass application ‘Workstation EntraPass Special Edition

. | Test filter | A

3

Historical Report Desktop

Select the sort criteria you want to use to display historical data from the drop-down list (Date
and Time, Event, or Message Type).

You can enter a text string that will be used for searching specific archived messages (when
applicable).

In the combo-box, select the historical Report you want to generate. The list of available
reports corresponds to your security level.

After selecting the report, a Date and Time window will popup requesting a reporting date and
time period.

343



SPECIAL EDITION
ENTRAPASGSS- Reference Manual

—@—

7 Enter Start and End date and time or click the @ anamme

Calendar icon to Open the Calendar and Se|ECt the Start date and bime 2010-02-02 [ |00:00:00
start and end dates, and then type in the start | — —

and end times. ey 42010+

[7] Clear ScreenBeforeProcd < 14y 1w T F s

8 Check the Clear Screen Before Process s + 5 -

Request box in order to clear the Historical 118 1 17 15 10 20

Report message list of the previous search woamEns
results.

9 Click OK. The status indicator light located at the
bottom left of the screen will change from green to blue to indicate a historical report is being
generated. It will turn green again when the data transfer will be completed and the historical
data will be displayed according to the criteria you have selected.

To Create and Edit Historical Reports from a Desktop

* When your security level allows you to create new reports, you can access the Historical Report
dialog from the New Report command in the Historical Report Desktop pop up menu. For more
information on Historical Reports, see see "Historical Reports Definition" on page 369.

* When your security level allows you to edit existing reports, you can access the Historical
Report dialog from the Edit Report command in the Historical Report Desktop popup menu.
For more information on Historical Reports, see "Historical Reports Definition" on page 369.

To Display Historical Report State in Real-time

This feature allows you to view the progress of report generation for a specific report in the Historical
Report Desktop List.
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1  Right-click an entry in the Historical Report Desktop window. A contextual menu will pop up.

al Report Desktop

M 4 ‘ P pate and Time: - % All events -

| | Date and Time |

ﬁ ] ‘ IAI\ events J
Details l;

Workstation EntraPass Special Edition

Event message |

2009-12-01 10:40:38 AM
2009-12-01 10:41:04 AM

Start EntraPass application

Begin reloading: Server procedure 01 - Workstation EntraPass Special Editi

2009-12-01 10:41:06 AM
2009-12-01 10:41:12 AM
2009-12-01 10:42:08 AM

Reloading completed: Server procedure
Login on workstation
Site definition modified

01 - Workstation EntraPass Special Editi
Workstation EntraPass Special Edition

Workstation EntraPass Special Ed
Workstation EntraPass Special Ed
Workstation EntraPass Special Ed

n, Relay group list

ion, 01 - Main building

n, 01 - 01 - Main Entry

n, 03 - 01 - Fire Exit

on, 001 - 01 - Relay#1

n, 004 - 01 - Relay#4 J

Access level definitinn mndified

Access level group [ew repart
Controller group de it report
Doors group del
Floor group defini

2009-12-01 10:42:08 AM
2009-12-01 10:42:09 AM
2009-12-01 10:42:09 AM
2009-12-01 10:42:09 AM
2009-12-01 10:42:09 AM

Workstation EntraPass Special Ed
D Workstation EntraPass Special Ed
Workstation EntraPass Special Ed

2009-12-01 10:42:09 &AM Input group definiti  Delete all Workstation EntraPass Special Edition, Input #3

2009-12-01 10:42:09 AM Relay group definit| Card r Workstation EntraPass Special Edition, 005 - 01 - Main building
2009-12-01 10:43:17 AM Controller definitior View parent * Workstation EntraPass Special Edition, 006 - D1 - Main building
2009-12-01 10:43:19 AM Door definition mog Edit b Workstation EntraPass Special Edition, Event parameters list

2009-12-01 10:43:19 AM
2009-12-01 10:43:19 AM
2009-12-01 10:43:28 AM
2009-12-01 10:43:31 AM
2009-12-01 2:53:29 PM
2009-12-02 8:43:43 AM

Auxiliary output de
Augiliary output de
Tenants list modifig

Workstation EntraPass Special Ed
Workstation EntraPass Special Ed

Help Workstation EntraPass Special Ed
Workstation EntraPass Special Ed
Workstation EntraPass Special Ed
Workstation EntraPass Special Edition

Send o back

Tenants list modifig
Site definition mod
Logout on workstation

Properties

PERBERERREBERBERRBI?EEE

2003-12-01 10:42:08 AM Access level definition modified Workstation EntraPass Special Edition 01 - Main building

. | Test filter [ A

2 Select Report State. The Report State dialog will open displaying Report generation
information.

fll Repott state

= i@ All events
L RepartiD : 607043588
Destination : Server wWorkstation
Requested by : Kantech
Start date : 11/07/2005 12:00:00 AM
End date : 11/07/2005 10:53:49 AM
Date and time request : 11/07/2005 10:52:53 AM
Progress date : 110772008 12:00:00 &M
Count : 448

=10l x|
I Close

é)@ Abort
? Hep

0l 1

3 When the report is finally generated in the Desktop window, the information in the Report State
dialog will disappear. Click Close.
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Playing archived video recordings from a Desktop Message list

1  Select the video you would like to play and right-click to access the contextual menu.

2 Once you click on it, the Video Playback window will open and start playing the selected
recording.
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Alarms Desktop

The Alarms desktop is used to view and to acknowledge alarm events. Alarm events are defined in the
Event Parameter menu (System > Event Parameters). Any event can be defined as an alarm event.
Alarm events require operator acknowledgment and are displayed in the Alarms desktop. A schedule
must be defined for all alarms (System > Event parameters, Alarm settings).When an alarm is
generated during a valid schedule, operators have to acknowledge the alarm. Alarms are displayed
with date and time, alarm description, details, instructions (if defined) and associated graphic or video
clip. New events are added at the bottom of the Alarm desktop unless you have setup the list to
display in descending order (in the Alarm Desktop Properties dialog).

Defining an Alarms Desktop

Alarms Desktop

1  From the Desktop main window, select the desktop in which you want to display alarm
messages, then define the window type: Floating or Desktop type.

(1) Desktop properties x|
Diesktop name
,
" OKand GO
‘Window bvpe
™ Floating window x Cancel |
(* Desktop windaw ? Help |

Messages deskkop
¥ Messages screen

[~ Picture screen

Filtered messages deskkop
[~ Messages screen
I~ Pickure screen

Histarical Report Desktop

[~ Messages screen

Alarms Deskkop

[~ Display on new alarm
[~ Messages screen

[~ Instructions screen

Graphic screen

Grapl
[~ Graphic screen

video desktop

2 Specify the secondary windows that will be associated with the Alarms desktop:
» Display on new alarm: Will open the Alarms desktop automatically when an alarm occurs.
e Message screen: This window allows operators to view and acknowledge alarms that
have an “acknowledgement schedule” selected in the Event Parameters definition menu
(System > Event Parameters > Alarm settings) or to display the auto-acknowledge

button configured in the Operator dialog (System > Operator > Privileges).
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Instructions screen: This window displays the instruction that is linked to the event to be
acknowledged (i.e. call the police, send a message to a client application, etc.).
Instructions are defined in the System > Instructions. Then after, they may be associated
with events.

Graphic screen: This window will display the location of the alarm being reported (if
graphics are defined in the system). For more information on assigning graphic, see
"Graphics Definition" on page 142.

An Alarm desktop may be defined as a Message window, a graphic window and an Instruction
window. These features may apply to a single desktop. When you select a desktop defined with
these three features, three windows are displayed simultaneously. For a better display, you may
need to resize and to position the windows.

Viewing System Alarm Messages

1 Sel

ect the Alarm desktop. Alarm events are displayed according to the criteria selected in the

Sorted by field.

B Alarm Messages List M=
#h A | @ Sequence - 'ﬂ All events -
| | | | Date and Time | Event message | Details H
He [E
ﬁ il ﬁ 16/12/2004 10:: Dperator definition mor Workstation EntraPass Sp

[

16/12/2004

Iristaller Irist

10:45:51 AM Operator definition modified 'workstation EntraPass Special E dition
aller

. [Text fiter

[ v

2 You can double-click the log area (middle of the window) to add a comment. The Add a
comment window opens and enables you to enter text data. Once you have finished and clicked

the
an

OK button to close the window, the alarm event will be preceded by a + sign, indicating that
annotation has been added to the alarm event.

3 You may change/define the sorting order (Sorted by drop-down list):

348

Sequence—alarms are sorted by their order of arrival. This the default sequence. The
window scrolls to the end each time a new alarm is displayed.

State—alarms are sorted according to their status (acknowledged, to be acknowledged or
flagged). When you use this option, you interrupt the normal scrolling of events. Select
“sequence” to go back to the default display.

Date and time—alarms are sorted according to the date and time of their arrival.
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Event—The Event messages column is sorted in alphabetical order, grouping identical
events For example, all Input in alarm events are grouped.
Priority—Events are sorted by priority (as defined in Event parameter).

4 You may right-click anywhere in the window to enable the Properties window from which you
can enable alarm status icons:

Red—To be acknowledged or suspended. If suspended, the suspension delay is displayed.
When the delay expires, the operator is required to acknowledge again. If the delay is not
expired but the operator wishes to acknowledge a suspended alarm, he/she has to click on
the delay. The delay will be reset to zero.

Green—Acknowledged.

Yellow—Flagged.

Black—Deleted. To view alarms that have been manually deleted, select the View deleted
logs from the Properties.

Blue—Manual log.

5 Select the Manual / Automatic buttons to toggle the acknowledgement method (automatic or
manual). Only operators who are assigned this feature in the Operator Definition menu can use
this option. For more information, see "Operators Definition" on page 292.

Note: The Manual / Automatic acknowledgement option is only available through the Alarms

Desktop. When the operator logs out, it will return to “manual” by default.

6 Right click an alarm message to perform additional tasks on alarm events:

&% Alarm Messages List =l S

#h 4

i Sequence - % all events -

200140400 11:03: 42 A KANTECH

Date and Time I Ewvent message I Details I:

2001410401 11:03:15 AW LogoLit on server Manual lag er, KANTECHA

Acknawledge:
Flag
Add comnment

—_—_—_— Frint log
1. 2001410401 11:14:51 AM - KANTECH Delete | -
Changing spstern parameters, test purposes CEBEE

Purge deleted logs

e card ransactons

Wiew card

“iews parent

Send to back

Help _I
2001/10/01 11:02:15AM Logout on server Server KAMTECH IFiEEiizs

20011040 11:0%:42 A KANTECH

Manual log—When selected, the system displays the Manual log window to allow an
operator to add log comments, and hence to generate a customized event (with priority,
event details, color etc.).When a manual log is added, a hand and a blue circle are added
beside an alarm message. These are visible when icons are enabled (right-click an alarm
event > Properties > Show icons).

Acknowledge—When selected, a green point is inserted beside an alarm message to
indicate that the event was acknowledged.
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* Flag—When selected, the system flags the selected event. A yellow indicator is inserted
beside flagged events.

e Add comment—Allows operators to enter comments concerning the selected event. The
added comments are displayed in the bottom part of the alarm window. A blue + sign
beside an alarm message indicates that a comment was added to the alarm message
(visible when icons are enabled: right-click an alarm event > Properties > Show icons).

*  Print log—When selected, the system prints the alarm message.

 Delete log—When selected, the selected alarm message is marked for deletion (the
indicator becomes “black” to indicate that the log has been marked for deletion). To view
the logs marked for deletion, before you actually purge them, right click anywhere in the
window and select Properties then select View deleted logs.

 Purge deleted log—Select this option to permanently remove logs that were marked for
deletion.

Displaying Alarm Desktops Automatically

EntraPass enables users to display graphics automatically - from any desktop - as soon as an alarm
occurs.This feature enables operators on duty to automatically view new alarms without having to
open the alarm desktop and secondary windows associated with it. If Display on new alarm is
checked the alarm desktop (and its secondary windows) will be displayed as soon as an alarm occurs
regardless of the active window.
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1 Define a desktop and customize it as an alarm desktop: for this, you have to check the items of
the Alarms desktop section.

{1} Desktop properties

Deskkop name
|
‘Window bype
" Floating window X Cancel |

{* Desktop windaw “? Help

Ix

;

Messages deskbop
v Messages screen

[~ Picture screen

Filtered messages deskkop
™ Messages screen

[ Picture screen

Historical Report Desktop

[~ Messages screen

Alarms Desktop

[~ Display on new alarm
[~ Messages screen

[ Instructions screen

Graphic screen

Grapl
[~ Graphic screen
Video
o i

2 Check the Display on new alarm option so that operators can automatically view new alarms
without having to open the alarm desktop and secondary windows associated with it.

Note: If this option is selected when defining a Filtered message desktop for instance and if the
desktop icon is selected, the filtered message desktop will be displayed (the background color of
its icon turns blue), but the windows below the Display on new alarm section will not be
displayed; they are only displayed when a new alarm occurs. If those windows are displayed (on
new alarm), clicking the “X” in the top right hand corner of one of them will close all the open
windows. If Display on new alarm is not checked, the alarm desktop and all its secondary
windows will be displayed on call (that is, when the alarm desktop is selected).

3 Click OK and Go for your configuration to take effect immediately.

Note: When you define a desktop as an alarm desktop to be displayed on new alarm, it is
recommended to reopen the Automatic Alarm Display desktop, to position its windows the way
you want them to appear, then to click OK and GO again. This way, it will appear exactly as you
have defined it.
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Acknowledging Alarms/Events

Usually, operators have to acknowledge receipt of an alarm condition (event—such as intrusion, input
in alarm, etc.) by responding in ways such as depressing an acknowledgment button. In EntraPass,
operators acknowledge alarm messages from an alarm warning box or from the Alarms desktop
window.

Note: A sound can be added to alarm events. For more details about setting options for an alarm
sound, see "Multimedia Devices Configuration" on page 408.

Acknowledgement options are setup in the EntraPass application definition (Devices > EntraPass
application > Alarm tab, Acknowledgement parameters). Events that require operator
acknowledgment are defined in the System > Event Parameters.

Note: If the component that is in alarm is assigned to a video view, the video view or video recording is
automatically displayed when an alarm occurs.

Automatic Acknowledgement

Alarms can be automatically acknowledged without operator intervention. This option is enabled in the
Operator definition menu (System > Operators > Privileges, Auto acknowledge).

Note: In order for the Manual button to display on the Alarm Desktop window, it is important to close
the EntraPass session and reopen it after you have selected the Auto acknowledge option.

Note: Only operators granted the appropriate access privilege should be using this option. If the
Automatic acknowledge feature is used, the alarm message box is not displayed; therefore, it
will not be possible to suspend alarms. If this option is enabled in the Operator definition menu,
the Manual button is added to the Alarms desktop. This button toggles between Manual and
Automatic acknowledgement.

To Acknowledge an Alarm Message

1 When the Acknowledgement required message box appears, take one of the following
actions:

Acknowledgement required

==
ﬂ: Diate and time |1 71242004 1D:E4:4? AM

Ewent |W0rkstation definition modified

I[‘I ] Muonitaring Application

|Installer

I[‘I ] Monitaring Application

|
’WI o Suspend | O Flag
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»  Click the Acknowledge button to acknowledge the displayed alarm event. The red status
button turns green once an alarm is acknowledged.

e Click the Suspend button to suspend alarms while doing other operations in the system.
The alarm will be suspended for the delay time specified in the EntraPass application
definition menu. Once the suspended alarm delay time expires, the system prompts the
operator to acknowledge the alarm.

»  Click the Flag button if you want to acknowledge an alarm message, and if you want to
identify it for future reference. A flagged alarm is identified by a yellow button.

e Click the Mute button if you want to stop the alarm sound.

Note: The Acknowledgement required message box will be presented in a format without the
Instructions window if there are no instructions associated with the alarm message.

Note: If the component that is in alarm is assigned to a video view, the video view or video recording is
automatically displayed when an alarm occurs.

To Acknowledge Alarms from the Alarms Desktop

1 Select the alarm event you want to acknowledge (one that has been flagged, for instance),
Right-click to enable a shortcut menu.
2  Select Acknowledge from the sub-menu. The status indicator becomes green.

Note: To tag an alarm message for specific purposes, select the alarm event you want to identify; right-
click and select Flag from the sub-menu. You can also click an alarm message until the color of
its status indicator changes to the desired color.
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Instruction Desktop

The Instruction window displays the instructions to follow when an alarm is reported. Instructions will
only be displayed if this option is enabled during the Event Parameters settings (System > Event
parameters, Alarm settings).

Viewing an Instruction About an Alarm Message

1 You may view instructions about an alarm by selecting the Alarms desktop defined as a
message and an instruction window, or defined as an instruction window. When a desktop is
defined as being both a message window and an instruction window, the two windows are
displayed at the same time:

25 Alarm Messages List M [=1 3

S 4l events -

Date and Time Event message | Details

4

O Sequence -

2001,/10/01 11:03:15 Ak Logout on server Manual lag er KANTECHA

Fchronedg=
Flag
2001/10/01 11:03:42.5M  KANTECH sdcommeny
————————————— R
200 /10701 111451 &M - KANTECH e
Changing system parameters, test purposes L
I Purge deleted logs
el card ansastians
View card
View parent
Send to back
Help o
2001107071 11:03:15 AM Logout on server Server KANTECH [Rierit=s
2001710707 11:03:42 40 KANTECH
[T et il [ 7
[ Alarms - Instructions =] B3
Please check lagin parameters] -

200110401 11:20006 &M Login on workstation Security Office KANTECH
200141001 11:20010 &M KANTECH

2 You may also view an instruction about an alarm by selecting an alarm message and right-

clicking it.
I8} Alarms - Instructions [_[O] <]
Please check login parameters] -

2001/10/01 11:20:06 AM Login on workstation Security Office KAMTECH
2001/10/01 11:20:10 M KAMTECH

Note: This feature is very useful when the Alarms desktop is too small to display the entire description
of an event.
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Graphic Desktop

The Graphic desktop displays the graphical location of the alarm being reported (if graphics are
defined in the system). A graphic corresponds to the secured area of the system where components
(EntraPass application, controllers, inputs, relays, etc.) are located on a site. With graphics, operators
can easily view the exact location of a component installed on a site, or the status of components and
devices such as area groups, areas, doors, contacts, motion detectors, controllers, assigned to the
graphic. In an emergency situation where muster reporting has been defined, icons will indicate when
all employees have vacated the area. Operators can perform manual operations directly from the
displayed component (for example lock/unlock a door). To define interactive floor plans, see "Graphics
Definition" on page 142.

Viewing Graphics in the Graphic Desktop

1 Right click the desktop icon you want to assign to graphic, name the desktop (Graphics, for
example), then define the window type (Floating or Desktop).

2 Click OK and Go to display the Graphics desktop.

3 Right click anywhere in the Graphic desktop, then, from the shortcut menu, select the graphic
you want to display.

i Interactive Floor Graphic i =] B

Main Entrance Sele : Interactive Floor Graphic
FI 3 Clear screen Fain Floor Interactive Plan

Unda graphic

T Yiew undo list ¥
U i

F Fit to screen
Design size
i Picture zize
=

i g #
— uto result
sovs i) T -yl- @ Shaw results

Send to back

Help

I T d ﬁ ;'j

Note: If the window is smaller than the graphic size, you can click-hold-and-drag the graphic to move it
around within the Graphic window.

4 You may right click anywhere in the graphic to enable a shortcut menu in order to:
e Adjust the display size of the selected graphic (Fit to screen, Design size or Picture size.
» Select Auto result for the system to display a message indicating the cause of the
communication loss in case of communication failure. If Auto result is not selected,
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operators will have to manually request the results for the component by using the Show
result.

5 Right-click a component in abnormal condition to enable a sub menu.

Note: Components in alarms are represented by their animated icons. Selecting an animated icon and
viewing its parent components allows operators to learn more about the “alarm condition”.

6 Select Full status from the shortcut menu to display the error list related to one or all the
components in alarm.

7 Select the Double click menu item to allow operators to modify the status of a component in
alarm from the Graphic desktop. For example, if the displayed component is a door and if the
Double click menu item was set to Unlock, an operator can manually open the door from the
Graphic desktop.

Note: When you modify the Double-click feature via the Graphic desktop, the system does not save
the modifications. Modify the default Double-click feature via the graphic definition
(Definition > Graphics, Design window, right click a component > Default dblclick menu
item). For more information on how to create graphics and on how to assign components to
graphics, see "Graphics Definition" on page 142.
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Video Desktop

If the Video feature is enabled in EntraPass, you can configure a desktop as a Video desktop.

Defining a Video desktop

From the Desktop menu, right-click a desktop to bring up the Desktop properties window.
In the Desktop name field, assign a name to the new desktop.

Select the window type for this desktop.

Check the Video window options

DowWw N
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Using the Video desktop

1 In the Desktop window, select the desktop defined as the Video desktop.The Video display
window appears (Intellex or HDVR).

2  Select an icon (in the lower part of the window) to determine for instance the size of the views
or to display the Panel window (a small window associated with the video display).

The following table shows the available options:

View Icon Description

Large. This view sets the window to 1024x768 pixels

Medium. This view sets the window to 800x600 pixels

Small. This view sets the window to 640x480 pixels

Tiny. This view sets the window to 400x300 pixels.

Creates a new video view

= CiEEE =

Shows panel window
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View Icon Description
These buttons appear in the lower part of the Video desktop when
the operator who is logged on was assigned specific permission for
Video viewing and generating video events. This custom buttons offer a
playback fast way for viewing or generating video events.

[

Edits the current video view

i

Shows the help related to the Video desktop

il

Closes the Video window
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Video Server Status

EntraPass offers the ability to display parameters of the video devices connected to the Video server.
Operators can for example view information related to network data transfer (images and digital

sounds).

Note: Installing and using the Video feature may take a great amount of your company network
bandwidth (LAN or WAN). The network administrator may control the use of the network

bandwidth for Video transfer.

Viewing the video server full status
1 From the Graphic desktop window, right-click the Video Server icon to display a shortcut menu.

12 « EntraPass Desktops
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2 From the shortcut menu, select Full status to display information about the video server status.

For Intellex

Urit name JIMTELLEX J10.15.0.100 Unit type Jirteliz«
Schedule mode IHBQT Fecord mode W Fecord rate 0
Recarding in progress Ir Recording mode IW
Time span (hh:mm] IW Estimated remaining images ID— Total number of images E3009028
Urit version [F755 intertace version (4FI) [F1797 | Version compatbiity

Hurnber of cameras I1E— Nurmber of audio ID— Number of kext

lif

Video List
# | Connected I Recorded I Camera | Termination | Camera control I Quality I Sensitivity | Mode | Pre-Alarm Time I Record Rate | &
il True Tiue Camera #1 78 Ohms Dorne: Narmal Narmal Active i] 18
1 True Tiue Camera #2 75 Ohmg Fixed Normal Normal Active 0 18
2 True Tiue Camera #3 75 Ohms Fixed Normal Normal Active 0 18
3 True Tiue Camera #4 78 Ohms Fixed Narmal Narmal Active i] 18
4 True Tiue Camera #5 75 Ohmg Fixed Normal Normal Active 0 18
5 True Tiue Camera HE 75 Ohms Fixed Normal Normal Active 0 18
E True Tiue Camera H7 78 Ohms Fixed Narmal Narmal Active i] 18
7 True Tiue Camera #3 75 Ohmg Fixed Normal Normal Active 0 18
g True Tiue Camera #3 75 Ohms Fixed Normal Normal Active 0 18 e
9 False: Tiue Camera #10 78 Ohms Fixed Narmal Narmal Active i] 1
1 False Tiue Camera #11 75 Ohmg Fixed Normal Normal Active 0 1
1 False Tiue Camera #12 75 Ohms Fixed Normal Normal Active 0 1 LI
Audio and Text List |
# [ Tupe [ Mame | ide association mask Text D |
il Text Test Text FFFFFFFF 2
|HE[HEVEd status data successfully

For HDVR

Note: The content of the Full Status window depends on the video server associated with EntraPass.
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The following list provides a short description of the displayed fields.

362

Item Description
Unit name The network name of the remote DVMS system (Intellex in this
example). The Unit name is followed by the DVR IP address
Unit type The type of the unit. can be Intellex, Iris (network client), etc.

Schedule mode

The current schedule mode of the remote DVMS unit. It indicates
how images are recorded by the DVR installation. The values for
this field can be:

e Regular (regular schedule)

e Single (only a single camera)

¢ Custom (a custom schedule has been set by the operator).

Recording in
progress

The active record statue of the remote DVMS unit. Values can be:
e True: is recording
e False: is stopped.

Time span (h:mm)

The time interval (in second) between the oldest and newest images
in the database.

Unit version

The official version of the DVMS unit.

Number of cameras

The number of cameras connected to the Video server. The source
of the video data is generally a camera, but it may also be a
television station or other video source.The value varies from 0 to
16.

Record mode

The record mode can be linear or circular

e (Linear: if you select this option, the recording will continue
uninterrupted until the available space is finished;

e Circular: if you select this option, the DVR will notify the
operators before the recording space is completely filled. The
operator will then choose to continue the recording or to stop
it. By default, the recording mode is set to Circular.

Recording mode

The recording standard of the remote unit. The recording standard
depends on the area.Values can be:
e NTSC: the NTSC standard is mainly used in America and in
many Asian countries such as Japan and South Korea or
e« PAL: the PAL standard is mainly used in Germany, Great
Britain, China, Australia and Brazil.

Estimated remaining
images

The estimated number of frames that may still be recorded in the
video database before the DVMS unit space is completely filled.
This option is only useful if the recording mode is linear.

Interface version
(API)

Indicates the version of the application interface between EntraPass
and the selected Video server.
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Item Description

Number of audio The number of audio streams available of the video server unit. The
source of the audio data is generally a microphone, but may be
another audio source.

Record rate The rate code value. This value indicates the aggregate recording
rate for the DVR unit in number of frames per second. The value can
be: 1, 2.5, 7.5, 15, 30, 60, 120, other value.

Total number of The total number of images in the remote unit’'s database.
images

Version compatibility | Compatibility between the versions of the DVR unit and the
application interface used.

Number of text The numbers of text data streams available from the DVMS. The
text data source may be a cash register or other device.
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Chapter 13 « Reports

The Report Toolbar

Use the Report toolbar to define and generate reports. These reports may be generated
automatically or requested manually. Reports can be sent by email.

Desktops Skatus Operation Users Definition Groups Devices System Report Options Backup

a
Quick report Historical report Report request T and & report T and A request Operations on T Faoll call report Report state Wigw repark
request and A

There are five types of reports:

Quick report: these are based on selected group of events (i.e.: door, controller, etc.) and
event types (normal, abnormal, etc.)

Historical report: these are historical and card use reports. The historical report type contains
archived and filtered events, whereas card use reports contain events related to card use.

T & A report (Time and attendance): these are defined according to selected doors and cards
defined as time and attendance.

Roll Call Report—this report is a snapshot of who has swiped a card at a reader or a group of
readers, within a certain reset period.

Under the Report toolbar, EntraPass users may also:

View report— this feature allows an operator to select pre-defined reports to view on screen or
to print.

Report state—this features allows an operator to view the status of all reports that have been
previously generated.

Perform Manual operations on Time and Attendance reports to add, insert, and delete Time
and Attendance entries.
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The Quick report feature offers a rapid method of creating reports for certain types of events. For
example, it is possible to create a report regarding all abnormal or normal access events in just a
few seconds. Quick report files may be viewed using the EntraPass Quick Viewer, a utility that
allows users to display Quick report files and all .QRP files. These include report files that are saved
from a report preview. The Quick Viewer is launched from Windows® Start menu, without the need

to launch the software.

Defining a Quick Report

1 Under the Report toolbar, click the Quick report request icon.

S
[~ Peport detil Repart namElSIart/end date | Time period | Miscellaneous
Event
English
fcoess events | [Monthly Access Event Repat
French
Evant type
& Nomal events [
€ Abnomal events
€ Nomal and abnomal events B
¢ Custom svents Database output type
Dosr | cad | [Paradon database 2
Al Directary
01,011 01 - 01 - Batiss=34 [C*Frogram Fies\K antechiServer_SERepart =]
01.01) 01 - 01 - Ports #1
(02.01) 01 - 02 - Ports #2 Output flename
[007_04_25-17_25_11 40
Database output process
[Repot printed by event |
D Emal perameers |
A Exzoute | L Close | 7 Help |

2 From the Event drop-down list, select the event type for the current report (access, controller,
door, relay, input, operator, manual operation events, etc.). If you have selected “access
events”, the Card tab appears in the window.

3 Among the Event type options, select the event type to be included in the report.

Normal—Quick report can create reports based on normal events. In an access report,

366

normal events would be such events as “access granted” for instance.

Abnormal—Such events as access denied (bad access level, supervisor level required),
workstation server abnormal disconnection, gateway communication failure, or all events
related to a process that is not complete (a controller reload failure, for example), are
considered abnormal.

Normal & abnormal—Select this option to include normal and abnormal events in the
report.

Custom events—Select this option to include your own events. The Custom tab appears
when the Custom events option is selected. This option allows the operator to selects the
components that have generated the selected events according to the setting in the “event”
field.
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NOTE: When you use the Event field, you have to specify which component(s) should be used
or not used. Once you select an event (i.e. access), the system displays all the doors. If you
select Controllers, the system displays all the controllers. Once you have selected an event
(i.e. controller events), select the controllers (i.e. list of controllers) to be included in the
report.

4  Select the Card tab to specify filter details about the report. The Card tab appears only if a
card-related event is selected.

I Quick report request o]
[inxtce Reportname | Start/end date | Time period | Miscellansaus |
Event
English
[fcozss events = [Manthiy Access Eventd
French
Event ype
% Normal events I
© Abnormal events
€ Normal and abnemal events A
® Cummerels Database oulput pe
Do Cad | [Patadon database |
¥ &l Directoy
A [C:NProgram FiesKaniechServer 8¢ Feport
- Dutput flename

Lower boundaiy [2007_04_z6-06_57_1a.co

| D atabase output process

IUDDE' vy [Display Historical report =l

Digife E i paraneier |
€3 Execute | I Cioze | 7 Hep |

5 In the Card index drop-down list, specify the information that will be used as the filter. For
example, if you select “card number”, only access events in which the defined card numbers
appear will be selected.

NOTE: If you select Card number, the Lower and Upper boundary editable fields display the
default numerical values to be replaced by card numbers. If you select Card user name, these
fields are enabled to receive text data. For example, you can enter A in the Lower boundary
field and F in the Upper boundary fields for the system to include events in which the selected
door is defined and events in which the defined card numbers appear but only for card users
whose names begin with A to F. If you select All, the editable fields are disabled.

6 In the Report name tab, enter a name for the report (this name will be displayed on your
report).

7 In the Start/end date tab, enter the date and time on which the system will start to collect the
events. For example, if you enter 7:00 and an event occurred at 6:00, this event will not be
included. To target events that occurred during a specific time frame, use the Time period tab.

8 In the Time period tab, check the Specific time frame option to include events that match the
specified time frame. Enter the target time for the report.

9 If you want to overwrite the previous file, select the Miscellaneous tab then check Overwrite
existing output file. If you do this, the existing default output file will be replaced by this new
one.
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Select the Queue priority level. A report with a priority of 1 will be processed before a report

with a priority of 99.

Define the output parameters:

- Database output type: Select the database output format (Paradox, DBase IV, CSV, PDF,
Excel, RTF or text).

e Directory—Indicates where the report is saved and stored. The default folder is:
C:\ProgramFiles\Kantech\Server_SE\Report\your file.xx.

e Output filename—Indicates the output file name. By default, reports are saved on disk in
C:\ProgramFiles\Kantech\Server_SE \Report\your file.xx. The report flename is composed
of the date and time on which the report was created. You can modify the filename if
necessary, but do not modify the extension.

Cukput parameters
Database oukput bype

Paradox database v

Direckory

C:\Program FilesiKantechlServer_xE\Reporth,

Output Filenarne

2009_06_05-14_25_16.db

Dakabase output process

Database only W

Database only

Display historical report

Report printed by sequence
Report printed by date and time
Report printed by event

Email - Histarical repork

Display detailed report

Display summary report

Display statistics

Email - Detailed report -
Email - Summary report
Ernail - Statistics repork

=

» Database output process—Select the appropriate output processes. A report template is
associated with each output.
» Database only: The report will be saved in the system database.
e Display (historical, detailed, summary or statistics) report: The report will appear
on-screen.
« Report printed by (sequence, date & time or event): The report will be printed
according to the specified sort order.
 Email (historical, detailed, summary or statistics) report: The report will be sent by
email to a specified valid email address.
Click on the Execute button to launch the report.
Click on the Preview button to view the report.
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Historical Reports Definition

The Historical report definition feature allows users to define customized historical reports and card
use reports with their own automatic execution parameters. Reports that are defined with automatic
settings are automatically generated at the specified time. However, they may be requested
manually when needed. The “Historical Report Request” menu enables operators to trigger reports
by overriding automatic settings. When requested manually, automatic settings are ignored.

Defining a Default “All Events” Report

You may generate a default report that will include all events. The default report is an Historical
report type. EntraPass enables you to send an automatic report by email.

1 Under the Report toolbar, click the Historical report icon. The Historical report window
appears.

2 Only the language section can be modified for the all events historical report.
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Defining a Custom Historical Report

1 Under the Report toolbar, click the Historical report icon. The Historical report window
appears.

2 To create a new report, click the New icon (in the toolbar) and enter the necessary information
in the language section. To modify an existing report, select it from the Report drop-down list.

3 You may check the Select all events option. All the 307 possible events will be checked and
included in the report. You may choose to check specific events that you want to include in the
report. Move left or right to view the other events.

NOTE: When you select the Historical report type with a filter mode (Filter mode drop-down
list), the system will display additional tabs: Components and Cards when events are
selected.

4  Historical Reports Only. If you selected Historical report, check the Specific time frame
option. If selected, the time frame specified will be used by the system. Only events (event time)
that are within this specific time frame will be included in your report. For example, if you define
8:00 to 8:30, only events which occurred during this time frame will be included in the report.

5 Select the Automatic report schedule tab to specify details about the report. For details about
defining an automatic report, see "Defining Automatic Report Schedules" on page 374.

Defining Components for a Custom Historical Report

If the selected report is a Historical report type and if you have selected a Filter mode, the
Components and Cards tabs will appear only when the corresponding events are checked. You
have to specify the components and cards that may affect the report.
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1 Historical Reports Only. Select one of the 3 Filter modes. These filters are used to target
specific events that were generated from selected components. You can select various filtering
methods. When you use this field, you have to specify which component(s) and card(s) to use.

Report bype

Histarical repart ("3

Filter mode

Report must cantain at least one of the selected components ~

amponents

2 Select the event(s) or check Select all events.

3 Move to the Components tab. The Components window lists all the component types
that have a direct link with the selected events.

W Historical report M= B |
IEEEEETE |
English
IEuslnm Report

Report I@ Custom Report j
French

IHappDrt personalise

Events parameters  Component | Card | Automatic repart schedulel

[~ Select all components

b [ O Administrator
[] Emplayee
[ Maintenance
[ Security

[ Wisitar

j'L Close | X Cancel | ? Help |

4  Select an event type to display its items in the right-hand pane. If you select Doors, all the
access system doors are displayed in the right-hand pane.

NOTE: If an item in the left-hand pane (Selected components) is selected, its color changes
(turns red). When it is deselected, it resumes to the default color.
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Defining Card Options for a Custom Historical Report

1 In the Historical report window, move to the Cards tab. It is displayed only when access events
are selected. It is used to add more filters to your report in order to target specific events.
M Historical report HE B |I
i 1 o s =
Enalish
IEustom Repart
Report IDH\stDHcaI ﬂ
French
IHapDDII personnalisé
Events palamelersl Component  Cards |Aummatic report s:hedu\el
v All cards
Card number JNone =] [oo-00000 o000
Filter index Filter mode: Lower boundany Upper boundanm ﬂ
Card uger name |Nane v
Card information 1 Hone v
Card information 2 Hone ¥
Card information 3 Mane bl ;IJ
j='|_ Claze | x Cancel | ? Help |
2 Select the All Cards option to include all cards.

Specify the information that will be used as a filter (Filter index drop-down list). For example, if
you select “Card number”, as the filter index, only access events in which the defined card
numbers appear will be selected.

From the Filter mode drop-down list (None, Include, Exclude), specify if the system should
exclude or include the value range that you specify in the Upper/Lower boundary fields. When a
filter mode is selected (Exclude or Include), the “Boundary” fields are enabled.

Enter the value range in the Lower/Upper boundary fields according to the selection in the
Filter mode field. These may be, for example, alphabet letters (if the filter index is by names; or
numeric, if the filter index is by card number). You could, for instance, use the card user name
and specify A to F in the Lower/Upper boundary as the lower and upper boundaries. As a
result the system will include events in which the selected door is defined and events in which
the defined card numbers appear but only for card holders whose names begin with A to F.

NOTE: Users may select more than one filter for the same report using the filter index. Events

will

The

be filtered n times depending on how many filter indexes are defined for the report.

Defining a Card Use Report

card use report feature is used to create reports that will list cardholders who did/did not

generate events since a specific number of days or a specific date. For example, operators could
request a report including “access granted” events that were generated since a specific date.

NOTE: When you select a card use report option, the Use definition tab appears in the
Historical report window. It allows you to define the card use parameters, such as: used since
a specific date, not used since 30 days before today, etc.
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The system displays five event types:

Access denied (bad location, bad access level, bad card status, etc.)

Access granted

Database (events that have affected the database, such as card definition modified)
Other events

Time and Attendance events (entry, exit)

In the Historical report window, select a report from the Report drop-down list. If you are
creating a new report, click the New icon in the toolbar, then enter the necessary information in
the language section.

From the Report type drop-down list, select Card use report. When you select the Card use
report type, only events related to card usage are displayed in the left-hand pane.

You may check the Select all events option (when it is checked the display pane is disabled),
or you may select only the events you want to include in the report.

You may also check the Process separately option if you want the events to be processed
individually for each card. For example, if you want a report for “Access denied events” and
“Access granted events”, if you do not check the Process separately option, the report will
contain all these events. When the Process separately option is checked the report will display
Access granted events and Access denied events separately.

NOTE: The Process separately option appears only when the report type is a Card use report.
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Move to the Use definition tab to specify the card use options (Not used since or Used since)
and defined periods.

NOTE: The Use definition tab appears only when the selected report type is a Card use
report.

6

To define the target period, check the From checkbox and enter a date in the From field. You
may select a date in the calendar when you click the Calendar button. Alternatively, you may
use the up/down controls or enter the Number of days back, starting from today’s date.

When you have finished defining the report, save it. You may request it using the Report
request button in the Report toolbar.

Select the Automatic report schedule tab to specify details about the report. For details about
defining an automatic report, see "Defining Automatic Report Schedules" on page 374.

Defining Automatic Report Schedules

For both Historical and Card use reports

Use the Automatic report schedule tab to define automatic settings for your reports so they can be
automatically generated when needed. These settings indicate:

The frequency: when the report should be generated (none, weekly, monthly, once)
The time period covered

The output process (display, print, etc.)

The output type (dBase, Paradox, CSV, PDF)

The language and the filename

NOTE: Make sure that EntraPass is running at the time you have defined for the automatic
report generation. For example, if you have set the report schedule to daily, at 00:30,
EntraPass must be running at that time to generate the report.
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1 In the Historical report window, move to the Automatic report schedule tab.

] Historical report ol ® |mE=l
English
Report
Repart Dreport
French
Rapport
Events parameters | Use definition | Automatic report schedule
Schedule mode Start report at
Hiieekly vH & More ‘ Start at this time (hhimm) 00:00
PR
R = Start scheduling parameters
Schedule task weekly Start this many days back (=
Monda Frida
" v Start at this tine (nhimm) 15:30
Tuesday Saturday
Wednesday Sunday Stop scheduling parameters
Thursday Stop this many days back 0 |3
Stop at this tme (hhzmm) 15:30
[ Hioese | [ Xcancel | [ Preb |

2 From the Schedule mode drop-down list, select the frequency at which the report should be
executed:

Select None if you want the report to be manually requested (see Historical Report
Request).

Select Weekly if you want a report every week. You have to check the day on which the
report should be executed automatically.

Select Monthly if the report is needed once a month. You have to specify the day (ex. the
second Friday of the month or the 15th day of the month) when the report will be executed
automatically.

Select Once if you want the report to be executed automatically on a specified date.

3 Select the Queue priority level. A report with a priority of 1 will be processed before a report

with

a priority of 99.

4 Inthe Start at this time field, enter the time at which the system will start executing the report.
5 Specify the Scheduling parameters.

NOTE: These settings are ignored when the report is requested manually by an operator.

Historical Reports Definition

Start this many days back—The report will start collecting events according to the
number of days specified in this field. It is based on the present date.

Start at this time—Once you specify the amount of days, specify the starting time (i.e.:
7:00am). For example, if you enter 7:00, events that occurred at 6:00 will not be included in
the report.

Stop this many days back—The report will include the specified number of days entered
in this field. It is based on the present date.

Stop at this time—Once you specify the number of days, specify the ending time (i.e.:5:00
pm), that is, the day on which the system will stop collecting data; you may also specify the
time at which it will stop. For example, if you enter 7:00 and an event occurred at 8:00, then
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this event will not be included. To target events that occurred during a specific time frame,
you have to use the Specific time frame option.

NOTE: The start and end time are only used for the first day and last day, for example if you
start collecting events on Monday at 8:00 and end on Friday at 17:00 all events between 8:00
Monday and 17:00 Friday will be included. The system does not use the start and end time for
each day but for the whole period.

Specifying Additional Options for an Automatic Report

1 Select the More button to add more settings to the automatic scheduled report. When you click
the More button, the Automatic report output definition window appears.

B sutormticreportoutputdefmon
Detail: I = =
Database output type IESV j x Cancel |
Databage output process IDaIabase only j ? Help |

[v automnatic flenarme [ _me_dd-hk_mm_ss)

Filenarne IZUUiULZS-T 4_48 Shcaw

Report language IEngIlsh j

Report destination I[T] Monitoring Application ﬂ

2 From the Output type drop-down list, select the output format of the report. You may choose
Paradox, Dbase IV, CSV, PDF, Excel, RTF or text formats.

NOTE: From the Database output process, you can select Email historical report if you want
this report to be automatically sent to specified recipients. If you choose this option, select the
Email tab to enter the recipients’ email address in the Send Email to field. EntraPass enables
you to protect the report by a password before emailing it.

3 You may check the Automatic filename (...) option. The default file name is YYY_MM_DD-
HH_MM_SS.X, indicating the year_ month_ day-hours, minutes_second.file extension.

NOTE: For details on the output type and the output process, refer to the table below. It gives
a comparison of the different report formats.

The following table shows the difference between these database formats and their output file
formats:

Database Description

Paradox In addition to the traditional.db,.rdf output formats, the Paradox database generates
the.px,.xg0,.xg1,.yg0,.ygl files. These contain the indexes and are useful when using a
“Paradox” database. They can also be used by the database administrator. Output for-
mats .db, .rdf and .csv.
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Database Description

Dbase IV A popular database management system format for storing data that is supported by
nearly all database management and spreadsheet systems. Even systems that do not
use the DBase format internally are able to import and export data in Dbase format. Out-
put formats are .db and .rdf.

Csv Will save the report in a comma separated values format (yourfile.csv). A data format in
which each piece of data is separated by a comma. This is a popular format for transfer-
ring data from one application to another; because most database systems are able to
import and export comma-delimited data.

PDF Portable Document Format (PDF) is an open standard for document exchange. It
can be opened with the free application Adobe Reader.

RTF The Rich Text Format (RTF) is a proprietary document file format with published
specification for cross-platform document interchange. Most word processors are
able to read and write some versions of RTF.

text A text file is a kind of file that is structured as a sequence of lines. Can be opened by
a large number of editing tools.

From the Output process drop-down list, select the report template. It will be used with the
requested report. For details on the output format, see "Defining a Report Output Format" on
page 377.

Defining a Report Output Format
Historical and Card use reports

1

If you select Database only (CSV, Paradox and Dbase): The report will include the following
information: event sequence, date and time, event message, description types (displays a
specific number that identifies a component in the system), description names (displays the
name of the component as defined in the system—name of description type number) as well as
the card number (for card-related events).

NOTE: A database only report is saved in the reports folder in the specified format. It will not
be printed nor displayed.

2

If you select Display Historical report - Display card last transaction report (Paradox Only):
The report will automatically be displayed on your desktop when completed. You can customize
the report before you print it manually. For more information on how to customize the report,
see "Previewing Historical Reports" on page 398. The report will include the following
information: event sequence, date and time, event message, card number (for card-related
events) and descriptions 1 to 4 which contain details on the event.

Report printed by sequence (Paradox Only): This report is sorted by event sequence number
(order in which they were generated by the system) and printed automatically at the printer.
Report printed by date and time (Paradox Only): This report is sorted by date and time and
printed automatically at the printer of the destination workstation.

NOTE: The printed reports (option three and four) will be saved in the reports folder in the
specified format. They will also be printed but not displayed.

Historical Reports Definition
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Report printed by event (Paradox Only): This report is sorted by event message
(alphabetically) and printed automatically at the printer. The report is saved in the reports folder
in the specified format, but not displayed.

Time and Attendance Reports

Time and attendance reports will be saved in the reports folder, they are not printed nor displayed.
User have to manually retrieve the report to view it, they can also use the “View Report” menu.

1

Single file with all data (CSV only): The report is generated in one file containing the data and

the descriptions (date & time, transaction ID, card number, card user name and door

description).

Database with transactions (CSV, Paradox & DBase 1V): The report is generated with all the

data and transactions in one single file. It includes the date & time, the transaction ID, the card

number and the card user name.

Display time and attendance report (Paradox only): The report will automatically be displayed

on the desktop when completed. You can customize the report before you print it manually. It

contains: the card number, card user name, entry time, exit time, contents of the card

information field as selected in report definition and total hours per cardholder. For more

information on how to customize the report, see "Previewing Time and Attendance Reports" on

page 399.

Two (2) databases with all data (Paradox & DbaselV): the report will be generated in two

separate files:

« One file containing: date, time, event message (transaction type), pkcard, pkdoor,
pkdoorgroup.

* One file containing: pk description (explaining pkcard, pkdoor and pkdoorgroup), card
number, object and contents of card information field selected in the report definition menu.

NOTE: PK refers to a component unique number within the system

5

Single database with all data (Paradox & DbaselV): The report will be generated in one file
containing the data and the descriptions (date and time, transaction ID, card nhumber, card user
name, door description and sequence).

CSV compilation time and attendance (CSV Only): The report will be generated in two files.

One file containing a total, of hours for instance, by department, and the other file containing

detailed information. Depending on the number of days covered by the report, a “day” column

will be reserved for each day.

* Automatic filename—Select this feature if you want the system to automatically use the
date and time as the filename. You cannot use the “overwrite existing output file” when you
use this option.

*  Filename—If you wish to overwrite the same report (for example—every week), you can
enter a filename here and when the report will be executed according to specifications, the
new report will replace the oldest report.

« Destination: this is where the report should be sent/printed automatically.You can also use
the Overwrite existing output option to specify a different destination file.

 Report language—This field is used to include additional information in your report. Select
from the displayed list.
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Requesting Historical Reports

With this feature operators can request pre-defined Historical reports or Card use reports that
were created using the Historical Report menu. Operators can also email the report to one or
multiple recipients.

NOTE: If your report contain automatic settings, these will be ignored. You must indicate new
settings.

1 Under the Report toolbar, click the Report Request icon. The Report request window appears.

10|

Report list

Date and Time

start date and time [eoi0-08-02 | [omio0:00

End date and time Jeo10-03-03 3 | S
Queue priority E 3—

Qutput parameters

Database output kype

IParadox database j

Directory

|C:\Program FilesiiantechiServer_SEiRepart J

Qutput filename

|2mn_na_03-ng_39_43.dh

Database output process

IDispIay historical report: j

Define emall parameters |

ﬁ Execute | j-'l_ Close | ? Help ”

2 Inthe Report list display pane, select the report that you want to execute.

3 Select the Queue priority level. A report with a priority of 1 will be processed before a report
with a priority of 99.

4  You may define output parameters, including the database output type format (Paradox,
DBase IV, CSV, PDF, Excel, RTF or Text), the target folder, the output filename, etc. For more
information on how to select an output format, see "Defining a Report Output Format" on page
377.

NOTE: If a Card use report is selected, the “Date and time” section is disabled.
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5 Click Execute. A system message informs you that the report is being processed. The Report
options window appears and is then minimized to the task bar.

=R eport options

=10] x|

Sequence  |Date and time Event message

Card number

Description #1

1/2007-06-06 4:47:27 P
2 [2007-06-0F 4:47:34 Pl
3 /2007-06-06 4:47:37 P
4 2007-06-0F 4:47:40 P
5§ 2007-06-06 5:03:25 P
E [2007-06-06 5:03:23 P
7 2007-06-06 5:03:44 P
§ 2007-06-06 5:03:47 P
9 2007-06-07 8:38:11 A
10 [2007-06-07 £:38:12 &M
11 2007-06-07 £:38:30 A
12 [2007-06-07 S:44:17 &AM

[«

Start EntraPass application

Begin reloading: Server procedure
Reloading completed: Server pracedure
Login on workstation

Login on work:station

D ata restored by operatar

Begin reloading: Server procedure
Reloading completed: Server procedure
Start EntraP'ass application

Login on work:station

Lagout on workstation

Login on workstation

13 2007-06-07 10:33:49 &M Begin reloading: Server procedure

14 2007-06-07 10:33:52 AM Relnading completed: Server procedure
15 2007-06-07 10:33:39 &M Start EntraPass application

16 2007-06-07 10:33:53 &M | Controller commurication failed

17 2007-08-07 10:33:53 AM Controller commurication failed

18 2007-06-07 10:33:53 &M | Controller commurication failed
19/2007-08-07 10:33:53 AM Controller commurication failed

Wiorkstation EntraPa
01 -workstation Ent
01 - ork station Ent
“workstation EntraPa Guarda
‘Wworkstation EntraP3 Instalador
“wiorkstation EntraPa Guarda
01 - fork station Ent

01 -"work station Ent
‘workstation EntraPa
“wiotkatation EntraPa Instalador
‘Wworkstation EntraPa Instalador
“wiorkstation EntraPa Instaladon
01 - Yorkstation Ent

01 -“wiorkstation Ent
‘workstation EntraP3

01 - Sita #1

02 - Controllore #2

03 - Contrallore #3

04 - Controllore H4

Description #2 IDEschlmj

e

—Option:
¥ Alternate band's color

¥ Framed events

I lcons in report

™ Expand spaces between events

Filter option:

Search description

o Preview |

" Containg
¥ Starts with

Sort ISEquEnDE

N

' Ends with
" Exact words

& Print |

22 Properties

i'L Cloge |

6 Select the Preview button to define the report and filter options. This will increase the
readability of the report by adding, for instance, alternating band colors, framing events, icons
in the reports, etc., or by sorting events in the report (by event ID number, alphabetical order or
date and time).

7 Enter the description in the Search description field. The report is updated in real-time when
you enter a filter option.

8 You may use Preview to preview the report or the Properties button to view details about the
report. When you click the Preview button, the system will display the result of the report. From
that window, you can save the report in various formats or print the report.
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Requesting an Event Report

1 Under the Report toolbar, click the Report request icon. The Historical report request window
appears.

2 Specify the Start and End time. By default, the end date and time are set to the system time.

3 Select the Queue priority level. A report with a priority of 1 will be processed before a report
with a priority of 99.

4 You may specify the output parameters or leave these to default.

NOTE: It is important to know the differences among the output type and processes. For
details, see "Defining a Report Output Format" on page 377.

5 You may select the Report state icon from the toolbar to view the report status.

6 Select the View report icon from the toolbar to view the report. The default report name is
YYYY_MM_DD_-HH_MM_SS.db.
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Emailed Reports

EntraPass allows you to email any report to one or more recipients. The email feature is enabled

when defining an EntraPass workstation and when specifying the report database output format.

Historical, time and attendance and quick reports can be sent by email to any valid email address.
Defining a Report to Email

1 Under the Report toolbar, select Quick report request, Report request or T and A request.

ISI=E
Report list
Al events Date and Time
Start date and time [eo10-02-03 | [pa:ooi0n
End date and time zo10-02-03 | [p:s0i2a
Queue priority m

Qutput parameters
Database output type
IParade database ﬂ

Directory
IC:lProgram Files\tantech|Server_SE\Report J

Cutput filename
IZDID_DE_DS-DQ_SD_SD‘dh

Database output process
IEmaiI - Detailed report j

Defing email parameters |

G Exerute | JE'L Close | ? Help ”

2 Inthe Report List, select the report you want to email.

Define the report’s parameters.

4 In the Database Output Process drop down menu, select the email (detailed, summary or
statistics) report you want to send.

5 Click the Define Email parameters button to open the Automatic report output definition
window.

w

I Automatic report output definition x|

E-mail |
& OK |
Send E-mail to
Cancel |
humanresource@companyvname. com; firstname. lastname@comparnyname: x

Pasaword

Paszword confirmation

6 Inthe Send Email to enter the recipient’s email address. For multiple recipients, addresses are
separated by a semi-colon.
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7 Click OK to close this window.

NOTE: Sending reports does not compromise the security of your data. In fact, EntraPass
allows you to protect rpf files with a password. Only recipients with the correct password will
be able to access the file. You cannot set a password to CSV files.

8 Click the Execute button to send the report to the specified recipient. The report will be sent to
the workstation selected in the Send to workstation drop-down list and to the specified
recipients.
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Time and Attendance Reports Definition

This feature is used to define customized time and attendance reports with automatic execution
parameters.

NOTE: Reports can be defined with automatic settings so they are generated when you need
them or can be requested manually using the “Time and attendance report request” icon.
When requested manually, automatic settings are ignored.

Defining Time and Attendance Reports
1 Under the Report toolbar, click the T & A Report icon.

ERE
HEDN G ERs

Englsh

IT\me and Attendance report

Report [@7ime and attendance report =l
French

IT\me and Attendance report

Doors and cards {Cavds { Automatic report schedule ‘[Ru\es N

 Door I tiew deleted doors [ Display Hours and Minutes

& Door group [V Overirite existing output fle

v

L close X cancel | P Hebp |

2 If you select the Doors option, only the doors defined as “Time and attendance” doors (in the
Door definition menu) are displayed. Check the View deleted doors to add deleted doors to the
list. When you select the Door group option, the View deleted doors option is disabled. The
system displays the door groups of your system; then you may select one.

3 Check the Overwrite existing output file option if you want the system to replace the existing
file. If you leave this option unchecked, the system will create another output file.

4  Select Display Hours and Minutes to add them to the report.
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5 Select the Card tab to add other filters for the report.

AT and A report - [0 %]
I EIE R ETJETRNE
Engich
IMnr\lh\y Tt & Adrministration
Freport [ taniny Tt 4 Administration 2
Fiench
IMDnIh\y Tt & Administration
Doars and cards  Cards | Automatic repart schedue | Fues |
¥ All cards Addiional information [Nore =l
Card umber [Hone 2 | 000000
Filter indlex Filter mode Lower boundam. Upper boundam: ﬂ

Card user name. Inchide

Informacidn de |2 tarjsta #1  Inchude

Informacidn de |2 tarjsta #2  [Inchude

Informacidn de |3 tariets #3 | None

Infamacidn de |a tarista #4 | None

Infamacidn de |5 tarista #5 | None

Infomacidn de |a tarieta # | None

A4 A A 4]

Infomacidn de |a tarieta #7 | None

5]
Hoese | Xcaea | 7|

6 Select a filter index, then select a filter mode (None, Include, Exclude). If you have selected a
filter index, select the filter mode and enter the value range in the Upper/Lower boundary
fields. To include all the fields, leave the filter mode to None. For example, if you select Card
number as the Filter index, leave the filter mode to None so that all events triggered by cards
will appear in the report.

7 To add information in the sort criteria, select an item from the Additional information drop-
down list.

NOTE: Repeat these steps for all the card information fields that are listed in the filter index
field. You could use the card user name and specify A to F in the Upper/Lower boundary
fields for the system to include events in which the defined card numbers appear but only for
card users whose names begin with A to F (G and up will not be included even if the card
number is included in the range).

8 Select the Automatic report schedule tab to specify information for automatic reports. For
details, see "Defining Automatic Report Schedules" on page 374.
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9 Select the Rules tab to define the rules of time and attendance in employee time reports. Rules
can be created to define periods of time as specific values. For example, all employee entries
between 7:50 AM and 8:15 AM can be defined as the value of 8:00 AM on reports.

» Select the Keep only the first entry (first IN) and the last exit (last OUT) option to get
the time lapsed between the first reading of the card on an entry reader and the last
reading of the card on an exit reader.
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Time and Attendance Reports Request

The Request Time and attendance reports feature is used to request the pre-defined Time and
attendance reports that were created using the Time and Attendance Report Definition menu. This
feature is useful when you want to override automatic settings.

NOTE: If the report contains automatic settings, these will be ignored.

Requesting a Time and Attendance Report Manually

1 Under the Report toolbar, click the T and A Request icon. The T and A Request report window
appears.
i1
Repott list
Time and Attendance report Date and Time:
Start date and time Jzo10-08-03 x| Jposa0:00
End date and time: Jzo10-08-03 x| [to:00:30
Queus priority 2 Ev
Dukput parameters
Database output type
IParade database j
Directary
IC:\Prngram Files\Kantech|Server_SEiReport J

Cutput filename:
|201 0_08_03-10_00_30.db

Database output process

|D\sp\ay Time and Attendance report j
Defing email parameters I
‘ @ Execute | j'L Close | ? Help | ‘

4

5

From the Report list display pane, select the Time and Attendance report that you want to
execute.

Specify Date and time as well as the Output parameters.

Select the Queue priority level. A report with a priority of 1 will be processed before a report
with a priority of 99.

Click Execute to trigger the report.

NOTE: For the Paradox output type, the system displays a report preview window. For other
output formats, you will have to retrieve the report manually since it is not printed or
displayed. To view all the reports that have been generated, use the View report button in the

Report toolbar. For details on reports output formats, see "Defining a Report Output Format"
on page 377.
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Operations on Time and Attendance

Use the Operation on Time and Attendance feature to manually insert, add or delete Time and
Attendance transactions in the database. This feature is useful for an organization using the Time
and Attendance feature for the payroll system, for instance.

Adding a Transaction in the Time and Attendance Database

1 Under the Report toolbar, click the Operations on T and A icon.

8 Dperations on T and A P s
Do filter
Card rumber 21.0E23 34 Find Site
[sita #1 |
Ea'é...usi[ o poanna e [¥ &l doars [~ Wigw deleted doars
I Wiew doieied ansachions [ Find deleled cards 020N 0T 02 Porla 82
~Date period
Start date 2007-04-19 g
End date 2007-04-26 g . Ent . Exi
Delste | Date Time: Transaction Dioor
[T 20070426 1448 Manual entry ¥ |[02.01) 07 - 02 - Porta #2 L4
Save | 9 Load | oo Add | i}ﬁ Ingert | i'L Close | 26 Caneel | ? Help |

2 Enter the Card number for which you want to modify the Time and Attendance transactions,
then click the Load button. If you do not know the number, use the Find button.

NOTE: The card number field is mandatory to start loading.

3 Select the View deleted transactions option if you want to view the transactions that were
previously deleted. Deleted transactions are marked with an “X” in the Delete column.

4  Check the Find deleted cards option if you want to find the deleted cards. This does not apply
to entries that were added manually.

5 Specify the Start date, the day on which the system will start to collect the events, by clicking
the Calendar icon and selecting a specific date. Only events that occurred on this date and
after are displayed.

NOTE: The Start date is mandatory to start loading.

6 Specify the End date, that is the day and time on which the system will stop collecting events.
Only events that occurred on the specified date and before are displayed. If you do not specify
an end date, the system will include all the data up to the present day time.

7 Inthe Site drop-down list, select the appropriate site to view the Time and Attendance doors.

NOTE: The gateway is mandatory to start loading.
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You may check the All Doors option, then all the doors displayed under this field will be
selected. You may also select specific doors. All the Time and Attendance events that were
generated for the selected doors will be displayed.

Check the View deleted doors option so that even doors that are no longer defined as time and
attendance doors (but that have been defined as time and attendance) will be displayed.

NOTE: Doors are mandatory to start loading.

10

Enter the necessary information in the transaction table. The transaction table displays the

transactions for the selected cardholder:

 The Delete column indicates transactions that have been deleted (if the View deleted
transactions option is checked). These are identified by an X.

* The Date column indicates the date on which the transaction occurred. Use this field to
specify the date when you manually insert a new transaction.

e The Time column indicates the time at which the cardholder entered or exited an area. Use
this field to specify the time (entry or exit) when manually inserting a new transaction.

e The Transaction column indicates the transaction type. For every entry transaction, there
should be an exit transaction.

 Entry—indicates that this is an entry transaction generated when a cardholder
presented his/her card at a door defined as entry.

* Exit—Indicates that this is an exit transaction generated when a cardholder presented
his/her card at a door defined as “Exit”.

e Manual entry—Indicates that this is an entry transaction that was manually inserted or
added in the system. When you manually insert a transaction, you have to specify if
this transaction is an “Entry” transaction or an exit transaction. For every entry, there
should be an exit.

* Manual exit—Indicates that this is an “exit” transaction that was manually inserted or
added in the system. When you manually insert a transaction, you have to specify if
this transaction is an entry transaction or an exit transaction. For every entry, there
should be an exit.

e« The Door column indicates which door was accessed by this user. When you manually
insert a transaction, you have to specify the door according to the transaction type (Entry or
Exit).

NOTE: If you are inserting an entry transaction, only doors defined as “Entry doors” will be
displayed in the list. If your are inserting an exit transaction, only doors defined as “Exit
doors” will be displayed in the list.

11

12

13

Click the Load button to load the transactions from the server for this cardholder. You have to
enter the card number, select the site and door(s), then click the Load button. The button is
disabled once you have loaded the transactions.

Click the Add button to add a transaction to the existing transaction list. The new transaction
will be added at the end of the list.

Use the Insert button to insert a transaction between existing transactions or above any
transaction.
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14 Click Cancel to cancel any insertion or modification that was made BEFORE saving.

NOTE: When you delete a transaction that was added manually, it is permanently deleted from
the list; as opposed to transactions that were generated by controllers. When they are
deleted, they are identified by an X in the Deleted column.
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Roll Call Reports

The Roll call report is used to take a snapshot of who has swiped a card at a reader or a group of
readers within a certain reset period. With the Roll call, one or many doors in EntraPass may be
configured as entry points for a certain perimeter and upon criteria later defined in this document.
Based on the last location a card holder has passed, operators will receive reports on who has
entered this perimeter.

Since EntraPass Special Edition does not function in services mode, the application must be active
on the PC at all times for the roll call report to be executed and produce accurate results.

Functionalities

Roll Call Reports

A maximum of 8 roll call reports can be configured through EntraPass.

» Doors must be assigned to a report number (1-8) in order to be considered for the roll call report
(see "Doors Configuration" on page 106 for more information).

e At runtime, the Roll call report will list all individuals that have swiped a card at a pre-defined
reader. No other card holder will be shown in the report than the ones who have entered a
perimeter after the last perimeter reset.

» To create an “in-out” functionality, the operator must make sure that doors considered “out” of a
building or site have a different roll call number. Any door that doesn’t have a number assigned
to it will have no effect on the location of the card holder for the roll call report.

e A configurable reset of the report is available and the default value is 12:00PM (midnight) every
day. This function cleans the report. Reset can be performed for all reports in the roll call report
window.

e Upon manual request in Report —> Roll Call Report or on trigger of a pre-configured input, a
report can be generated up to 3 times to a pre-defined printer, workstation or email address.
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Roll Call Report generation

1

2

Under the Report toolbar, click the Roll call report icon:

Reference Manual

Select the roll call sector. If the roll call sector you wish to select is not listed, click on the button
next to drop-down arrow:

+ ¥ Name roll call sector =
English French
1 Roll call 1 Appel nominal 1
2 Raoll call 2 Appel nominal 2
3 Roll call 3 Appel nominal 3
4 Raoll call 4 Appel nominal 4
5 Roll call 5 Appel nominal 5
& Raoll call & Appel nominal &
7 Raoll call 7 Appel nominal 7
g Roll call & Appel nominal &
¥ Automatic roll call reset IDD:DD
o OK XK cCancel | ? Help
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3 Specify the report destinations:

"Rnllcallrepnrt LI;IEIEI
lals-|s] =ls]x

English

IRnII Call Report

Roll call repart DRl Call Report i
I J French

IRapDDrt Roll Call

General Destination |

Reeport destination Right-click to load the: [ ] |(1) Server Workstation ,'“I
extended selection box
¥ Cutput printer I E-mail recipient

brozfpr01|BROZPRTCAOG

[13:sSnaglt s
[ 4 : Microsoft XPS Dacument Writer

[15 : Microsoft Office Document Image Writer

[ : Adobe POF =l

j'L Close | X cancel | ? Help

* Report Destination: Select a destination using the three-dots button.
e Output printer: Select the printer(s) from the list.
e E-mail recipient: Enter the name(s) of the recipient(s) to email the report to.

Example of a Roll Call Report

TRACKING AND MUSTER VIEW REPORT

Area Name Card ID Status Card Holder Reader

Time & Date

on Site 29 Valid Card, deor used Bloggs Fred Front Door — IN
15:22:07 16/03/2005

26 Valid Card, door used Davies David Front Door - IN
15:22:05 16/03/2005

27 Valid Card, door used Johnson Sam Front Door - IN
15:22:03 16/03/2005

30 Valid Card, door used Smith John Front Door - IN
15:22:09 16/03/2005

28 Valid Card, door used Wilson Jane Front Door — IN

15:21:59 16/03/2005
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Report State

Use the Report state feature to display a list as well as the status of all requested reports that are
still pending. From the Report tool bar, click on the Report state icon:

Report state fields:

e Priority: Priority level for the treatment of messages (1 to 99). A a priority of 1 will be processed
before a priority of 99.

e CPU: Level of CPU usage to be allowed to process the report (Lower, Normal, Higher).

* Report: Name of the report in process.

» Destination: Displays the workstation or SmartLink name to which the report will be sent to.

* Progress: When the report is processed, it displays the date in treatment, from the start to the
end.

e Count: Indicate the number of records in the report.

7l Report state =10 x|
BEE e
I Priority | CPL I Repork I Destination I Progress I Count

L 1 Liower Door events a 12/30{1899 12:00:00 Ar o

& 11 Liower ACoess events a 12/30/1899 12:00:00 AM o

& 17 Liower Relay events a 1213001599 12:00:00 AM 1]

& 33 Lower Relay events a 1213001599 12:00:00 AM 1]

& 77 Lower Manual operations events a 1203001599 12:00;00 AM 1]

Requested by I I

Start and End date I
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Contextual menu for pending reports:
Select a report then right click on it to display the contextual menu:

ll Report state 10l =|
Destination Progress
Lower All events Mext ko proceed

Promate
Priority 4
Help

Requested by Jkantech | 7t6i2010 2:30:25 PM

Start and End date I?,fﬁ,fZDlD 12:00:00 AM -= 7/6/2010 2:30:23 PM

* Next to proceed: Indicates that this is the next report to proceed.

* Promote: Increases the priority level (above the next lower priority report).

e Priority: Allows you to change the CPU usage for the treatment of reports (Lower, Normal,
Higher).

* Help: Click to see the related help topic.
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Contextual menu for in process reports:
Select a report then right click on it to display the contextual menu:

=T

Drestination Progress

Abort with data

Abort without data

Priority 4

telp
Requested by Ikanlech I?J‘ﬂ)’ZDlD 2:30:25 PM
Start and End date [7l612010 12:00:00 AM -> 7/6{2010 2:30:23 PM

 Abort with data: This function ends the process and the gathered informations are sent to the
recipient.

* Abort without data: This function ends the process and the gathered informations are erased.

e Priority: Allows you to change the CPU usage for the treatment of reports (Lower, Normal,
Higher).
* Help: Click to see the related help topic.

NOTE: A red dot indicates a pending report and a green one, a report in process .
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Reports Viewing

The View Report feature enables users to view the reports that were defined and saved in the
system. Operators can use it to view reports in any format, or to customize a report before printing
it.

NOTE: When you create a report (csv, db or dbf), the system automatically creates an
associated rdf file. This rdf file is the one that is listed in the View report window. When you
click “Preview”, the system automatically launches the appropriate program to view the report.

Displaying a Report

Reports Viewing

1 Under the Report toolbar, click the View report icon. The system displays the default
destination folder. If the report was saved in a different folder, browse the disk, using the scroll-
down arrow (bottom of the window) to the report you want to display.

e R

= i D ate and time Description

3 Program Files £}
4 Kantech :l 09/11/2004 1:58:55 PM  Access events
3 Serve GE ] 05/08/2004 25233 PM Al everts

:l 05/08/2004 301:38 P4 All events

] 03/08/2004 5:10:32 PM  E-mail Repart
] 03/08/2004 51218 PM  E-mail Report
] 05/08/2004 3:05:25 P Historical Feport
] 03/08/2004 4:48:27 PM  Mew report

] 06/03/2004 12:00:04 Mew report

] 03/08/2004 4:51:37 PM  Mew report

=13 j
@ Preview I @ Delete | j-'L Cloze | ? Help |

i Details

2 Select the report you want to view. If there is a printer installed, the Preview button is enabled.
It is used to preview the report before printing it.

NOTE: You must have a printer installed on your computer in order to preview or print reports.
To setup a printer, click on Start > Settings > Printers > Add Printer. For more information,
consult your system administrator.

3 Click the Details button to display information about the report. If you click the Details button,
the Report details window appears, displaying information related to the selected report file
such as the report filename, title, type, date, etc. To close the Report details window, click the
Details button again.

4  Click the Preview button to view the report in the system displays the Report preview window.
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Previewing Historical Reports

1 From the View report window, select the report you want to view in the right-hand pane. If you
select an historical report generated by Paradox, the Report Options window will display
allowing you to customize your report before printing it.

NOTE: If you select a CSV type of report, the report will be generated in a WordPad window,

in text format.

'?.‘!_ Report options

=lolx|

Sequence |Date and time IEvent message

7 2007-06-0F 4:47:21 Phd
2 2007-06-06 4:47:34 P
3 2007-06-0F 4:47:37 P
4 2007-06-06 4:47:40 P
5 2007-06-0F 5:03:25 P
5 2007-06-06 5:03:23 P
7 2007-06-06 5:03:44 Phd
5§ 2007-06-06 5:03.47 Pt
g 2007-06-07 £:38:17 AM
10 2007-06-07 8:38:12 AM
11 2007-06-07 £:38:30 AM
12 2007-06-07 &:44:11 A

Start EntraFass application

Begin reloading: Server procedure
Reloading completed: Server procedure
Login an work station

Login on workstation

D ata restored by aperator

Begin reloading: Server procedure
Reloading completed: Server procedurs
Start EntraPass application

Lagin an wark station

Logaut on work station

Login on workstation

‘wiorkstation EntraPa

01 -"Workstation Ent

01 -‘Workstation Ent

work station EntraPa Guarda
‘work station EntraP'a Instalador
workstation EntraPa Guarda
01 -*workstation Ent

01 -Workstation Ent

‘whork station EntraPa

‘wiork station EntraPa Instalador
‘wiorkstation EntraPa Instalador

I Description #1 IDesmiptmn #2 IDescriptiﬂﬂ

‘workstation EntraPa Instalador

13 2007-06-07 10:3349 AM Begin reloading: Server procedurs 01 - Workstation Ent

14 2007-06-07 10:3352 AM Reloading completed: Server procedure 01 - Workstation Ent

15 2007-06-07 10:3339 AM Start EntraPass application Waorkstation EntraPa

16 2007-06-07 10:3353 &M Cartraller communication failed 01 - Sito #1

17 2007-06-07 10:3353 AM Cortroller commurication failed 02 - Controllore: #2

1§ 2007-06-07 10:3353 &AM Cartraller communication failed 03 - Controllore #3

19 2007-06-07 10:3353 AM Controller communication failed 04 - Cortrallors #4 -
el | _’l_l
~ Optior Filter optior:

[V Altemnate band's color Sl Al o Preview |
V¥ Framed events I B Frin |
I~ leons in report @ [Earliis

1 Starts with

" Ends with o
" Exact words gL Close |

2 Define the filter options: enter a text string in the Search description field. The report will be
sorted leaving only events containing the specified text string. You may refine your filter:
* Contains: All events which contain the specified text will be included in the report.
e  Starts with: All events which start with the specified text will be included in the report.
* Ends with: All events which end with the specified text will be included in the report.
 Exact words: All events containing the exact specified text will be included in the report.

3 Click on the Preview button, select a printer from the drop-down list and click OK. The system
displays the result of the report. From that window, you can:
e Search text within the report
e Printareport
e Save areport in various formats such as PDF, RTF, HTML and TXT
e Load a report (in a.QRP format)

4  Click Properties to access the Reports details window where detailed information is displayed:
* Report filename: Displays the whole path where the report was saved as well as its name.
* Report title: Displays the title of the report.

[~ Ewpand spaces between events s=e= Properties

b

Sart ISequen:e

398 13 « Reports



Reference Manual

SPECIAL EDITION
ENTRAPASS™

e  Start date: Reports are created for a selected time frame. This option specifies the starting
date of this time frame.

 End date: Reports are created for a selected time frame. This option specifies the ending
date of this time frame as well as the time.

 Requested: Displays the date and time at which the report was requested.

» Delivered: Displays the date and time at which the report was produced and printed.

 Requested by: Displays the name of the operator that requested the report.

e Count: Displays the number of transactions (lines) in the report.

e Output process: Displays a list of the possible templates used for this report.

Previewing Time and Attendance Reports

1

—Repart detail

Database records

In the View report window, select the report you want to view. If the selected report was defined
as a “Display Time and Attendance Report” and “Paradox Database” as the output format, the
following window appears.

& Time and attendance report [ <]

& == |
Report start date 2001/08/01 12:00:00 Ak
Report end date 2001/08413 12:17:21 PM i it |

Operatar

KANTECH
0

- Repart requested
Group by ICard User Name

Sart by

Repart type

L L

j-'L LCloze |

[peteis with ot i [ |

IU ser name

|Record count i} |Report Inaded

2

Reports Viewing

Select the display options:

Group by— Select this option for easier management. The report data may be grouped by
card user names or by card numbers.

e Sort by—You may choose a sort order, by user names, or by card numbers.

* Report type—Select this option for easier management. You may choose to include details
with or without total.

Click Preview to display the result of the report. From that window, you can save the report
(in.QRP format) or print the report.
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Chapter 14 « EntraPass Options

The Options Toolbar

The Options toolbar offers users the ability to change a number of system parameters. These
include changing the card format, the date and time, or changing server parameters.

Deskiops ] Status ] Operation ] Users ] Definition ] Groups ] Devices ] Syskem ] Repaort  Cptions ]Backup ]

i % & = @ Hm S5 %

Card format  Select language  Printer options  Change date Multimedia Syskem Cuskom Syskem Server full - Workstation Full
and time devices parameters Messages registration  database check database check

e Select a default card format

e Select alanguage

e Setup printer options

e Change the system date and time

e Setup the multimedia devices

*  Modify the system parameters

e Configure custom messages

*  Configure printer options (log and badge printers)
e Configure multimedia devices (alarm, video and signature capture settings)
e Configure custom Messages

e System registration

e Server full database check

»  Workstation full database check
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Default Card Format Selection

The EntraPass system can accommodate various reader types. Depending on the reader type, the
card display format may vary. The Card format dialog allows you to select the default format that will
be setup automatically when creating a new card.

Defining a Card Display Format

1 Under the Options toolbar, click on the Card format icon.

NOTE: The Card #2, Card #3, Card #4, Card # 5 sections will not appear unless the
Enhanced User Management option is activated.

=4l Card format =
o
' HH:HHHH {Hexadecimal 24 bits) " DDDDODDODDD (Decimal ABA, 10 digits)
x Cancel |
' HH:DDDDD (Hexadecimal and decimal 24 bits) " DDDDDDDODDDD (Decimal ABA, 11 digits)
™ QonO00000 (Octals 24 bits) " DOOOCODODDOD (Decmal AB4, 12 digits) P Help |
™ QonO0000 (Octals 24 bits) " DOOOCOOODDDOD (Decimal ABA, 13 digits)
" DDOOD:DODDD (Decimal 32 bits) " DOOOCOOODDDODD (Decimal ABA, 14 digits)
£ HHHH:HHHH (Hexadecimal 32 bits) " DDODDODDDDDDDOD (Decimal ABA, 15 digits)
' HHHH:DDDDD (Hexadecimal and decimal 32 bits) " DDDDCDDODDDDDDDD (Decimal A4, 16 digits)
" DDOODODD (Decimal ABS, 7 digits) " DOOOCOOODDDODODOD (Decmal ABA, 17 digits)
" DDDDDOCD (Decimal ABA, & digits) " DDDD:DDDOCDD (Corporake 1000
" DDOODDOOD (Decmal ABA, 9 digits) ' DDOD:DOOD:DODDOCD (Fips)
[~ Use multiple card format
Duplicate PIN process Duplication j
Mo duplication
lobal card Format For KT-100, KT-300 and KT-400————{Motify when duplication
% 24-bit Wiegand card, S-digit PIN (KT-200 default)
™ 3z-bit card, S-digit PIN
" 24-bit Wiegand card, &-digit PIN
" Upto 16 characters ABA card, 6-digit PIN

2 Select a card format for Card #1.

» Decimal: Refers to numbers in base 10.

e Octal: Each octal digit represents exactly three binary digits. An octal format refers to the
base-8 number system, which uses eight unique symbols (0, 1, 2, 3, 4, 5, 6, and 7).
Programs often display data in octal format because this format is relatively easy for
humans to read and can easily be translated into a binary format, the format used in
computer programming.

 Hexadecimal: Each hexadecimal digit represents four binary digits. An hexadecimal format
refers to the base-16 number system, which consists of 16 unique symbols: the numbers 0
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to 9 and the letters A to F. For example, the decimal number 15 is represented as F in the
hexadecimal numbering system. The hexadecimal system is useful because it can
represent every byte (8 bits) as two consecutive hexadecimal digits. It is easier for humans
to read hexadecimal numbers than binary numbers.

FIPS (Federal Information Processing Standard): This card format can use more than 32
bits of data.

3 Check the Use multiple card format box if your environment contains multiple reader types
and you would like to have the capability to select a different reader, that is not the default
reader, when creating a new card.

4  Select one of the Duplicate PIN process in the scrolling box. This feature can be used for
example while loading cards in a batch. An operator may decide to set the PIN option to allow
duplication. Later, if desired, the duplicate PINs can be changed to prevent confusion.

No duplication: An error appears on the workstation; the PIN field will be reset to the
default value (00000) and will be highlighted, inviting you to enter a new and valid PIN.
Only PIN 00000 will be duplicated regardless of the PIN setting option.

Notify when duplication: the server verifies if this PIN already exists. If the PIN exists, a
message box appears, indicating that the PIN exists. A Details button will allow operators
to view a list of cardholders who were issued this PIN.

Duplication: no test will be processed, the PIN will be accepted even if it is a duplicate.

5 Under the Global card format for KT-100, KT-300 and KT-400, select the appropriate option to
coordinate with the selection in the upper section of the dialog.

24-bit Wiegand card, 5-digit PIN (KT-200 default): for up to 24-bit for KT-100, KT-200,
KT-300 and KT-400.

32-bit card, 5-digit PIN: for up to 32-bit for KT-100, KT-300 and KT-400.

24-bit Wiegand card, 6-digit PIN: for up to 24-bit for KT-100, KT-300 and KT-400.

Up to 16 characters ABA card, 6-digit PIN: for up to 16 for KT-100, KT-300 and KT-400.

NOTE: KT-100, KT-300 and KT-400 controllers will do a hard reset on card format change.
Avoid alternating between different card formats because this may result in lost card
information.

Default Card Format Selection
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System Language Selection

404

EntraPass allows you to run the software in the language of your choice. The basic languages are
English, French, Spanish, German and Italian. The Vocabulary Editor utility enable users to add
other custom languages.

Changing the System Language

1 From the EntraPass main window, select the Options toolbar, then click the Select language

icon.
, Select language %]
" OK |
Select primary language x c I |
aricel
Select secondary language Frangais j |
I ? Help

NOTE: When you modify the primary language, the database operation will be suspended
during the operation and the changes will be effective only when you shutdown and then
restart the system. The database language will be modified according the ascii values of the
characters in the primary language. Accents and special characters of different languages
may have an impact on your database.

2 From the Select primary language drop-down list, select the language you want to use as a
primary language. From the Select Secondary language drop-down list, select the language
you want to use as a secondary language.

3 Log out of EntraPass and login again.
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Printers Selection and Configuration

The Printer options dialog that can be accessed under the Options toolbar allows users to select a
log printer that will be used when printing events and to select a report or a badge printer.

Selecting and Setting Up a Log Printer

When you define events (in the Events parameters definition menu), it is possible to determine how
and when events will be printed. For example, you can decide to dispatch events to an EntraPass
application, a printer, or to activate a relay. Your decision may be based on, for instance, schedules
that will send alarms to a remote terminal at a specific moment.

NOTE: You need to assign a “print” schedule to certain events to print them at a specified
time.

1  From Printer options dialog select the Log printer tab.

= Printer options x|
Log printer | Report printer | Badge printer
S
—Printer type:
" No log printer ﬂl
* Usze networkAocal windows printer [page printer] ? Help

= Use local dot matris printer

i Printer selection

[~ Print message log

[ Print alarm log

Frinter I\\Mukarusimem j
Font IAriaI j
Font size: m

2  Select a printing option in the Printer type section:

* No log printer—If you select this option, no event will be printed, even if a print schedule is
defined for the events.

 Use Network/Local Windows® printer (page printer)—If you select this option, all events
sent to the printer will be buffered and printed when a full page is ready to be printed.
Events will be printed on the network/local printer - not on a specific log printer.

» Use local dot matrix printer—If you select this option, all events sent to the printer will be
printed one-by-one and one under the other, or it will print one event per page, depending
on your printer type. Select the printer port that will be used in the “printer” field. Specify if
messages and alarms will be printed on this printer.

3 Inthe Printer selection section, specify whether you want to print message or alarms.
 Print messages log—If you select this option, all events that are assigned a “display”
schedule in the events parameters menu will be printed.

* Print alarms logs—If you select this option, all events that are assigned an “alarm”
schedule (and need to be acknowledged) in the events parameters menu will be printed.

4 From the Printer drop-down list, select the specific printer that will be used as a log printer.
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» If you have selected a dot matrix printer, select the Port on which the printer is connected
to communicate with the computer. The Port field appears when a dot matrix printer is
selected.

e If you are using a network/local printer, select the Font and the Font size. The font and
font size influence the number of events that will be printed on one page. Using a smaller
font increases the number of events printed on a page.

Selecting and Setting Up a Report Printer

The Report printer will be defined to print reports.
1 From the Printer options window, select the Report printer tab.

& Printer oplions x|
Log printer  Feport printer I Badge pnnter'
o 0K

W Use a specilic repart printer
. x Cancel |
Select report printer
Vhbulearusinem j ? Help |

Selecting and Setting Up a Badge Printer

The Badge printer will be defined to print badges that are created in EntraPass.
1 From the Printer option window, select the Badge printer tab.

£ Printer options

Log prlnlerl Report printer Badge printer |

x|
¥ Badge printer
XK Cancel
Select badge printer
|\\Mukarusmam j ? Help
1~ Detail
Origin offset
 anis IU 33
‘' auis 0 — ™ Invert reverse side

¥ Use barcode code 39 as font

Fant I j

2 Check the Badge printer option if a badge printer will be used; as a result, the Print badge and
Preview badge button will be displayed in the Card window.

3 From the Select badge printer drop-down list, select the appropriate badge printer.

4 If you want the picture on the reverse side of the badge to be inverted, click the Invert Reverse
Side box.

5 Check the Use barcode 39 as font when appropriate, and select the corresponding Font.
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System Date & Time Modification

The Change system option should be used with caution and only when necessary; this functions
may affect logical components of the access system (i.e. schedules, etc.).

1 From the Option main window, select the Change System date and time icon.

#§ Change date and time E3 #§ Change date and time B
ak.
Date &I Date IS 02 ‘ \‘/_I
Cancel : | | 24 tevrier 2006 P | | [EEL |
Time |1 35251 x4| Time —I—I -
2 Hel di lu ma me je ve sza 5
—l- =2 1 2 3 4 _l

5 B 7 8 9 10 1"
12 13 14 15 16 17 18
19 20 21 2 23 N 5
26 27 28

2  Enter the date in the Date field, or select a date from the calender. Connected components of
this application will also receive the date change notification.

3 Enter the time in the Time field. Connected components of this application will also receive the
time change notification.

4 Click OK to exit.

IMPORTANT NOTE: You should not change the time using Windows® settings. It is strongly
recommended to change the system time through the server parameter settings.
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Multimedia Devices Configuration

The Multimedia devices utility allows you to set up your system multimedia objects:

« Alarm sound

* Video capture devices

*  Signature capture devices

*  Video feature devices

Selecting an Alarm Sound

408

1 From the Options main window, select the Multimedia devices icon.

" Multimedia devices

Sound I\u’ldeu capture Slgnalur&l

[ Alarm sound:

Pricrity IU ‘I

¥ Azsign alam sound

] ahhhbhway j

@ badbang.wav

@ bang.way

@ bamb.wav

@ brkglass.wav

] crashway ;I
7 Add | [ Play |

Current selection

Alarrn way
Delay [ss.d] 02.5

|x

x Cancel
? Help

Reference Manual

2 Check the Assign alarm sound option if you want an alarm sound notification.
3 Select a sound from the displayed list.
4  Select a Priority level for the selected sound so that it is played when an alarm defined with

this priority is sounded.

NOTE: The Priority level refers to the order in which alarm messages are displayed in the
Alarm desktop. In EntraPass, O is associated with the highest priority, and 9 to the lowest.For

more information, see "Event Parameters Definition" on page 318.

5 Click the Play button to listen to the selected sound. The system will play the selected sound.
6 Click the Add button to add a new sound from your personal files. Clicking on this button

displays a new window allowing you to add new alarm sounds.

NOTE: The Current selection section displays the sound currently selected (in use). You can

adjust the delay of the alarm sound in the Delay field.
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Defining Video Options

1 From the Multimedia devices window, select the Video capture tab.

o

MCl device 0 I
" Twain device 4“ anee

I~ Use overlay
¥ Enable contral menus

MCI device number 0=

= Portrait
& Landzcape

Test |

2  Check the Enable video capture box to enable the video capture options in your system.

MCI device: Standard Windows® capture drivers.
Twain device: Twain capture drivers. (Recommended).
Use overlay: Option activated for image capture devices.

Enable controls menu: Activates options (such as zoom, pan and tilt) on image capture
devices, if applicable.

MCI device number: Select identification number of MCI device.
Portrait: Enables portrait orientation of captured images.
Landscape: Enables landscape orientation of captured images. (Default value).

3 Click the Test button to verify if the video camera is functional.
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Setting Up the Signature Capture Device

1

From the Multimedia devices window, select the Signature tab.

Check the Enable Signature pad option to enable the use of a signature pad device.

From the displayed list of supported Signature pad devices, select the driver for the signature
pad you want to use.

Check the Remote application box if the signature device is setup as such.

Select a Pen width.

Use the Test button to check if the driver selected is functional. When you click the Test button,
the Signature Pad Test window appears. This window appears whenever you choose the
Signature pad option (Card definition windows).
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7  Select the Video tab to set video options for use with the Video Integration feature. This option
allows you to choose between the windows or video format for Video playback (for Intellex
only).

 Disable DirectX option: DirectX is a Windows® technology that enables higher
performance in graphics and multimedia, including video and sound. By default, DirectX is
enabled with the Video feature. However, you may want to disable it; if for example Video
images are not correctly displayed or are not displayed at all, disabling DirectX can be
useful. However, when DirectX is disabled, the system will use more system resources.

e The Video bandwidth control option allows you to reduce or increase the bandwidth
required to stream live video without compromising video storage quality and computer
performance. The range value is between 64 KB/s and 8192 KB/s.

NOTE: The video bandwidth control value cannot exceed the EntraPass Server value (see
page 476).
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System Parameters Configuration

The System parameters dialog allows the System Administrator to modify parameters that define
the EntraPass system. Parameters have been grouped together under different labels such as
Firmware, Image, etc. If the Video Integration feature is enabled in your system, the corresponding
parameters will appear under the Video label.

Server Parameters

Under the Server tab, you will define disk free space threshold and icon status.

Disk Space

The Disk Space feature has been developed as a protection against system failures that may be
caused by the lack of disk space. This feature allows you to monitor the amount of free disk space
for optimal system operation or for generating reports. In fact, EntraPass offers the ability to have
the system abort the execution of a report if the free disk space has reached a specified threshold.

x
= T‘ Ican status ] | o 0K I
Server disk managemant x Cancel |
Disk free space threshald (ME) I2UUEI ﬁ 2 Help |
@] Time between event notifications (hb:rmm) IDD: 10

Firrmwsare
W Quick backup

Image

» Disk free space threshold (MB) scroll-down list: specify a disk free space threshold that
indicates when you want the system to send a message when the amount of free space falls
below the value indicated. This value is in mega bytes. The range value is 2000 up to 99999
MB.

« Time between notifications (hh:mm): enter the amount of time between notifications when
the disk free space has reached the quota specified in the Disk free space threshold field. For
example, if you enter 00:30 in the field, a system warning will be displayed every half an hour.
The time range value is 00:10 to 24:00.

* Quick backup: When this option is checked, the main server do not close the tables during the
synchronization with the mirror database. Messages can still be received and the database
viewed. A yellow icon is then displayed on the left to indicate that the system is in read only
mode.

Icon Status

The Status time out delay (m:ss) parameter allows you to define a period of time before the
workstation queries the server for the latest icon statuses. The higher the delay, the lower the icon
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refresh rate will be therefore creating less traffic on the network. The maximum time out delay is 1
min. 30 seconds.

;_ia- System parameters 5'
[ Disk. space Icon status

Skatus time aut delay (miss) 0:01 X cancel |
? Help
c —r=d

Firmware

| »

Firmware Parameters

This section contains all the information pertaining to controllers, gateways and IP communication
module, as well as the section to update you firmware.

NOTE: The KTES tab will be available only if a KTES controller have been previously defined

in the system. See ‘Kantech Telephone Entry System (KTES) Configuration’ on page 93 for
more information.

KT-100

The KT-100 tab specifies the location of the folder containing the firmware for KT-100 controllers.
The system will use this data to update the installed controllers (not available in EntraPass KTES

Edition).
x
% Al [ k300 || kr-400 | kTes | mpunk [ kT-100 | Lo |

Server Cancel |
Current description I x
I ? Help
@ — L

Firrnware

Mew KT-100 controller Firmware

Mew description I

Irnage
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The KT-300 tab specifies the location of the folder containing the firmware for KT-300 controllers.

The system will use this data to update the installed controllers (not available in EntraPass KTES
Edition).

e
=3 System parameters

% = KT-300 | k1400 | KTES || tPLink | KkT-100 | | o 0K

Server

|
|

Cancel

Current description | x4|
I ? Help

= e

Firrmmare

Mew KT-300 controller Firmware

Mew description I

Irmage

KT-400

The KT-400 tab specifies the location of the folder containing the firmware for KT-400 controllers.
The system will use this data to update the installed controllers (not available in EntraPass KTES

Edition).

X
% 2| [ k300 | kT-400 | k7Es | reLnk | kT-too |
Server Current description I ﬂl

I ? Help |

MNew K-T400 controller firmware

| g

Mew description

Irnage
[¥ Enable TFTP KT-400 updater
ql‘»'g [ Enable automatic Firmware update
Report Firmware Fla.shing mode
' Automatic
€ Manual
@ " Schedule IDD:DD

i |

When checked, the Enable TFTP KT-400 updater option will allow operators to upgrade the

KT-400 firmware from the Update firmware button from the Operation > Site dialog in
EntraPass.
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* Enable automatic firmware update: Select to make an update of each KT-400 with a different
firmware version.

NOTE: The automatic firmware update function applies only to KT-400s that support it.
NOTE: The Corporate Gateway must be restarted in order to enable the TFTP KT-400 updater.

»  For security reasons, you may decide, as a System Administrator to disable this option and not
allow operators to update the firmware.

KTES

The KTES tab specifies the location of the folder containing the firmware for the KTES. The system
will use this data to update the installed KTES.

X
L4 = | [ e [ k400 [ KTES | punk | kTioo | | v |
gerver I x cance

Current description

i

I ? Help

Firmare Mew KTES Firmware

Mew description

Irnage

Kantech IP Link

The IP Link tab specifies the location of the folder containing the firmware for the Kantech IP Link
module. The system will use this data to update the installed firmware (not available in EntraPass
KTES Edition).

x
% Al | [ krs00 | k1400 | kTES | IPLink | kT-100 | o 0K I

Current description

Server I x Cancel

i

“? Help
I :

Firfvyare Mewy IP Link Firmuaare
|| e
Mew description
Irmage
[¥ Enable TFTP IP Link updater
&
Report
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When checked, the Enable TFTP IP Link updater option will allow operators to upgrade the IP
Link firmware from the Update firmware button from the Operation > Site dialog in EntraPass.

NOTE: The Corporate Gateway must be restarted in order to enable the TFTP IP Link updater.

For security reasons, you may decide, as a System Administrator to disable this option and not
allow operators to update the firmware.

The Image section is where you will define parameters for the badging features. You will define
image quality for picture, signature and background images.
If you are using the badging feature, it is recommended to leave the jpeg quality to default.
Reducing the image quality may affect the quality of the pictures imported from badges.

If you are not using the badging feature, you may reduce the jpeg quality of your images so that
they will not occupy a large space in the database. You must take in consideration, however,
that reducing the quality of the saved images may affect the quality of the photos imported into
badges.
A parameter allows you to save cards and visitor card pictures, signatures and background graphics
to a file instead of directly to the database. We are offering this option for sites that have large banks
of pictures and graphics. The picture, signature and graphic database can currently contain up to 2
Gb of data each. The parameter will be used in instances where a site may need more space to
save pictures, signatures and graphics.

and Badging

The picture and badging feature allows you to adjust the image and signature quality for use with
the Badging feature (not available in EntraPass KTES Edition).

-3
=3 System parameters

Server

Firrmate

-

x|

Picture and badging | Graphic ]

¥ Use JPEG Farmat For pickures

User picture 100 -

v Use JPEG Farmat signatures

User signature 100 -

[+ Use JPEG farmat For badges

x Cancel |
? Help |

Badge backgraund 00 =
Badge picture 100 =
Pickure kransparent colar position ITop - Left corner j
Signature transparent colar position ITOp - Left corner j

[~ Save card pictures and signatures in a fils
[~ Sawve visitar pictures and signatures in a il

TIF format is not supported by the wWebStation
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Unchecking Use JPEG format for pictures, signatures and badges tells the system to save
pictures (or signatures) in a tiff format.

NOTE: Remember that this may affect the image quality. If you are not an advanced user,
leave these values to default.

The User picture, Signature, Badge background and Badge picture indicate the quality of
the image that will be saved. If you choose 10, the saved image quality will be poor; 100
indicates an excellent quality.

Select the location of the Picture (Signature) transparent color position for pictures and
signature. Four choices are available (top-right, top-left, bottom-right and bottom-left). By
default, the system chooses the bottom left-hand corner for the transparent background color.
EntraPass allows operators to choose a more suitable color.

When checking the Save card pictures and signatures in a file box, the system will create
Picture and Signature directories under C:\Program Files\Kantech\Server_SE\Data where
all pictures and signatures will be saved instead of directly in the database.

When checking the Save visitor pictures and signatures in a file box, the system will create
Picture and Signature directories under C:\Program Files\Kantech\Server_SE\Data where
all visitor pictures and signatures will be saved instead of directly in the database.

NOTE: When modifying an existing picture or signature, EntraPass will save it to the
appropriate file and delete the corresponding entry in the database.

Graphic

The graphic feature allows you to adjust the graphic quality for use with the EntraPass software.

Unchecking Use JPEG format for graphics tells the system to save graphics in a tiff format.

NOTE: Remember that this may affect the image quality. If you are not an advanced user,
leave these values to default.

The JPEG quality value for Graphic background (picture) indicates the quality of the image
that will be saved. If you choose 10, the saved image quality will be poor; 100 indicates an
excellent quality.
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*  When checking the Save graphics in a file box, the system will create a Graphic directory
under C:\Program Files\Kantech\Server_SE\Data where all graphics will be saved instead of
directly in the database.

NOTE: When modifying an existing graphics, EntraPass will save it to the appropriate file and
delete the corresponding entry in the database.
Report Parameters

The Report tab enables users to define the field separator for reports, disk free space threshold and
user name format.

CSv
Under the CSV tab, you can define the field separator for your reports.
e By default, the system uses a comma (,) as the Field separator. You can modify the comma for
another character. Other options are: Period, Equal, Semicolon, Colon, Space and tab.
e Itis recommended to check the Date and time on separate fields option. When selected, CSV
(comma separated values) as the output process for your reports, by default, the system
includes the date and the time in a single field. When you select this option, the system will
separate the date and the time fields.
X
Firmusare - sy Disk space " User name Format ] | \/ 0k I
CSY report parameters x Cancel |
Field separator ? Help |
[ Date and Time on separate fislds
2
Repart
Disk Space

This feature is a protection when for instance a huge report has been requested. In this case, the
system will abort the execution of the report and displays an alert message indicating the reason of
the cancellation.

* Abortreport if free space lower than (MB) scroll-down list allows you to specify the minimum
amount of free disk space required for the execution of reports. The range value is 2000 to
999,999 MB.

e Maximum event for email report scroll-down list allows you to specify the maximum number
of events that can be sent via an email report. The range value is 100 to 100,000 events.
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e Maximum event for standard report scroll-down list allows you to specify the maximum
number of events that can be sent in a report. The range value is 1000 to 500,000 events.

ﬂ‘ja' System parameters il
5y | Disk space | User name Format ]
Abort report if free space lower than (ME) IZDDD 3‘ x el |
Maximum event for email report 2000 ﬁ |
I ? Help
Maximum events for a standard report IlUUUUU ﬁ

Report

User Name Format

Specifying the user name format will tell the system how cardholder’s names will be displayed in
EntraPass (not available in EntraPass KTES Edition).

;__;- System parameters il
e =) | [0 | oskspaca [Usernomeformat |
Csv User name format | oK I
Firmware - B ¢

[¥ Parse user name x Cancel |
User name format IBegin with last name j 2 Help
: |

Parse user name with IComma v|

l‘-lg ¥ Strict search on card Field Equal
- Semicalon
Report Colon

e Parse user name should be checked if you want to select a method of parsing the user’s name
in the system.

« User name format lets you select the parsing method. Options are: Begin with last name,
Begin with first name.

e Parse user name with lets you select the character that will be used to parse the user name
fields.Options are: Comma, Period, Equal, Semicolon, Colon, Space.

e Strict search on card field should be left empty unless you wish to keep the previous method
(EntraPass Version 3.17 and lower) of strict searching a card field for reports.

NOTE: Prior to version 3.18 of EntraPass, the system used a strict search method that
required Administrators to enter specific upper and lower boundaries to attain specific results.
For example, for generating a report that included all users whose last name started with A,
the lower boundary had to be A and the upper boundary had to be AZZZZZ. Now, the system
will display all user names that start with an A just by entering A as a lower and upper
boundary.
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Video Parameters

The Video section will display only if the Video integration option is enabled in the EntraPass
system. You will define the time synchronization, remote video process and JPEG format for video
images.

Parameters
The Parameters tab allows you to define parameters for the video process.

;ia- System parameters
@ ;I Parameters \kSnap \kIntellex \/ oK

X
Report [~ Disable manual time synchronization x Cancel |

Remote video process control parameters
? Help
Preset and pattern control application |1 Ev

I Reset remote video process application

I Reset remaote video process applications contral

@ ¥ Log video process errar

Credentials

‘Workstation

Inkegration =l

e Disable manual time synchronization will keep the EntraPass server from updating the video
server date and time following a manual modification of time. This feature is useful when, for
example, you want to keep all recording events that occurred at the video server regardless of
the actual time at the EntraPass server.

e The Remote video process control parameters section contains parameters that define
remote management of video processes between the EntraPass Server and the video servers
connected to EntraPass. It manages all the tasks (controls) related to: recordings, polls, events,
and presets and patterns.

e Preset and pattern control application field allows you to enter the number of
applications that will be simultaneously launched for processing presets and patterns. The
system is preset with a range value of 1 to 8 concurrent applications.

NOTE: A Preset and Pattern Control application is launched each time a video recording is
started following a trigger on a preset. If you set this number to 1 and if there are for instance
more than 1 video servers with presets and patterns defined, the control application will
process presets on all video servers. If you decide to increase the number of Preset and
Pattern Control Applications, keep in mind that running many concurrent applications takes a
great amount of system resources.
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» Reset remote video process application will allow the system to terminate and
automatically restart the Remote Video Process application a few seconds later. This
option may be used in instances when the video events are not being displayed.

 Reset remote video process applications control will allow the system to terminate the
Control applications (recordings, polls, events and preset and patterns) and automatically
restart the Remote Video Process application.

 Log Video process error will allow the system to keep a log of all video process errors in
the EntraPass server files. Video process errors are logged in C:\Program
files\Kantech\Server_SE\Bin\Log. Each Remote Video Process Control application
generates a log file:

e RVP_LOG_00.txt (errors generated by RVPO0.exe)

e RVPPoll_LOG_01.txt (errors generated by RVPPOLL1.exe)

* RVPEvent_LOG_02.txt (errors generated by RVEVENT3.exe)

* RVPRecord_LOG_03.txt (errors generated by RVPRECORD3.exe).

* RVPControl_LOG_04.txt (errors generated by RVPCONTROL4.exe).The system will
generate as many log files as there are control applications running concurrently
(RVPControl_LOG_05 to 08). The number of error log files will be equal to the number
defined in the Preset and pattern control application field.

Snap
The Snap option allows you to define the image quality that will display in the video thumbnails.
=7 Systemparameters x|
;I Parameters \i Snap \klntellex J oK I
Report Use JPEG Format For video images x Cancel |
Video image snap 100 >
I ? Help |
Video
 The Video image snap indicates the quality of the image that will be saved as a thumbnail for
each video. If you choose 10, the saved image quality will be poor; 100 indicates an excellent
quality.
Intellex

The Intellex options allow you to define the bandwidth allowed for the video process (for Intellex
only).
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Disable DirectX will disable DirectX, a Windows® technology that enables higher
performance when working or viewing graphics and other multimedia contents, including
video and sound. By default, DirectX is enabled with the Video feature. You may sometimes
need to disable it if, for example, video images are not correctly displayed or are not
displayed at all.

The system will use more system resources when DirectX is disabled Limit video
bandwidth allows you to reduce or increase the bandwidth required to stream live video
without compromising video storage quality and computer performance. The range value is
between 64 KB/s to 8192 KB/s. The value will apply to all workstations . However, for any
specific workstation, this value can be reduced locally from the Options toolbar >
Multimedia Devices > Video on page 411.

Credentials Parameters

Card

Under the Card tab, System Administrators will be able to migrate their EntraPass system to
enhanced user management where users are managed by their user name as well as their card

number.

Each card holder will be handled by user name. This will allow for creating cards without

assigning card number to the new cards, see "Issuing a New Card in Enhanced User

Manage

ment Environment” on page 215 (not available in EntraPass KTES Edition).

T IO

Image

7

Report

ﬂh_'i;' System parameters ﬂ

[ m W CK

[~ Migrate to enhanced user management x Cancel

i

? Help

NOTE: Enabling the migrate to enhanced user management is NOT REVERSIBLE through the
software. However, when the system is migrating data, a backup is performed in EntraPass,
so this can be restored to return to its previous action.

 Migrate to enhanced user management: when checked, EntraPass will migrate to the
enhanced user management (See ‘Issuing a New Card in Enhanced User Management
Environment’ on page 215 for more details).
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»  After checking the box and clicking OK, a warning will popup on screen indicating that the
action is irreversible before EntraPass performs a backup of your data.

* Once the process has been completed, you will notice that the option is greyed out under
the Card tab.

Workstation

Toolbar Buttons

ﬂ;_;'. System paramekters il
= - l Deskt
Irnage eskton “ = I

Toolbar buttons resize Factor 1.0 : x Cancel |
7
LA
r...if‘ ? Help |
Repork
Credentials

The toolbar buttons size can be increased up to 2.5 times the original size, in order to improve
visibility of the text below the button. Logout and log back in to apply the change to the toolbar.
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Here is an example at minimum size (1.0) compared to maximum size (2.5).

Integration

The Integration tab allows the user to select third party hardware that has been integrated to
EntraPass by Kantech.

DLL registration: The available DLL in this menu will be used to specify which type of hardware the
customer will connect to EntraPass.

e Click on Add to integrate another DLL. For additional details, see "Integrated Panel
Configuration” on page 132.

;_;' System parameters il
DLL registration | virtual kevpad ]
Diescription and Filename | Wersion ﬂ X Cancel |
DSC PawerSeries, Gateway serial connection 4.03.13 ? Help |
DSCPowerSeries_GatewaySerial.dll

DS PowerSeries, KT-400 serial conneckion 4.03.13
DSCPowerSeries_KT4005erial dl

'ﬁsﬁ
3

Credentials

.

Wwarkstation

oHAdd |

Inkegration
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Virtual keypad: The Virtual keypad tab allows the user to customize the virtual keypad screen
display. Three different display modes can be selected: Floating, Modal or Stay on top.

:j;- System parameters 5'
_m LI DL redqiskration ¥Yirtual keypad |
Image
9 Display virtual kevpad x e |
On panel operations screen IFIoating window j
? Help |
il 0O skatus screen IFIoating window j
Report
On graphic screen IFIoating window j
@ 0On video graphic screen IFIoating window j
Credentials
“Wiarkskation
Integration
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Backup Scheduler

426

A backup is a copy of the systems database which serves as a substitute or alternative in case the
computer fails. If your system computer fails, you may restore a backup copy onto another
computer.
«  Back up your files regularly, at least once a week or more if many modifications were made to
the database.
«  We recommend that you make two backups of all your database files. To be especially safe,
keep them in separate locations.
»  To backup your files, you can use:
e the menus of the Backup Tab, or
e the Backup Scheduler to apply automatic schedules, or
» other third party software and hardware (the third party software is not recommended).

NOTE: By default, when you backup or restore files, the databases will temporarily be
disabled (not available). The Workstation will not be able to modify the databases.

The Backup Scheduler program is used to schedule automatic backups of your data, archives, and
Time and attendance databases. Define the default settings and the system will do the rest.

Scheduling Automatic Backups of the System Database

1 From the Backup toolbar, select the Backup icon.
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2  Select the tab corresponding to the information you want to backup: Data, Archive, Time &
Attendance or Video event (Time & Attendance) (Time & Attendance is not available in
EntraPass KTES Edition).

NOTE: By default, the system will automatically backup your files every Sunday at 4:00 AM for
all new installations. Setting this feature at 4:00AM has an added benefit of not interfering
with the system processing time or other tasks scheduled around midnight.

3 Select the Automatic backup option to enable the options displayed in the window. The
options displayed depend on the tab that is enabled.
4  Select the Backup folder:

e Default folder—will backup your files in a system default backup folder. By default, the
name of the backup sub-directory is generated automatically according to the following
convention: X_YYYY_MM_DD_HH_MM_SS (Where 'X' = Data or Archives or Time and
Attendance (D, A or T), year, month, day, hour, minutes, and seconds.

NOTE: By default, the system backs up all the information originating from the following
directories: C:\Program files\Kantech\Server\Data or Archive or Time on video or V. The
information is sent to:

C:\Program files\Kantech\Server\Backup\X_YYYY_MM_DD_HH_MM_SS.

» Specific folder—will backup your files in a sub-folder labeled according to the default
convention in the XXX folder.
5 Select the Backup type: The options that are displayed depend on the type of the data to be
saved.
e Under the Data tab only:

e Separate files: will backup the databases one by one.

* Self-extracting compressed file: will create an executable file (*.exe) that will
compress the informationl so as to reduce the amount of disk space taken by the
backup.

. Under the Archive, Time and Attendance and Video Event tabs only:

e Separate files (full backup): will backup all databases.

e Self-extracting compressed file (full backup): will create an executable file (*.exe)
that will compress the information so as to reduce the amount of disk space taken by
the backup.

e Separate files (incremental): will backup all databases. Only the information that was
modified since the last backup will be saved.

» Self-extracting compressed file (incremental): will create an executable file (*.exe)
that will compress the information so as to reduce the amount of disk space taken by
the backup. Only the information that was modified since the last backup will be saved.

NOTE: Restoring a self-extracting backup after an EntraPass upgrade can only be done from
the workstation where the original self-extracting backup was done.

NOTE: When you have selected “full backup”, each time a backup is done a new sub-folder
containing the data or the self-extracting file will be created. If you are using the incremental
backup type, only the information that was modified since the last backup will be saved. If you
want to restore information, you will have to restore all the sub-folders one-by-one (starting
from the oldest).
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Select the frequency of the backup,

*  Weekly: the backup will be carried out once a week. Specify which day (example, the
backup will be executed every Thursday).

Monthly: the backup will be carried out monthly, specify the day of the month (example,
the backup will be carried out every first day of the month).

e Daily: the backup will be carried out every day.

*  Now: this option allows you to request a backup when you need it.

Enter the time at which the backup will start (24:00 format).

Repeat steps 1 to 8 for all the remaining tabs.

Click on OK to save.
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Custom Messages

The Custom Messages option (not available for EntraPass KTES Edition) allows operators with
proper security rights to define custom messages that can generate an event based on a schedule.
Up to 10 custom messages can be programmed to trigger an event at a preset time. And each
custom message can be triggered when the schedule becomes valid, invalid, or both. In other
words, you can trigger up to 20 custom events if you take into account the start and/or end of a
schedule interval.

Each custom events will be displayed in the Messages List on the Desktops.

Setting up Custom Messages

1 From the Options toolbar, click Custom Messages.

I T
English |CheckBuiIdingFrontDoor X Cancel |
French IVérifier la porte avant de la bitisse ? Help |

Schedule I j

I~ when valid I when irvalid

2 In the first tab, enter the first custom message you want to see display in the Messages List.
Two fields are available for primary and secondary languages.
3 Select a preset schedule that will determine when the custom event will be triggered.

4 Select if you want the custom event to be triggered when the schedule becomes Valid or
Invalid, or both.

5 Move to the second tab to enter a second custom message, and so on.
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System Registration

This menu is used to register new system components such as the KTES.

NOTE: For more information on how to install and register new applications, see "Software
Installation” on page 7. Before you install new applications, make sure that you have the
proper serial numbers for the installation.
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Checking Server and Workstation Databases

Server Database

1 From the Options toolbar, click the Server full
database check icon. The system displays a warning.
2 Select Yes to continue.

Do pou really want to verify the database?
This will take a few minutes, please wait.

NOTE: This is a surface operation. If your system is
experiencing problems, you must run the Database

¥
Utility program from the Windows® Start menu. For more o e
information, See ‘Verifying Database Integrity’ on page
441.
Workstation Database
1  From the Options toolbar, click the Workstation full Woring . T

database check icon. The system displays a warning.
2 Select Yes to continue.

Do you really want ta verify the database?
This will take a few minutes, please wait.

NOTE: This is a surface operation. If your system is
experiencing problems, you must run the Database
Utility program from the Windows® Start menu. For more
information, See ‘Verifying Database Integrity’ on page
441.
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Chapter 15 « Backups

The Backup Toolbar

Desktops ] Skatus ] Operation ] Users ] Defirition ] Groups ] Devices ] System ] Repatt ] Options  Backup

Restore data  Restore archive  Restore Time System log Syskern error
and Attendance log

A backup is a copy of your system database which serves as a substitute or alternative in case the
computer fails. Backing up your files safeguards them against accidental loss when for example the
hard disk fails or when you accidentally overwrite or delete data. If your computer system fails, you
may restore a backup copy onto another computer, on which the EntraPass application has been
installed.

The EntraPass Backup tab allows operators to perform manual backups of the system data (D),
archive (A) and time and attendance (T) databases. It is also used to restore backup data.
Safeguard tips:
»  Back up your files regularly, at least once a week or more if many modifications were made to
the database.
We recommend that you make two backups of all your database files. To be safe, keep them in
different locations.
»  To backup your files, you can use:
e The menu of the EntraPass Backup utility, or
e Other third party software and hardware.

NOTE: By default when you backup or restore files, the EntraPass database will temporarily
be disabled.On the EntraPass application main window, you will notice that the second
colored square at the bottom left of the screen turns red when the database is unavailable.
Modifications done on the workstations will not be applied to the database until the database
is available again.

All the system data can be found under the following path: C:\Program Files\Kantech\
Server_SE\XXXX. If you are using a third party program to perform backups, it is recommended to
backup the whole Kantech directory and sub-directories. Each time a backup is done (even if it is
done automatically), a new sub-folder containing the data or the self-extracting file is created. If you
are using the “incremental” backup type and you want to restore information, you will have to restore
all the sub-folders one-by-one (starting with the oldest).

Creating Backups of Type D, A,and T

By default, the name of the sub-directory in which the data/archive/time and attendance databases
will be saved is generated automatically according to the following convention:X_YYYY_MM_DD-
h_mm_ss, where X is the data type (D for Data, A for archive and T for Time and Attendance). The
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following steps explain how to backup data. The same steps apply also when you backup archives

or time and attendance data.

1  Select the item you want to backup: data, archive, time and attendance databases. The system
displays the backup sub-directory in which the information will be saved. You may keep the
default folder, or you may browse your disk to specify a new destination folder for the backup.

F1 Backup data [ %]

Backup sub-directory

|D_2001_09_28'1 E_24 18 X Cancel
Backup type ? help

¥ Separate files
ﬁ MNew folder

i~ Selfextracting compressed file

Falders

S L

£ Program Filez
3 KANTECH
5] Server

& BACKUP

Drives

EE =

NOTE: By default, the system/workstation will backup all the information originating from the
following directory: C:\Program Files\Kantech\Server_SE\Data or Archive or Time and
attendance toC:\ProgramFiles\Kantech\Server_SE\Backup\ X_YYYY_MM_DD-
h_mm_ss,where X is the data type. The data type is followed by the year, month and day
information as well as the time of the backup.

2 Select the Backup type:

e Separate file: the system will back up the databases one by one (standard). This backup
type includes the Regdata.ini file containing the following identification data: software used
to create the backup, backup type (data, archive, time and attendance), operator who
requested the backup, date and time of the backup as well as the software version.

» Self-extracting compressed file: the system will create an executable file (.exe) that will
compress the information so as to reduce the amount of disk space taken by the backup.
The system displays information identifying the backup: software used to create the
backup, backup type (data, archive, time and attendance), operator who requested the
backup, date and time of the backup as well as the software version.
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NOTE: If you want to use the .exe file on its own to restore a self-extracting backup, make
sure that the EntraPass system code is the same as the one stored in the .exe backup file or
else the extraction will not work. In cases where your system has failed and EntraPass data
and applications are no longer available, we strongly suggest that you reinstall EntraPass and
use the backup functionality to restore your backup instead of using the .exe file on its own.

3 From the Drives drop-down list, select the drive on which the backup will be performed. A list of
choices is available according to your computer settings. To save as default, leave as is.

4 You may click the New folder button if you want to specify a new destination folder.

5 Click OK to launch the backup procedure. The backup process can be viewed on the bottom
part of the window.

Data (D, A and T)

If you are restoring data, it is strongly recommended to perform a backup before you do so. If you

are using a third party program to restore the data, it is recommend to restore the whole Kantech

directory and sub-directories.

1 From the Backup tab, select the desired Restore button (Data, Archive, Time and
attendance). The system displays the Restore data window. It displays the path of the backup
folder.

.'.i Restore data [ <]

Folders
C:\Program Files"KANTECH\S erver\BACKLIP
=T
23 Program Files
£ KANTECH
£ Server
& BACKUR

Drives
[=2c

[~

2 To change the destination folder, browse the Drives drop-down list. Click OK to launch the
restore process.

NOTE: By default, the system restores all the information originating from the following
directory: C:\ProgramFiles\Kantech\Server_SE\Backup\  X_YYYY_MM_DD-h_mm_ss to
C:\Program Files\Kantech\Server_SE\Data or Archive or Time and Attendance.

NOTE: Itis recommended to reload the Gateway after restoring the data (Operation > Reload
data).
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The System Log window contains all the login and logout events for all workstations defined in the
system. The logs are displayed with date and time, the workstation name, the operator name using
the workstation as well as the log type. The System Log window contains all the login and logout
events for all workstations defined in the system.
1  Select the Backup toolbar and click on the System log icon.

2001-03-28 3:42:07 PM

urity O ffice
arity Office

Sorted by: I Date and time - l Text filter Restart zcral ‘
Date and time | work station Operator name Tranzaction | l;l
2001-09-28 10:54: 26 Ak Security Office KAMTECH Login
2001-09-28 11:29:04 &k Security Office KAMTECH Logout
2001-09-28 11:30:46 Ak Security Office FKAMTECH Login
2001-09-28 11:31:42 AM Security Office KAMTECH Lagout
2001-09-28 11:31:42 Ak Security Office Digconnecting
2001-09-28 1:40:14 P Server KAMTECH Logout
2001-09-28 1:40:40 P Server Login denied
2001-09-28 1:40:49 PH Server KAMTECH Lagin
2001 -09-28 2:06:49 P Security Office Connecting
2001-09-28 2:07.09 PM Security Office KAMTECH Login
2001-09-28 21550 P Security Office FKAMTECH Logout
2001-09-28 2:15:50 PM Security Office Dizconnecting
2001-09-28 21933 PM Security Office Connecting
2001-09-28 2:19:45 PM Security Office KAMTECH Login
2001-09-28 2:54:49 P Security Office FKAMTECH Logout
2001-09-28 2:54:49 PM Security Office Dizconnecting
Connecting

. | Tewt filter

2  From the Sorted by drop-down list, select the sorting criterion: the system events will be
displayed according to your specifications.

» Date and time— This is the normal incoming sequence, if you select another sorting mode,
you interrupt the normal sequence. Select date and time to restore the normal sequence.

To do this, you have also to use the “restart scroll” button.

* Operator—When selected, all columns will be sorted according to the Operator column in
alphabetical order.
Workstation—When selected, all columns will be sorted according to the Workstation

column in alphabetical order.

* Text filter—When selected, a new window will be displayed. From that window, enter the
text string (i.e.: kantech), and the system will only display logs containing the specified
string text. To return to normal display, click on text filter.

3 You may change the background color. To do this, right-click on the window and select a color
from the displayed shortcut list.
4 You may also clear the window. To do this, right-click in the window, then select Clear from the
shortcut menu.
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The system errors are displayed with the date and time, the workstation name where the error
originated from, the code number and its description.
1  Select the Backup toolbar and click on the System error log icon.

AL Spstem enor log
Sorted by I ['ate and time - l Text filker Restart zcrall ‘
Date and time | Code | ‘Wwrkstation | Errar code | Description l:l
2001-09-27 1257411 4 55
2001-09-27 1:12.46F 4 55
2001-03-27 1:23:58 P 4 55
2001-09-27 31660 P 4 55
2001-09-27 3:25:23P 4 55
2001-09-27 33454 P 4 55
200-03-27 42641 P 4 55
2001-09-27 4:30:14P 4 55
2001-09-27 4:30:29P 4 55
2001-09-27 4:32.58P 4 55
2001-03-27 4:33:28P 4 55
200-09-27 4:32:28 P 30 Corparate Gateway 1] Reqistration denied - warkstation lacked
2001-09-27 4:3362P 4 55
2001-09-27 43355 F 30 Security Office 1] Fegistration denied - callback failure
2001-03-27 4:52.34 P 4 55
2001-09-27 5:00:13 P 4 55
2001-09-27 5:00:52 P 4 55
2001-09-2811:31:42, 4 55
P 36 55
-
. Tt Filker i

2 You may also use the right-click menu to change the window background or to clear all the data

displayed.

NOTE: For information on system registration, see "System Installation" on page 11.

System Registration

This menu is used to register new system components such as the KTES, see Chapter 14 ‘System

Registration’.

Viewing the System Logs
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Chapter 16 « System Utilities

This section groups the utility programs of the EntraPass Software. These programs are accessible
from the Windows® Start menu.

Database Utility — Program intended to re-index archived files, update database fields, verify
archived files, verify the database integrity, verify the database index, verify the database links
and to verify the database hierarchy while the server is shutdown.

Express Setup — Program used to configure all the components related to a gateway
including the type of readers used, type of connection, number of controller sites, number of
controllers in a site, etc.

KT-Finder: Program used to configure locally or remotely Kantech IP devices such as the
Kantech IP Link, the KT-400 Ethernet Four-Door Controller and the KT-NCC Network
Communications Controller (Note).

NOTE: The KT-NCC Network Communications Controller is only available with EntraPass
Global Edition.

Quick Report Viewer — Program used by the operator to view reports without having to start
EntraPass.

System Report Viewer — Program used by the operator to view reports without having to start
EntraPass. This utility is installed from the Setup window.

Vocabulary Editor — Program used to translate, in the language of your choice, the display text of
the software.

EntraPass Online Help — This is the same content as the reference manual but without the
screen captures. Simply click on the (? Help) button and the corresponding topic displays on
screen. The online help language follows the primary language selection, if the EntraPass
primary language is english, the online help will be in english as well. The online help is
available in five languages; english, french, spanish, german and italian.
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Database Utility

440

The Database utility program verifies the integrity of the database tables that are used to store
events, alarms, network alarms, and graphics. Basically, the system scans all the system database
tables and corrects errors (when they are found). Usually, the system verifies the database integrity
automatically at start-up (a system message is displayed). If an operator decides not to perform a
database check at startup, he/she may trigger the operation later, using the Database Utility
program. It may also be necessary to launch the database utility program when for instance the
system experiences problems frequently. This operation should be executed when the system is not
used since the system database is not available during operations on the databases. Some
verifications such as re-indexing the archive files, updating database fields, verifying archive files,
or swapping database languages require that the EntraPass applications be shutdown. Once all the
EntraPass applications that are running on the EntraPass Server computer are closed, you can start
the Database utility. When an operation that requires the application to be shutdown is launched,
the operator is warned that the database access will be suspended during the operation.

NOTE: The EntraPass workstation must be shutdown before you run the database utility.

Running the Database Utility

1 You can launch the Database Utility from the Windows® Start > All Programs > EntraPass
Special Edition > Database Utility.

i_\ EntraPass Database utility

File Language Utility help

WVernly database Update
integrity database field

Alarminfo.db
GraphicLogParent.db
GraphicLogChild. db
Messagelnto.db
MessagelnfoBlob. db
Conftessagelnfo.db
ConftessagelnfoBlob.db
TaReportT ransaction.db
EventType.db
ObijectType.db
larminfo.db

[ R R R R R ]

() Waring

. Enrar

|E'\F’|nglam FilesKANTECH Y orkstation ‘Plncess completed successfully
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NOTE: When you select the File > Workstation menu, the system displays only two icons, the
Verify database integrity and the Update database fields icons. The File > Server menu offers
more choices.

Verifying Database Integrity

1 Click the Verify database integrity icon in the toolbar. You have the choice to perform a quick
or a complete check.
* Quick check: The system scans through the database tables, but does not display a
detailed report afterwards.
« Complete check: The system scans through the database tables and a detailed report is
displayed.

Updating Database Fields

Database Utility

This function is automatically executed when you perform a software is updated. If an operator
performs a database restore (Server, Options toolbar, Restore), the database fields are
automatically updated when the information is restored. Even when an operator performs a
database restore outside the Server (copies the databases from a third party backup program), this
function is automatically carried out when the Server is started up again.

1 From the EntraPass Database utility window, select the Update database field icon.

NOTE: Use this function when, for instance, you experience problems when starting the
workstation. When the system does not start, this may imply that there are problems in the
database; that the source and the structure do not match.
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Verifying Database Index

The Verify database Index program allows to entirely rebuild the database index by using the
information that was copied in the primary databases and grouping it to rebuild the Registry.DB
database. The latter is used to increase the system performance.

NOTE: This program can be used when a database is corrupted because it has not been
backed up.

Verifying Database Links

The Verify Database Links utility is used to rebuild all the links of the database. Moreover, this
program cleans the databases by deleting links that are no longer valid. For example, if a schedule
was assigned to a functionality and this schedule was deleted, the system will initialize the field
where it was assigned in the primary database. It will also remove the records that point to deleted
components. For example, if an access level is assigned to a gateway and this access level was
deleted, it will delete the record in the database. The Verify Database Links utility enables complete
management of the links between each component and ensures that the correct information is
displayed when:
*  Viewing the structure of a component's links to all other components of the system,
* Removing all the traces of a component within the database when this component has been
deleted. For example, if a schedule is deleted, the system will use the link list to initialize all the
database fields that contains this schedule.

NOTE: It may be necessary to use this function when it is obvious that the database links are
incorrect. This features is useful when for example the system experiences abnormal
terminations.

Verifying Database Hierarchy

In EntraPass, the database is set up in a hierarchical way, which means that all components have a
parent and can have children components. The Verify database hierarchy utility is used to rebuild
the parent-child links within the database. The results of this program are limited if the damages of
the database are severe.

NOTE: When a user tries to access a controller by selecting a gateway and a site and when
the result does not correspond to the reality, this means that the database hierarchy is
probably corrupted. In this case, the Verify database hierarchy feature can be used to correct
the problem. If the problem cannot be fixed, this could mean that the database is too damaged
to be fixed. It will be necessary to restore the database.

verifying Database Archive Files

This function is used to verify archive files. It assigns a new unique sequential value to all primary
indexes of archive files.

Verifying Time & Attendance Files

This function is used to verify time and attendance database files. It assigns a new unique
sequential value to all primary indexes of time and attendances database files.
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Swapping Descriptions

This function is used to interchange or to swap the database descriptions.

Cleaning the Database

This option is used to physically remove database records which have been identified by the system
as erased. Most of these records relate to cards and are kept in the Deleted Components section of
the database. Using this option will considerably reduce the space required by your database. It will
also improve system performance relating to searches for card information. It will not affect the table
Registry, nor will it have an impact on historical reports.

NOTE: It is strongly suggested to back-up the database before performing this operation.
Clean database will suspend operation of the database while cleaning is in effect.

Rebuilding Card Last Transaction Files

This function is used to rebuild the card last transaction files.
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Vocabulary Editor

444

The Vocabulary Editor allows users to translate the display text of the software in the language of
their choice. EntraPass offers you the possibility of adding up to 99 languages for the purpose of
changing the text language in the graphic user interface. However, you can only run the software in
two languages at a time, a primary and a secondary language. If you want to use the software in a
language other than English, French, German, Italian or Spanish, you can have the database
dictionary translated in the language of your choice. You will then have to integrate the translated
dictionary in the software. The creation of a new display language is carried out in three stages:

e Translating the source text,

* Integrating the newly created language to the EntraPass dictionary in the Server,

» Distributing the new custom language to all EntraPass application.

NOTE: In order to be able to run a new language, your operating system (Windows®) must
support the desired language. For example, your keyboard (characters) and window (display)
must support the specific characters of the desired language. The computers where
EntraPass applications are running must also support the language. For more information on
language support, refer to your system administrator.

Installing the Vocabulary Editor

EntraPass Vocabulary Editor is a stand-alone program. You can install it and run it independently. If
you want to translate the system language, you just have to install the Vocabulary editor and then to
translate the vocabulary database.

NOTE: You do not need an additional license to install the Vocabulary Editor. You just have to
select it in the Setup window. For more information, see "System Installation” on page 11.

Translating the System Language

EntraPass Vocabulary Editor is a stand-alone program. You can run it independently, you do not
need to launch EntraPass software to run the Vocabulary editor. The Vocabulary Editor program will
assist you if you want to translate the software in a language, other than English, French, Spanish
Italian or German.
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1 Start the Vocabulary editor from the Windows® Start menu: click Start > All Programs >
EntraPass Special Edition > Vocabulary Editor > Vocabulary Editor.
2 Select one of the available languages and click on New. The system displays the Select
language window.
% select language
e L ow |
Spanizsh

English [Jamaica)

|Select the base language for creating thiz new language

Vocabulary Editor
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Select the source language for the translation, then click OK. The newly selected language is

transferred to the right in the Custom Languages display list.

Ackions

Select Language  Help

4

Awailable languages

Cuztom languages

Afrikaans
Albanian
Arabic

Arabic Algeria

Arabic Bahrain

Click on the new Custom Language and then on the Edit custom language button to start
translating the software vocabulary. The system displays the dictionary database.

| Editing Butch

ol e a]s] s v ] ][] n]
Source Language Dutch
& | # Log(s) in alarms screen # Log(s) in alarms screen
@ | # Log(s] in filkered messages screen # Log(s) in filtered messages screen
o | #Log(s) in message screen # Log(s) in message screen
& | # Log(s) in network alami screen # Log(s) in network alam screen
@ | BAbort EAbort
® | tAbout fbhout
@ | BActions Ehctions
@ | %Add to custom colors &Add to custom colors
o | kAl LAl
@ | &Apply &Apply
# | &Basic colors: &Basic colors:
® | tBattom: B attom:
@ | &Cancel &Cancel
* | &Cascade &Cascade
@ | &Close &Close
® | &Calar: Calor:
@ | &Contents &Contents
@ | &Custom colors: &Custom colors:
® | tDefine custom colors >» kDefine custom colors »»

NOTE: You must make sure that the Customdictionnary directories are regularly backed up

(C:\ProgramFiles\Kantech\VVocabulary

Editor\CustomDictionary\files.xxx.ath) or

C:\ProgramFiles\Kantech\"Application type”"\CustomDictionary\files.xxx.0
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The table below shows the value of the Vocabulary Editor color codes.

VOCABULARY
EDITOR COLOR VALUE
CODES
Green Valid text string.
Blue/Green New text string.
Red Obsolete text string.

*  The “Source language” column contains text based on the basic language that was
selected during the creation of the vocabulary. This column will serve as a “source” for the
translation. Software language columns cannot be modified by the user.

*  Use the right-click to enable a contextual sub-menu or use the Language editor toolbar. A
hint appears when you position the mouse over a button.

Integrating the Custom Language in EntraPass

Once the translation is finished, you have to integrate the new dictionary into the system dictionary
so that system operators can use it. The table below describes the icons action in the vocabulary
editor dialog. These options can also be selected from the Actions menu.

Icon Description
Apply changes to operational dictionary: this option is useful when you want to
@ test your changes before you update the whole system.

Restore operational vocabulary: this option allows the user to easily restore the
default languages. It creates a self-extracting file which restores the original
dictionary.

Scan dictionary for new entries: this option is useful when the software was
updated.

Create self-extracting file for update: If you decide to implement the new
vocabulary. The system creates an Updatedictionary.exe file, and prompts you to
select a destination folder for the file.

1 Start the Vocabulary Editor. The Vocabulary Editor window toolbar displays five buttons.

NOTE: The Graphic User Interface will only appear in one of five languages: English, French,
German, Italian or Spanish.
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2 Select a newly translated vocabulary.

*  You may choose to Apply changes to the Operational dictionary: this option is useful
when you want to test your changes before you update the whole system.

 Restore the operational vocabulary: this option allows the user to easily restore the
default languages. It creates a self-extracting file which restores the original dictionary.

e Scan dictionary for new entries: this option is useful when the software was updated for
example.

3 If you decide to implement the new vocabulary, select the Actions menu, then choose Create
self-extracting file for update option. The system creates the Updatedictionary.exe file, and
prompts you to select a destination folder for the file:
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4  Select the destination folder for Updatedictionary.exe. By default, the Self-extracting file is
stored in C:\Program Files\Kantech (application).

EE select the destination folder

Falders
[ -
{29 Pragram Files

=3 KANTECH

ation

(2 buffer

(23 CustomDictionary

(2 CustomDictionay

[0 DaTa

[C3 DATA_SRC

[Z1 DemoBMP —
[Z7 Dictiohary

23 doc

(2 Driver

O HELP

(23 ImportE=port
T kA albihd o :I

Drives

== |

NOTE: It is recommended to copy the Updatedictionary.exe file on a network folder if you want
operators to access the file to update their software application.

Distributing the New System Vocabulary

Before you run the file, make sure to exit the EntraPass software; otherwise the operation will not
work.

Updating the System Vocabulary

1 Exit all Entrapass programs.

2 Start Windows Explorer® > Kantech > (EntraPass application), then copy the
Updatedictionary.exe on the server.
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3 Double-click Updatedictionary.exe. The system displays the Entrapass applications that are
installed on the computer.

+ Distribute Custom Language E

Select Language

Spstem Installed Folder name

arn

89 EntraPass Corporate Redundancy Server C:\Program Filez'\K.antech\D atabazeMiror_CE

g ErtraPass Special Edition 'workstation C:%Pragram Files\Kantech\Server_SE

g EntraPass Corporate Gateway C:\Program Filez\K.antech\Gateway_CE

g ErtraPass Corporate Mimor database C:A\Pragram Filez\K.antech\D atabazemiror_CE

Updated files lizt &

C:A\Program Files\K.antech' ocabularyE ditor_CESDictionanhCustormhE pTranzlatTemp. DB
C:\Program Filez'\F.antech'WocabularyE ditor_CEMDictionanCustor\E pTranslat T emp. Fi
C:A\Program Files\K.antech' ocabularyE ditor_CEDictionanphCustomb talian_CL. db
C:\Program Filez\F.antech'WocabularyE ditor_CE\DictionantCustorn®ltalian_CL px
C:\Program Files\K.antech'W ocabularE ditor_CE\DictionarnghCustomltalian_CL. xg0
C:\Program Filez'\F.antech'WocabularyE ditor_CEMDictionantCustormbltalian CL gl
C:\Program Files\K.antech'W ocabulayE ditor_CE\DictionarnghCustomltalian_CL. xg2
C:\Program Filez\F.antech®WocabularyE ditor_CE\DictionantCustormbltalian_CL wgl

S e e e i
[II? Update dictionary | J:'L LClaze | f::_;-] About |

|Vocabulary updated files available

4  Select each application, then click the Update dictionary button.

5 You have to copy Updatedictionary.exe on every computer where EntraPass is installed, and
then double-click it in order to launch the language update. To do so, you have first to exit all
EntraPass applications before you run the self-extracting file.

6 Select the application you want to update (one at a time) and click Update dictionary button.
The system will automatically copy the vocabulary to the Custom Dictionary directory then
merge the custom directory with the application dictionary.

NOTE: You MUST update all the applications in the system.

NOTE: To restore the dictionary back to original default values, follow the same procedures as
for updating the dictionary.

7  Select the Options toolbar, then select the Select language icon.

. Select language <]
" OK |

Select primary language English
X Cancel |
Select secondary language Frangais j ? Help |
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8 In the Select the language window, select the primary language and the secondary language.
The newly integrated language is displayed in the list. It is important to select the language at
this stage, otherwise the operators of the system will not be able to use it.

NOTE: For example, if your primary language is “English” and your secondary language is
“French”: if you select your new language (i.e. Russian) as primary, all operators who have
“English” as their display language in the Operator menu will be modified to “Russian”. On the
other hand, if you change the secondary language to “Russian” and operators are using
“English”, you will have to manually select “Russian” in the Operator definition menu”. To
assign the desired language to an operator, use the System definition menu, then select the
Operator definition menu.

NOTE: For every language you are installing, be sure to select the correct keyboard (Start >
Settings > Control panel > Keyboard). The selected keyboard is displayed in the system tray.

Upgrading the System Vocabulary

Vocabulary Editor

When you upgrade your system, the new or modified strings are automatically inserted in the
system vocabulary and also in the custom dictionary. If you have added a custom language to your
system, you have to translate the new/modified strings following a system upgrade. Therefore, you
have to re-edit the vocabulary and create a new self-extracting file. When you re-open the
vocabulary table, new strings are indicated by a green point. Obsolete strings (no longer used) are
tagged red.

NOTE: For easier management, we recommend that you always edit your vocabulary from the
same computer and integrate it to the system using a self-extracting file.
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Express Setup Program

The Express Setup program offers a quick and simple way to configure all the components of a
system: type of readers used, number of sites, site name, nhumber of controllers on a site, etc. For
example, it enables users to modify a door’s name by automatically applying default settings to all
relays and inputs of controllers connected to the selected door.

1 From Windows® Start menu: Start > All Programs > EntraPass Special Edition > Express
Setup.You may also launch the Express Setup by clicking the Express Setup icon (rabbit) from
the various dialogs in the Devices toolbar.

2 Click the New site icon to create a new site.

3 Enter the Site name in the Site description field, then select the reader type.
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Select the Controller type for this site.

NOTE: The KTES option is available for a Corporate Gateway only.

NOTE: There is no reader type or number of controllers to select when the controller type is
a KTES.

5
6
7

Select the Reader type.

Set the Number of controllers.

Specify the Connection type. This indicates how the site communicates with the computer.

The connection types available will follow the controller type selection.

» Select Direct (RS-232 or USB), if the site is integrated to the gateway computer and
connected to it by an RS-232 serial port. If the connection type is direct, then you have to
specify the serial port (com:) as well as the controller site baud rate (usually set at either
9600 or 19200). The default value is 19200.

e Select Ethernet (polling) if the site communicates with the gateway through a terminal
server device (Lantronix) using a port number. Then you have to specify the terminal
server’s IP Address and Port number. To configure the terminal server, follow the
manufacturer’s instructions or refer to the terminal server documentation.

» Select Dial-up (RS-232) modem if applicable.

» Select Secure IP (KT-400) if applicable. Complete the associated tabs.

e Select Secure IP (KTES) if applicable. Complete the associated tabs.

» Select Secure IP (IP Link) if applicable. Complete the associated tabs.

Click OK.

Specify the minimum configuration for the controllers or KTES defined in the site. This includes

assigning a name to the controller/KTES, specifying the passback option, and entering the

serial number.

Example for a KT-400 Controller

NOTE: The serial number column appears only for the KT-100, KT-300, KT-400 controllers
and the KTES. The passback type column only appears for the KT-300 and the KT-400. The
passback feature will not allow any card to re-enter unless it has been used to exit. This
requires that readers be used for both entry and exit.

10
11

12

13
14

For a new site with a KTES, go to Step 14.

Check the Same door 1 and 2 and Same door 3 and 4 option if a reader is installed on each
side of the door. The Same door 3 and 4 boxes are available only when you are using KT-400.
Select the appropriate Passback type (none, soft or hard). If a door is defined as an access
door, there is no anti-passback defined for this door. An entry or an exit door can be assigned a
passback option.

Go to Step 16.

Check the Door contact option.
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15 Check the Postal lock option, if applicable, for a KTES only.
16 Enter the Serial number, if this column is displayed. The serial number (S/N) is on a sticker

17

and generally starts with AXXXXXXX.

Click OK. The components associated with the controller and to the site are created in the
server database. By default, the KT-200 and KT-300 are assigned two doors except for the KT-
400 which is assigned four doors, if the Same door option is not checked. The following table
summarizes default values that are assigned to controllers.

NOTE: When the system is updating the database, the second status flag turns red, indicating
that the system database is locked. When you try to access another system menu while the
database is locked, an error message appears. Simply wait until the system database
becomes available.

The following are default values assigned to controllers by the Express Setup program.

Controller or Door Relay Input zone Auxiliary
KTES output

KT-100 1 4 4

KT-200 2 2 16

KT-300 2 2 8

KT-400 4 4 16 16

KTES 1 3 4 2

The following tables summarize how input zones are used by the system for controllers.

Input System use Controllers
zone
1 Door 1 contact
KT-100, KT-200, KT-300 and KT400

2 Door 1 Rex
3 Door 2 contact

KT-300
4 Door 2 Rex
5 Door 2 contact

KT-400
6 Door 2 Rex
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Input System use Controllers
zone
9 Door 2 contact

KT-200
10 Door 2 Rex
9 Door 3 contact
10 Door 3 Rex

KT-400
13 Door 4 contact
14 Door 4 Rex

The following tables summarize how input zones are used by the system for the KTES.

Iznopnuet System use Kantech Telephone Entry System
1 Door Contact
2 Postal Lock
KTES
3 Door Rex
4 Future

The following table summarizes how output zones are used by the system.

Auxiliary
output

Use

Controllers

LED (Door 1)

KT-100, KT-200, KT-300 and KTES

Buzzer (Door 1)

LED (Door 2)

KT-200 and KT-300

Al W|N| -

Buzzer (Door 2)
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Auxiliary

Use Controllers
output

OUT1 (Door 1)
QUT2 (Door 1)
LED (Door 1)

Buzzer (Door 1)
QOUT1 (Door 2)
OUT2 (Door 2)
LED (Door 2)
Buzzer (Door 2)
OUT1 (Door 3)
OUT2 (Door 3)
LED (Door 3)

KT-400

Ol N[O B[ W[IN|PF

[EnY
o

[EEY
[N

[EY
N

Buzzer (Door 3)
OUT1 (Door 4)
OUT2 (Door 4)
LED (Door 4)
16 Buzzer (Door 4)

[EnY
w

=
N

[EnY
[

NOTE: The remaining components (relays and input zones) are undefined, that is, they have
been created but not yet defined. Components that are defined are grayed out. You cannot
select them or change their description. You can change their description in their respective
definition menu (Devices > Relays/Input zones).

By default, the system assumes that:

*  The reader is ioProx Kantech XSF Format,

*  The power supervision schedule is always valid,

»  The failsoft delay is enabled for 45 seconds,

e The resistor type is none (KT-100, KT-300, KT-400 and KTES),
»  The wait for second card delay is 30 seconds.

Configuring a Controller Using Express Setup

When you select a connection type to a new site and immediately save, the system prompts you to
use the Express Setup tool to define the device. You may also launch this tool by selecting a

controller and clicking the Express Setup ( q’? |) in the Controller dialog.
1 From the Controller window, select an undefined controller.
2 Under the General tab, select the Controller type.

16 « System Utilities
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3 Click on Save, a message box should display: Do you want to use the Express Setup program
to configure the associated devices. Click Yes to continue with the Express Setup.
e If you click on No, you can always return to the Express Setup by clicking on the icon.
Example for a new KT-400

NOTE: Please note that the KT-300 is a 2-door system while a KT-400 is a four-door system.

4  Specify if Both readers are installed on the same door, if applicable (not for a KTES). When
two readers are installed on the same door, the REX contact option is disabled.

5 Click the Advanced button to de02fine the other devices, such as doors, inputs, relays and
outputs.
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NOTE: Components are listed in the left-hand pane. The related tabs are displayed in the
middle of the window. When you select a component, its default name, number and default
settings are displayed in the language section. Select a component to enable its tab.
Components that are assigned are gray and cannot be modified at this stage. However, you
may later modify any component description in its definition menu (Devices > Controller/
Door/Relay/Input/Output).

Configuring a KTES Using Express Setup

When you select a connection type to a new site and immediately save, the system prompts you to

use the Express Setup tool to define the device. You may also launch this tool by selecting a KTES

and clicking the Express Setup (rabbit icon) in the KTES dialog.

1 From the Site window, click on New to define a new site. Assign it a name for both languages.

2 Under the General tab, select the Controller type: Secure IP (KTES).

3 Click on Save, a message box should display: Do you want to use the Express Setup program
to configure the associated devices. Click Yes to continue with the Express Setup.
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* If you click on No, you can always return to the Express Setup by clicking on the icon.

4  Check the Door contact and the REX contact options.
Check the Postal lock option, if applicable.
6 Click the Advanced button to define the other devices, such as doors, inputs, relays and

outputs.

)]

NOTE: Components are listed in the left-hand pane. The related tabs are displayed in the
middle of the window. When you select a component, its default name, number and default
settings are displayed in the language section. Select a component to enable its tab.
Components that are assigned are gray and cannot be modified at this stage. However, you
may later modify any component description in KTES dialog menu (Devices > Kantech
Telephone Entry System).
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You may configure relays to define their operation mode, activation and deactivation schedules. If
you want to assign a name to the relay, you have to select it. When you use the Select All button,

the default names are kept.

1

| Express Setup

Select the first relay if you want to modify its description. The relay tab is enabled. You have to
check the box beside the relay name in order to enable the language section.

(01) Controleur #2

ontroleur # 2 Porte #4
- Controller #1

[3) & Contraller #1 Eingang #1
[3) ) 02 - Controller #1

[3) @ 02 - Controller #1

[ @ 04 - Contraller #1

f - Cantrcller #1

- Cantrcller #1

] - Controller #1

) b 08 - Contraller 11

@ @ Led Contioller B1 Daortt]
@ [ Buzzer Cantroller #1 Doort]
@ [ Led Contioller #1 Doorti2

& B Do Cowbrollar H1 Dot

Component numbsr

—

Relay |

English ||32 - Cantroller #1
French [02 - Cartroler #1
Operating mods
& Homal " Reverss |

Automatic: activation scheduls

Disabls relay action

Ll

W 0K |
¥ Cancel |
? Help |

i Select al
g Clear al |

4

Defining

Check the appropriate options for the Operating mode.

In the Automatic activation schedule drop-down list, choose the appropriate activation

schedule.

In the Disable relay action drop-down list, choose the appropriate action.

Inputs

By default, the response time for a REX is 250 ms; it is 500 ms for other input zones. The alarm
restore time is 500 ms by default. The Express Setup program allows you to define the Input
Normal State and Monitoring Schedule.

460
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1 Select the first undefined input (its checkbox is not gray). Check its box to enable the language
fields, then assign names to it.

[7] Express setup x|
(02.03) 03 - 02 - 01 - Global Gateway
Hi101-03- 02 - 01 - Global Gateway - Inpt | X concel
Bl 0z-03-02 - 01 - Global Gateway 4“:&
EL: 03-03-02 - 01 - Global Gateway English Jo01 - 03 - 02 - 01 - Global Gateway P Help |
BB 04-03-02 - 01 - Global Gateway

(001 - 03 - 02 - 01 - Global Gaty To3-mz-0L-
WJ ohal aateway French IDDI 03 - 02 - 01 - Passerelle Global gie\e(ta\l |

00z - 03 - 02 - 01 - Global Gateway

il 003 - 03 - 02 - 01 - Global Gatewa Input normal stat o |
Y Clear all
I—(;' Closed ' Opened ol

@l [ 004 - 03 - 02 - 01 - Global Gateway

= e - Monitaring scheduls
&) o0z - 03 - 02 - 01 - Global Gateway

[ 003-03- 02 - 01 - Global Gateway | =
3 [004-03- 02 - 01 - Giobal Gateway
13 oos - 03 - 02 - 01 - Global Gateway
006 -03- 02 - 01 - Giobal Gateway
) 007 - 03- 02 - 01 - Global Gateway

- -
P =l

Companent number 1

2 Choose the Input normal state option.
3 Select the Monitoring schedule from the drop-down list. If you want to assign a custom
schedule to the selected input, you have to define it in the Definition > Schedule.

Defining Auxiliary Outputs (LED and Buzzer)

If you want to change their assignment, you may do so while defining a controller or a KTES and in

the Devices > Output.

1 Select the first undefined output (its checkbox is not gray). Check its box to enable the
language fields, then assign names to it.

2 Choose the Operating mode option.
3 Assign a door to the output from the Selected doors drop-down lists.
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The following table summarizes how output zones are used by the system.

Auxiliary

output

Use

Controllers

LED (Door 1)

Buzzer (Door 1)

KT-100, KT-200, KT-300 and KTES

LED (Door 2)

Buzzer (Door 2)

KT-200 & KT-300

LED (Door 1)

Buzzer (Door 1)

LED (Door 2)

| N WA WIN|PF

Buzzer (Door 2)

[EnY
[

LED (Door 3)

[EEY
N

Buzzer (Door 3)

[EnY
&)

LED (Door 4)

[EnY
()]

Buzzer (Door 4)

KT-400
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Quick Report Viewer

The Quick Report Viewer program allows operators to view previously saved reports without
having to start EntraPass. It is used to view / display / load reports that were previously saved (in
a.QRP format) during a print preview or Quick reports. For details on requesting and generating
reports, see "Reports" on page 365. This program is useful when EntraPass is off-line and when a
report must be displayed for specific purposes.

1 From the Windows® task bar, click Start > All Programs > EntraPass > Quick Report Viewer.

5. QuickReport Viewer

I EEERE |

A

2 Click the Open button to open a report. The system displays the Open window:

Look [ DT ] =l =i
Application Notes [C Maruels (C1 Repertoire de travail 4
Cushests [ Mewsletters [ Repertaire de travail 5
Divers Q Fhotas (1 webSite
Etiquettes BRL3 1 Prod_cD EACCESPERMIS.ORP
Fevilles_[rnstallations 1RECYCLER
Logos (23 Repertoire de travail 2

File name: |ACEE5PEHM\S.QHP Open I
Files of type: [ QuickRepor fil | Caricel

3 By default, when a report is saved in a QRP format, the system automatically saves it in “My
Documents” folder. If you have saved the report in another folder you have to browse to the
folder to select the report.

4  Click Open to preview the report. Once you have selected the requested report, the system will
display your report:
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5 Use the toolbar buttons to preview the report:

Icon Description

a Use the Zoom out button to zoom out the report view.

Use the Zoom In button to display details (view closer).

b2l

Use Previous Page and Next Page buttons to change pages.

£
¥

Use the Open button to open a report located in any folder on your
computer.

Use the Print button to print the report. There will be no printer
setup dialog box, the report will automatically print, to cancel the
printing, click Cancel.

o B

Use the Quit button to quit the application.

@
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EntraPass Online Help

Getting the Online Help

1 There are two ways of calling the EntraPass Online Help:
e By clicking on the (? Help) button.

EntraPass Online Help

SPECIAL EDITION
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e From the Windows® task bar, click Start > All Programs > EntraPass Special Edition >

English Help.

E? EntraPass Online Help | |@|E|

£ &
Hide Locate Back

Contents 1 Index 1 Favur_ilas]

) fa)

Stop Refrezh Home Print

DOptionz Kantech Online

= t@ Wwhelcome to EntraPass
Introduction
EntraPass Main Features
+ @ EntraF'azs Manual and Help
= t@ Installing EntraPass
Software Installation

¥
Installation Kit
+ @ Installation Steps
Syztem Installation
+ @ Syztem pdate
The ErtraPass Software Removal
+ @ Getting Started
+ @ Configuring EntraPazs Devices
+ @ Configuring EntraPaz: Components
+ @ Performing Manual Operations
+ @ Configuring EntraPazs Users
+ @ Creating Groups
+ @ taonitaring EntraPass
+ @ Configuring the EntraPass System
+ @ Customizing EntraPass Desktops
+ @ Generating Reports
+ @ Configuring EntraFazs Options
+ @ The EntraPass Server
+ @ Configuring EntraPazs Utiliies

You are here: |nstalling EntraPass > Recommended System Requirements

Recommended System Requirements

The following system reguirements apply to the EntraPass system.
Make sure that the computer on which you are installing the software meets the following
requirements:

+ Operating Systems: Windows 2000/XP Pro SP2/2003 Standard and Enterprise Server

Editions/Vista Business, Enterprise, and Ultimate

* Processor: Pentium IV at 1.8 GHz

+512 MB RAM

+* Minimum free hard disk space: 10 GB

+ Screen resolution: 1024 x 768

+ Graphic adapter card: 32 MB

+ 48X CD-ROM drive

* Network Interface card: 10/100 Base-T network adaptor
For Vista operating systems and video integration, we highly recommend a dual core or
higher processor and, at minimum 2 GB of RAM. Actual requirements may vary based on
your operating system and configuration.

Additional Requirements
For several applications, you can use the following devices:
+ A video capture card—to capture user images for card identification
+ A sound card—to use warning sounds when an alarm is reported
+ A badge printer— to print badges (Badging)
* A signature capture device— to capture signatures (Badging)
* Alog printer—(dot-matrix or laser) to print events (messages and alarms)
+ A Report printer—(laser) to print reports
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Chapter 17 « Animated Icons

Controllers

Controllers

Animated icons indicate the status of physical or logical components in the windows of EntraPass
software. They represent the component status in real time and simulate a movement by displaying
a series of pictures associated with the component.

If a particular component status is difficult to identify, use this section to identify it.

Controller animated icons indicate the status of a door controller in the graphic window (Desktop >
Graphic desktop) or in the “Operation” window.

Status unknown

@0ee

Appears when the EntraPass application has not received the component' status after four (4)
attempts. It is displayed in:

» the Operation window (alarms, door, elevator door, relay, input, reload data)

e orthe Desktop > Graphic desktop.

Controller AC failure
N G R W e e
Appears when the controller is in AC failure. It is displayed in:

» the Graphic desktop (Desktop > Graphic desktop window)
» the Operation > Controller Reset Controller AC failure and Tamper Switch in “alarm”

PR B PE 9 B B, B P
) o)l ) ) ) )
Appears when the controller is in AC failure and the tamper switch is in alarm. It is displayed in:

e the Graphic desktop (Desktop > Graphic desktop window)
e the Operation > Controller Reset

Controller is not communicating

Appears when the controller is not communicating. It is displayed in:
*  the “Operation” — “Controller Reset” windows.
e the Desktop > Graphic desktop.
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Controller communication is regular (no problem)

A Kl o »'
+ 4 4 +

Appears when the controller is communicating and the communication is regular. It is displayed in:
» the Graphic desktop (Desktop > Graphic desktop window)
* the Operation > Controller Reset.

Controller status is not yet known

+

Appears when the status of the controller is not yet known. It is displayed in:
e the Graphic desktop (Desktop > Graphic desktop window)

Controller is in “Reset” and AC failure
R R R B B i
<) wil ] ) ) ) ) ]
Appears when the controller is in “reset mode” and in “AC failure”. It is displayed in:

e the Graphic desktop (Desktop > Graphic desktop window)
e the Operation > Controller Reset.

Controller is in “Reset”, “AC failure” and “Tamper in alarm”

b o B BE B B B e

i -] ] ) ) i) ) )

Appears when the controller is in “reset mode”, in “AC failure” and the tamper is in alarm. It is
displayed in:

» the Graphic desktop (Desktop > Graphic desktop window)

e the Operation > Controller Reset

Controller is in reset and tamper in alarm
PEEELEY

Appears when the controller is in “reset mode” and the tamper is in alarm. It is displayed in:
» the Graphic desktop (Desktop > Graphic desktop window)
e the Operation > Controller Reset.

Controller tamper in alarm

Appears when the controller tamper is in alarm. It is displayed in:
» the Graphic desktop (Desktop > Graphic desktop window)
e the Operation > Controller Reset when the controller tamper is in alarm.
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Controller reloading firmware

=1 =1 =1 =
2 I8 [E 12

Appears when the controller is reloading firmware. It is displayed in:

» the Graphic desktop (Desktop > Graphic desktop window)
e the Operation > Controller Reset.

KT-400 controller trouble

Appears when there is a KT-400 controller trouble. It is displayed in:

e the Desktop > Graphic desktop
e the Operation > Controller.

SPECIAL EDITION
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Icons representing a door state indicate the status of door within the graphic window (from the
desktop) or within the “Operation” window.

Door forced open

LAk d.9.4

This animated icon appears when the door is opened and that no access granted nor request to exit
was permitted. It is displayed in:

» the Graphic desktop (Desktop > Graphic desktop window)

e the Operation > Door, Elevator Door

Door forced open (reader disabled)
Ly s.9.9 3.

This animated icon appears when the door is opened and that no access granted nor request to exit
was permitted and the reader is disabled. it is displayed in:

e the “Graphic” window (desktop—graphic)

e the Operation > Door, Elevator Door

Door closed and locked

T r°

Slediagle i

This animated icon appears when the door is closed and locked. It is displayed in:

» the Graphic desktop (Desktop > Graphic desktop window)
e the Operation > Door

Door closed and locked (reader disabled)
4
s el
This animated icon appears when the door closed and locked and that the reader is disabled. It is
displayed in:

» the Graphic desktop (Desktop > Graphic desktop window)
e the Operation > Door.
Door status unknown

Tl

e ®

This animated icon appears in:
e the “Graphic” window (desktop—graphic) when the status of the door is not yet known.
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Door open too long

EEEEEEEE

This animated icon appears when the door is opened more than the permitted delay set in “open
time”. It is displayed in:

» the Graphic desktop (Desktop > Graphic desktop window)

e the Operation > Door, Elevator door.

Door open too long (reader disabled)

EFEEEEEEE

This animated icon appears when the door is opened more than the permitted delay set in “open
time” and that the reader is disabled. It is displayed in:

» the Graphic desktop (Desktop > Graphic desktop window)

e the Operation > Door, Elevator door.

Door open and unlocked manually
& & L &
A-A-3-A-
This animated icon appears when the door is opened and it was unlocked by an operator. it is
displayed in:

e the Graphic desktop (Desktop > Graphic desktop window)
e the Operation > Door > Elevator door.

Door open and unlocked manually (reader disabled)
@ Lol @ Lol
4444
This animated icon appears when the door is opened and it was unlocked by an operator and the
reader is disabled. It is displayed in:

e the Graphic desktop (Desktop > Graphic desktop window)
e the Operation > Door > Elevator door.

Door is opened and unlocked by schedule
@ @ Lol @
A-8-3-8
This animated icon appears when the door is opened and it was unlocked by a schedule. It is
displayed in:

» the Graphic desktop (Desktop > Graphic desktop window)
e the Operation > Door > Elevator door.

Door is opened and unlocked by schedule (reader disabled)
& & & &
A-8-3-8
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This animated icon appears when the door is opened, and it was unlocked by a schedule and the
reader is disable. It is displayed in:

e the Graphic desktop (Desktop > Graphic desktop window)

e the Operation > Door > Elevator door.

Door pre-alarm on open too long

o Q_ L+) Lol > Lo} @ fe
W
This animated icon appears when the door is opened more than half the time permitted delay set in
“open time”. It is displayed in:

e the Graphic desktop (Desktop > Graphic desktop window)
e the Operation > Door > Elevator door.

Door pre-alarm on open too long (reader disabled)

o 0_ o] 0 o o o] o
i O G BB B O B
This animated icon appears when the door is opened more than half the time permitted delay set in
“open time” and the reader is disabled. It is displayed in:

» the Graphic desktop (Desktop > Graphic desktop window)
e the Operation > Door > Elevator door.

Door still opened schedule invalid

A3

ﬁ S O

This animated icon appears when the door is opened and the unlock schedule is invalid. It is
displayed in:

» the Graphic desktop (Desktop > Graphic desktop window)
e the Operation > Door/Elevator door.

Door still opened schedule invalid (reader disabled)
- e

B i i Wi e i W

This animated icon appears when the door is opened and the unlock schedule is invalid and the
reader is disabled. It is displayed in:

» the Graphic desktop (Desktop > Graphic desktop window)
e the Operation > Door/ Elevator door.

Door unlocked by an operator
P & P &
e i A
This animated icon appears when the door is unlocked by an operator (manually). It is displayed in:

» the Graphic desktop (Desktop > Graphic desktop window)
e the Operation > Door > Elevator door.
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Door unlocked by an operator (reader disabled)
@ @ Lol @
£ o ot st
This animated icon appears when the door is unlocked by an operator (manually) and the reader is
disabled. It is displayed in:

» the Graphic desktop (Desktop > Graphic desktop window)
e the Operation > Door/Elevator door.

Door unlocked by a schedule
& & & &
GGG
This animated icon appears when the door is unlocked by a schedule. It is displayed in:

» the Graphic desktop (Desktop > Graphic desktop window)
e the Operation > Door/Elevator door.

Door unlocked by a schedule (reader disabled)
& & & &
A I 2
This animated icon appears when the door is unlocked by a schedule and the reader is disabled.
It is displayed in:

e the Graphic desktop (Desktop > Graphic desktop window)
e the Operation > Door/Elevator door.

Elevator door unlocked and closed
P P & P
A=d=4Tk 4T
This animated icon appears when the elevator door is closed and unlocked. It is displayed in:

» the Graphic desktop (Desktop > Graphic desktop window)
e the Operation > Door/Elevator door.
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Relays

Relays icons indicate the status of a relay within the graphic window (from the desktop) or within the
“Operation” window.

Relay activated by an event

Wl <58

This animated icon appears in:
e the “Graphic” window (desktop—graphic) when the relay is triggered by an event.
» the Operation > Relay when the relay is triggered by an event.

Relay temporarily activated by an event

Gl allsl5

This animated icon appears in:
e the “Graphic” window (desktop—graphic) when the relay is temporarily activated by an event.
e the Operation > Relay when the relay is temporarily activated by an event.

Relay activated by an input

R N

This animated icon appears in:
* the “Graphic” window (desktop—graphic) when the relay is triggered by an input.
e the Operation > Relay when the relay is triggered by an input.

Relay temporarily activated by an input

G slal%

This animated icon appears in:
* the “Graphic” window (desktop—graphic) when the relay is temporarily activated by an input.
» the Operation > Relay when the relay is temporarily activated by an input.

Relay activated by an operator

W

This animated icon appears in:
* the “Graphic” window (desktop—graphic) when the relay is activated by an operator.
» the Operation > Relay when the relay is activated by an operator.

Relay temporarily activated by an operator

Send A
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This animated icon appears in:
» the “Graphic” window (desktop—graphic) for a relay temporarily activated by an operator.
» the Operation > Relay when the relay is temporarily activated by an operator.

Relay activated by a schedule

This animated icon appears in:
» the “Graphic” window (desktop—graphic) when the relay is activated by a schedule.
» the Operation > Relay when the relay is activated by a schedule.

Relay deactivated

This animated icon appears in:
e the “Graphic” window (desktop—graphic) when the relay is not activated.
e the Operation > Relay when the relay is not activated.

Relay status unknown

This animated icon appears in:
» the “Graphic” window (desktop—graphic) when the status of the relay is not yet known.

Relays 475
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Inputs
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This section is used to indicate the status of an input within the graphic window (from the desktop)
or within the “Operation” window.

Input activated—Not supervised

This animated icon appears in:

* the “Graphic” window (desktop—graphic) when the input is activated and the monitoring
schedule is invalid.

» the Operation > Input when the input is activated and the monitoring schedule is invalid.

Input activated—Supervised

This animated icon appears in:

e the “Graphic” window (desktop—graphic) when the input is activated and the monitoring
schedule is valid.

» the Operation > Input when the input is activated and the monitoring schedule is valid.

Input activated—Not supervised manual operation

This animated icon appears in:

* the “Graphic” window (desktop—graphic) when the input is activated, manually operated and
the monitoring schedule is invalid.

e the Operation > Input when the input is activated, manually operated and the monitoring
schedule is invalid.

Input activated—Supervised manual operation

This animated icon appears in:

» the “Graphic” window (desktop—graphic) when the input is activated, manually operated and
the monitoring schedule is valid.

e the Operation > Input when the input is activated, manually operated and the monitoring
schedule is valid.

Input activated—Supervised temporarily manual operation

This animated icon appears in:
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» the “Graphic” window (desktop—graphic) when the input is activated, manually operated and
the monitoring schedule is temporarily valid.

e the Operation > Input when the input is activated, manually operated and the monitoring
schedule is temporarily valid.

Input in alarm—Not supervised
L L ] L ] L ]

3l | ] =
This animated icon appears in:

e the “Graphic” window (desktop—graphic) when the input is in alarm and the monitoring
schedule is invalid.

e the Operation > Input when the input is in alarm and the monitoring schedule is invalid.
Input in alarm—Shunted by operator
*| (e[| e)O
HNENENE
This animated icon appears in:
e the “Graphic” window (desktop—graphic) when the input is in alarm and it is shunted by an

operator.
e the Operation > Input when the input is in alarm and it is shunted by an operator.

Input in alarm—Supervised

[Boldoldoldo

This animated icon appears in:
* the “Graphic” window (desktop—graphic) when the input is in alarm and the monitoring
schedule is valid.

e the Operation > Input when the input is in alarm and the monitoring schedule is valid.

Input in alarm—Supervised by operator

EERERES

This animated icon appears in:

* the “Graphic” window (desktop—graphic) when the input is in alarm and it is supervised by an
operator (continuous supervision).

e the Operation > Input when the input is in alarm and it is supervised by an operator (continuous
supervision).

Input OK—Not supervised
This animated icon appears in:

e the “Graphic” window (desktop—graphic) when the input is in normal condition and the
monitoring schedule is invalid.
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» the Operation > Input when the input is in normal condition and the monitoring schedule is
invalid.

Input OK—Shunted by operator
Qfe|Q[«|O[e]O
3°E°6E°E
This animated icon appears in:
* the “Graphic” window (desktop—graphic) when the input is in normal condition and it is shunted

by an operator.
e the Operation > Input when the input is in normal condition and it is shunted by an operator.

Input OK—Supervised

[Boldoldoldo

This animated icon appears in:

* the “Graphic” window (desktop—graphic) when the input is in normal condition and the
monitoring schedule is valid.

» the Operation > Input when the input is in normal condition and the monitoring schedule is valid.

Input OK—Supervised by operator

Boldoldoldo

This animated icon appears in:

» the “Graphic” window (desktop—graphic) when the input is in normal condition and it is
supervised by an operator (continuous supervision).

» the Operation > Input when the input is in normal condition and it is supervised by an operator
(continuous supervision).

Input status unknown
1

This animated icon appears in the “Graphic” desktop when the status of the input is not yet known.
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Sites and Gateways

These icons indicate the status of a site, or gateway within the graphic window (from the desktop) or
within the “Operation” window.

Controller Site:

Site status is not yet known
BEBRRREE

This animated icon appears in:
» the “Graphic” window (desktop—graphic) when the status of the controller site is not yet known.

Controller site connected

TRRG B

This animated icon appears in:
* the “Graphic” window (desktop—graphic) when the site is connected and communication is OK.
e the Operation > Reload data when the site is connected and communication is OK.

Controller site connected and in “Reload Data”

T v v

This animated icon appears in:

» the “Graphic” window (desktop—graphic) when the site is connected and is in “reload data”
state.

» the Operation > Reload data when the site is connected and is in “reload data” state.

Controller site—Communication Failure

B Rl

This animated icon appears in:
e the “Graphic” window (Desktop—graphic) when the site is disconnected and there is a
communication failure.
e the Operation > Reload data when the site is disconnected and there is a communication
failure.
Gateway:

Gateway—Communication Failure

Chdnka b

This animated icon appears in:

Sites and Gateways 479
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» the “Operation” (door, elevator door, relay, input, reload gateway) window when the gateway is
in communication failure.

e the “Graphic” window (desktop—graphic) when the gateway is in communication failure.

Gateway in “Reload Data”

I

This animated icon appears in:

* the “Graphic” window (Desktop—graphic) when the gateway is being reloaded.

» the Operation > (door, elevator door, relay, input, reload gateway) when the gateway is being
reloaded.

Gateway—Communication Failure during Reload Data

S

This animated icon appears in:

* the “"Operation” (reload data gateway) window when the gateway loses communication during a
reload data operation.

e the “Graphic” window (desktop—graphic) when the gateway loses communication during a
reload data operation.

Gateway communication is regular (no problem)

= W= = =L ) = =
(I 3
This animated icon appears in:
* the “Graphic” window (desktop—graphic) when the gateway is communicating and the
communication is regular.
e the Operation > Reload data gateway, communication is regular.

Gateway Trouble

En b

This animated icon appears in:
» the “Graphic” window (desktop—graphic) when the gateway is not communicating.
e the Operation > Reload data gateway, the gateway is not communicating.

Gateway Trouble when Reloading

b

This animated icon appears in:

* the “Graphic” window (desktop—graphic) when the gateway is not communicating.

» the Operation > Reload data gateway is not communicating with the gateway during a reload
data operation.
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Gateway (Gateway Software Interface):

Sites and Gateways

Gateway OK—communicating

L

This animated icon appears in:
e the “Graphic” window (desktop—graphic) when the gateway is communicating.
e the Operation > Reload data when the gateway is communicating.

Gateway in “Reload Data”

I

This animated icon appears in:
e the “Graphic” window (desktop—graphic) when the gateway is being reloaded.
» the Operation > Reload data when the gateway is being reloaded.

Gateway—Communication Failure

Rl

This animated icon appears in:
» the “Graphic” window (desktop—graphic) when gateway is not communicating.
* the Operation > Reload data when the gateway is not communicating.
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Others

Application status is not yet known

b e

This animated icon appears in:
* the “Graphic” window (desktop—graphic) when the status of the application is not yet known.

Application attempts communication

RS

This animated icon appears in:
» the startup window when the workstation attempts to communicate with the server.

Application—Communication Failure

il

This animated icon appears in:

» the “Graphic” window (desktop—graphic) when the workstation is in communication failure.

e the “Operation” window (alarm, door, elevator door, relay, input, reload gateway) when the
workstation is in communication failure.

Database Initialization

\Za S e

This animated icon appears in:
e the startup window when the workstation initializes the database.

Data not available

DR

This animated icon is used to indicate a transient stage. This could indicate that the requested
information is not currently available.

No state available

vl

This animated icon is used to indicate a transient stage. This could indicate that the requested
component status is not currently available.

17 « Animated Icons



Reference Manual

EntraPass Application

SPECIAL EDITION
ENTRAPASS™

Output status is not yet known
@

This animated icon appears in:
» the “Graphic” window (desktop—graphic) when the status of the output is not yet known.

Status unknown

@2@@

This animated icon appears in:

e the “Operation” (alarms, door, elevator door, relay, input, reload) window when the workstation
has not received the component' status after four (4) attempts.

e the “Graphic” window (desktop—graphic) when the workstation has not received the
component' status after four (4) attempts.

Error in process

&e &g

This animated icon appears in:

e the “Operation” (alarms, door, elevator door, relay, input, reload data) window when a specific
error is detected.

* the “Graphic” window (desktop—graphic) when a specific error is detected.

Undefined Component

27108017

L] ¥

-

This animated icon appears in:

» the “Operation” window (alarm, door, elevator door, relay, input, reload data gateway) when the
component does not exist.

» the “Graphic” window (desktop—graphic) when the component does not exist.
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Using the alarm message box 76
In d ex Activate relay temporarily 187
Activation schedule 222
Adding 27

Numerics Adding system components 27
1st IN last OUT ﬁgt?nnced schedule capability 566
Time & Attendance reports 533
3rd party hardware Controls
party Definition 75

Configuration 194, 198

DLL integration 583 Message box 76

Partition 203

Graphic 223 Res _
; ponse time 185
Operations 293, 324 Sound 559
Alarm Systems
A Alarm #1 relay state 213
Alarm #2 relay state 213
Abort report if free space lower than (MB) 576 Alarm level #1 input 210
Access Alarm level #2 210
Access and delays 208 Animated icons 657
Control 1 Arming access level 208
Events 176 Arming delay 208
Levels Arming delay state 213
Administrator 64 Arming procedure 205, 318
Arming 179, 205 Arming reader 209
Arming access level 208 Arming reader no unlock 209
Bad 177 Arming request input 210
Cardholder 174 Arming schedule (auto) 207
Create groups 406 Arming, postponing and disarming 203
Definitions 376 Bell relay 213
Disarming 205 Capabilities 204
Disarming access level 208 Common inputs 204
Primary access level 336 Definition 203
Privileged access level (dual custody) 174 Disarming procedure 205, 318
Schedule 321 Disarming reader 209
Secondary access levels 337, 374 Disarming when a NO DISARM schedule is valid
Managed by user 195 206
Schedule Door disabled when armed 210
Tenants 394 Door to be lock on arming 210
Acknowledging alarms Entry input 211
Acknowledge schedule 462 Entry relay 213
Automatic 425 Exit delay 208
Definition and purpose 498 Exit relay state 213
Set priority 462 Manual operation 317
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No disarm schedule 207
Partition 207
Perimeter and volumetric detection 204
Postpone count 209
Postpone delay 208
Postpone procedure 318
Postpone reader 210
Postpone relay 213
Postponed arming procedure 206
Prevent arming input 211
Shunted on disarming 211
Status
Prevent arming relay state 212
System armed 212
System disarmed 212
System status delay 212
Supervised door when armed 210
Allow diagnostic on network 567
Animated icons
Alarm systems 657
Controllers 658
Doors 661
Inputs 667
Others 673
Relays 665
Site and gateway 670
Anti-passback
Hard anti-passback 147
Soft anti-passback 147
Areas
Activate on opened area 217
Card position already valid 215
Definition 214
Disable passback schedule 215
Manual operation 321
Normal passback 214
Number of supervisor inside 216
Passback type 214
Supervisor level 215
Supervisor must be last on exit 216
Supervisor passback 214
Supervisor to open area 215
Transfer schedule 216
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Arming at a door reader 205
Arming Request 210
Assign alarm sound 559
Assigning an Access Level to a Cardholder 336
Authentication 72

Password Modification 554
Automatic

Activation schedule 182

Arming 205

Backup 587

Backup scheduler 587

Logout on idle 565

Stop guard tour at the end 219
Auxiliary output configuration 103

B

Background
Live video 225
Web page 225
Backlight delay (KTES) 160
Backup 597
Folder 587
Scheduler 585
Separate files 588
Type 588
Badging 4
Creating a badge 351
Edit a badge layout 352
Get picture from file 341
McCl 340
Paste picture 341
Video images 340
Bandwidth
Video 562, 580
Batch operations
Card filter 382
Battery trouble (KTES) 161
Broadcasting 298
Buffer (KTES) 161
Buttons

Resize 582
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Camera

Definition 259

Card

Access group
Access levels 374
Definitions 374
Access levels to cardholders 336
Adding a signature from a signature capture device
344
Assign a picture 340
Assign picture from file 341
Assigning a Picture from a File 341
Assigning a Picture Using a Video Camera 341
Card access group 336
Card format 552
Hard reset 553
Multiple card format 553
Card number 330, 331
Trace 331
Change card format 552
Decimal 552
Hexadecimal 553
Octal 552
Copy to visitor card 329
Create a day pass 379
Create card types 378
Creation date 331
Database fields
Security level 433
Supervisor parameters 433
Default card format 552
Definition 328
Delete when expired 338
Display Format
Defining 552
Enhanced user management 580
Expired 339
Filter 382
FIPS 553
Format Selection 552
Hiding card information 432
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Importing a signature from a file 343
Information fields 329
Keep picture on desktop 483
Last transaction files
Rebuild 610
Last transactions 372
Lost 332
Management
WebStation 581
Modification date 329, 331
Modifications count 329, 331
New 328
Number 328
Passback option 339
Pending 339
Position already valid (areas) 215
Print a list of cards 369
Printing 369
Printing badges 348
Show cardholder information with picture 75
Start date 338
State 339
Stolen 332
Trace 331
Type definition 378
Usage restriction 340
Use count options 339
Use reports
Schedule mode 521
WebStation 520
User name 328, 330
Validate card access 368
Wait for keypad 338
CardGateway
Mirror Database and Redundant Server 3, 83
Oracle/MS-SQL Interface 79
See Oracle/MS-SQL Interface 79
Cardholders
Access Levels 336
Changing the Authentication Password 554
Changing the System Language 555
Checking Server and Workstation Databases 591
Clean Database 610
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Clear alarm messages 75, 76
Clear annotation 227
Clear background 225
Communication protocol 119
Communication timing 117
Component links
Display 63
Components physical address 432
Concurrent Logins
WebStation 427
Configuration
3rd party hardware 194
Controllers 124
Doors 165
EntraPass Gateways 96
EntraPass workstations 70
External Global Gateway 35
Inputs 184
Integrated component 198
Mirror Database and Redundant Server 83
Oracle/MS-SQL Interface 79
Relays 182
Sites/Loops 115
System devices 69
Contact
Interlock 172
Options
Doors 169
Controllers 69
Animated icons 658
Configuration 124
controller local area
KT-400 148
Create groups 402
Definition 124
Express setup 633, 634
Hard reset 303
Local area 166
Loop baud rate 117, 630
Loop RS-232 configuration 103
Reloading firmware 304
Reset 302
Soft reset 303
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Status (graphic view) 417
Corporate gateway
Configuration 97
Dual gateways 3, 71, 97
Express Setup 628
Corporate site schedules 566
Credentials
Enhanced user management 580
CSV Import/Export 383
Create patterns 384
Exporting procedure 386
Importing procedure 388
Custom images 226
Custom language
KTES 616
Custom Messages 589

D

Database
Checking 591
Logical components (view) 471
Output Type 514
Status 420
Structure 471
Utility program
Rebuild card last transaction files 610
Swap descriptions 610
Verify Database hierarchy 609
Verify Database links 609
Verify Time & Attendance files 609
Verify video event files 610
Verify integrity 607
Date and time on separate fields 575
Day Pass Definition 379
Daylight saving time 116
Decimal 552
Definition
Access Levels 376
Day Pass 379
E-mail parameters 528
Graphic 223
Host modem 97
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Schedule 201
Visitor 377
Delays
Before message 238
Before unshunt 187
Exit and Entry 180
Reset delay for shunt temporarily 187
DEOL
Double end-of-line 188
Design background picture 226
Desktops
Alarms 493
Alarms desktop
Acknowledge 496
Delete log 496, 505
Display graphic screen 501
Display instruction screen 500
Flag 496
Print log 496, 505
Purge deleted log 496
Filtered messages 489
Floating 65
Historical reports 490
Messages desktop
Auto-rescroll delay 484
Background color 484
Delete all 485
Display events in bold 483
Display last message on top 483
Display message (in full) 483
Display toolbar 483
Keep card picture 483
Manual properties 483
Message type 482
Multi-line 482
Play archived video recordings 492
Send to back 486
Show icons 482
View parent 486
Network alarms
Desktop 505
Status bar
Server 594
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Diagnostic 567
Dial information 237
Dial-up modem 121
Directory 514
Disabling
Access when area is full 217
Card readers 309
DirectX 562, 578
Door reader 308
Manual time synchronization 578
Relay action 182
Video 73
Disarming at a door reader 205
Disarming request 181
Disk free space threshold 564
Reports 575
Server 563
Video Vault 92
Disk space 563
Video Vault 92
Display
Description in task bar 565
Description in title bar 565
Login List 565
Multiple pictures 488
Displaying component links 63
DLL integration
3rd party hardware 583
Doors 69
Animated icons 661
Contact options 169
Create groups 403
Defining general parameters 165
Disabled when armed 210
Door unlock (guard tours) 219
Elevators 172
Events 175
Group 403
Interlock options 171
Keypad options 167
KT-NCC 173
Open reading 169
Options and alarm system 179

489



SPECIAL EDITION
ENTRAPASS™

—@—

Options for controllers and the KTES 178
Return to schedule 306, 309
REX options 170
Selecting a door 307
Supervised door when armed 210
Toggle command 241, 243, 246, 249, 250
Unlock reading 169
Draw frame 224
Draw transparently 224
Dual Custody 174
Dual gateways
Global gateway 3, 71, 97
Duress
Duress on access denied 160
Duress on access granted 160
Keypad duress key 160
Options 147

E

Edit background picture 224
Edit system components 30
Elevators
Cab
Doors 166
Control
Unlock schedules (elevator floors) 173
Controllers 130
Create floor groups 407, 408, 409
Create floors 220
Door
Input definition 188
Selecting 310
Doors 172
Locking floors 310
Floor disabling 312
Floor enabling 311
REB-8s 131
Select cab for floor group activation 189
Email
Options 77
Reports 77
Task builder 236
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Email report authentication 77
Emergency management
Muster reports 538
Enabling
Arming request schedule 179
Card already busy feature 569
Card readers 309
Door reader 308
Duress function on KTES keypad 178
Fail-soft delay (KTES) 155
Postpone arming schedule 181
Signature pad 561
TFTP IP Link updater 573
TFTP KT-400 updater 571
TFTP KT-NCC updater 573
Video capture 560
Encryption 72
End-of-line
Double 188
KT-400 124
KTES 155
KT-MOD-INP16 module 142
Override default 186
Enhanced user management
Credentials 580
New card 329
Enter network tag 240
EntraPass
Configuring 70
Starting the server 44
Starting the workstation 47
Entry Delay 208
Ethernet polling 630
Configuration 120
Event trigger
Task builder 233
Events
Acknowledge schedule 462
Associate a relay to an event 221
Buffer
Controller 123
Color 462
Deleting and restoring associations 464
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Display (schedule) 462
Doors 175
Instructions (assign to events) 462
Pager codes (KTES) 163
Parameter definition 460
Parameters
Task 462
Print parameters 464
Print schedule 462
Relays
Definition 221
Printing 222
Set priority 462
Viewing associations 463
Expansion Modules
Configuring 141
Exported Video 290
Express Setup 52, 625
Configuring a corporate gateway 628
Controllers 633
KTES 634
Extended door access delay 167, 177
Tenant 394
Extended number of ring before answer (KTES) 154
Extended ring
Tenant 394
Extended selection box 59, 67
Extended talk time (KTES) 153
External Alarm
System interfaces 179
System options 179
System panel status 180

F

Fail-safe

Doors 166
Fail-secure

Doors 166
Fail-Soft 470, 483
Filtered Message list and Picture 487
Find user timeout delay (KTES) 160
FIPS 553
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First entry last exit

Time & Attendance reports 533
First IN last OUT

Time & Attendance reports 533
Floating

Desktops 65

Windows 65
Floor

Confirmation 134

Definition 220

Group 173, 189, 407, 408, 409
Forcing a Firmware Reload 298
Frame color 224

G

Gateway
Animated icons 670
Configuration 96
Configuring 78
Corporate
Dual gateways 3, 71, 97
Data reload 296
General parameters 79
Global
Configuring 104
Dual gateways 3, 71, 97
External configuration 35
Hard reset 296
Manual operations 296
Soft reset 296
Starting 46
General parameters 71
Global gateway
Dual gateways 3, 71, 97
Global schedules 566
Graphic
3rd party hardware 223
Definition 223, 224
Designing the background 226
Icons
Assigning system components 227, 228
Printing system components and graphics 228
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Status (controller view) 417
Task 223

Groups

Access levels 406
Areas 408, 409
Controllers 402
Doors 403

Floors 407

Inputs 405
Relays 404

Guard Tours

Definition 218
Delay settings 219
Door unlock 219

Reference Manual

Report language 525
Schedule mode 521
Selected components 517
State 491
WebStation 516

Holiday
Definition 231

Icons, see Animated icons 657
Immediate call 162, 177, 186
Import/Export 383

Input module

Door/Input 219

End Guard Tour 320

End guard tour 319

Manual operation 319

Modify delay to next station 320
Modify next station 320
Pre-alarm delay 219

Start Guard Tour 320

Start guard tour 319

H

Hard anti-passback 148, 166
Hard reset
Card format 553
Hardware
Definition 116
HDVR video format 93
Heater kit activated (KTES) 162
Hide PIN number (KTES) 160
Historical Reports 515
Automatic filename 524

Automatic report schedule screen 520

Desktop 490
Destination 525
Filter mode 517
Output process 523
Output type 522
Preview 549
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End-of-line 142

Inputs

Abnormal condition 185
Alarm level #1 210

Alarm level #2 input 210
Alarm system options 180
Animated icons 667

Arming request 179

Arming request input 210
Configuration 184
Continuous supervision 315, 316
Create groups 405

Elevator door 188

Entry input 211

Group 405

Group of doors 190

Input to postpone arming 181
KTES 186

Monitoring schedule 185
Normal 315

Normal condition 185
Performing manual operations 315
Prevent arming input 211
Remote event reporting 189
Response time 185

Shunt 172, 187

Shunted on disarming 211
Tamper and Trouble 188

Toggle command 241, 243, 246, 249, 250
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Inserting serial device 239
Instructions
Assign to events 462
Definition 466
Integrated component
Configuration 198
Integrated panel
Configuration 194
Manual operations 324
Integration
3rd party panel 69
Interlock options
Doors 171
Mantrap 171
Interval 202
Intrusion 6
Access managed by user 195
Events 462
Master access code 197
PowerSeries 195
User access code 198
IP Device Parameters 120
IP Link 572

K

Kantech controllers
Configuration 125
Kantech IP Link 3, 118
Kantech Telephone Entry System 4
Configuration 152
Options 155
Keypad
Enable duress function 168
Escape key 130
Options
Doors 167
Relay activation 168
KT-100
Configuration 129
KT-200
Auxiliary devices 131
Configuration 130
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Expansion devices 131

KT-2252

Elevator controllers 131, 132
Program 131

KT-300

Combus modules
Configuration 136

Controller
Configuration 135

KT-400

Access Levels 374

Configuring 139

Controller local area 148

Defining controller local areas 148

Elevator floor associations
Definition 149

End-of-line 124

Ethernet Four-Door Controller 118

Ethernet four-door controller
Configuration 139

Expansion modules 141
Configuration 141

Stand-alone mode 374

KTES

Custom language 616
Duress options 160
End-of-line 155

Event pager codes 163
Express Setup 634
Fail-soft delay 155
General parameters 153

Language and Welcome messages 158

LCD settings 160

Options 160

Pager reporting 163

Phone line configuration 155
Postal lock 154

Relays parameters 161

Serial number 155

Setup Wizard 153, 634
Supervision schedules 160
Tenant administration levels 164
Tenant response settings 156
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Tenants list 154

Visitor call settings 153

Welcome Message 158

Wiegand integration 156
KT-MOD-INP16 141

End-of-line 142
KT-MOD-OUT16 141
KT-MOD-RELS 141
KT-NCC 96

Configuring 107

Doors 173

Gateway 107

L

Language
Custom 616
KTES 158
Operator 425
LCD setting (KTES) 160
Limit video bandwidth 580
Limiting Card Usage 339
Line monitoring (KTES) 156
Line Type (KTES) 155
Load annotations 227
Local activation relay 189
Local area after 166
Local area before 166
Lock
Door temporarily 306
Elevator door 309
Elevator door temporarily 309
Group of doors 306
Mode
Doors 166
Power trouble (KTES) 161
Locking a Door Manually 307
Log Printer 556
Log Video process error 579
Login
Name 425
Schedule 426
Server service application 568
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Logout and Idle 565
Logout on idle 71
Lost Card 332

M

MAC address 118
Mantrap 171
Interlock options 171
Manual Operations
Arm door 306
Arming 205
Disable card readers 306
Disable reader 309
Disarm door 306
Disarming 205
Enable card readers 306
Enable readers 309
Integrated panel 324
Lock door or group of doors 306
Lock elevator door 309
Temporarily lock door 309
Temporarily lock/unlock door or group of doors
306
Temporarily unlock door 309
Unlock door or group of doors 306
Unlock doors 309
Master access code 197
Master Password 554
New 554
Maximum event for email report 576
Maximum number allowed 217
Maximum records in network alarm 567
Messages
Controls 74
Definition (Filters) 467
Desktop 481
Inserting serial device 238
Migrate to enhanced user management 581
Mirror Database and Redundant Server
CardGateway 3, 83
Modem

Call type 176, 186, 189
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Dial-up 121
Instruction parameters 237
Serial port 237
Modifying Pictures Display Options 487
Motor lock delay 178
MS-SQL Interface
See Oracle/MS-SQL Interface 79
Multimedia Devices 551, 559
Alarm sound 559
Signature capture 561
Video options 560
Multiple
Messages on prevent arming 569
Pictures 488
Must login to close a Server application 565
Muster reports 408, 409
Area group 408
Emergency management 538
Generate a report 541
Monitoring an area group 503
Parking management 540
Reporting for parking and emergency management
5
Reports 538

N

NCC 8000 Gateway
Configuration 101
Installation 33
View program 103
NCC Global Features 569
Network
Alarm 567
Alarms
Desktop 505
Time adjustment 580
New authentication password 554
Next character delay (KTES) 160
No call 162, 177, 186
No lock by input when lock by alarm system armed 172
Notify last log out 565
Number of rings before answer (KTES) 153
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Online help 7
Open time 167
Operators
Allow login on server 431
Bypass workstation message filter 425
Definition 424
Language selection 425
Login name 425
Login Restrictions 431
Login schedule 426
Password 425
WebStation login 426
Options and alarm system 178
Oracle/MS-SQL Interface
CardGateway 79
Output
Activation period 191

Associating door events to auxiliary outputs 192

Device configuration 191

Filename 514

Flash 193

Flash timed 193

General options 191

Operating mode 191

Selected doors 191

Steady 193

Steady timed 193
Override

End-of-line 186

P

Pager
Call type 175, 186
Call type (KTES) 162
Options 238
Options (KTES)
KTES
Pager options 162
Reporting (KTES) 163
Panel
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3rd party hardware 293, 324
3rd party panel 69
DLL integration 583
Parameters
Credentials 580
Doors 165
Firmware 570
Gateway 569
Image 573
Integration 583
Reports 575
Time 580
Video 577
Workstation 582
Parking management
Muster reports 540
Parse user name 577
Partitioning alarm system 5
Passback
Type 214
Password
Change master password 554
Operator 425
Performing a Hard Reset 297
Photos
Multiple 488
Pictures
Desktop 487
Multiple 488
Transparent color position 574
PIN
Duplicate PIN process 553
Number 130, 338
PING Diagnostic Program 641
Polling (KTES) 154
Port number 630
Postal lock
Card holder used for postal activated 157
KTES 154
Postpone or disarm access level 181
Power failure (KTES) 161
Power supervision schedule 129
KTES 161
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Pre-alarm on door opened too long 170
Preset and pattern control application 578, 579
Prevent arming request on input status 180
Print a log 496, 505

Print cards 369

Print event parameters 464

Printer, see Log printer 556

Printers Selection and Configuration 556
Priority level 559

Programming mode timeout delay (KTES) 160
Programming PIN timeout delay (KTES) 160

Q

Quick backup 564
Quick report
Definition 512
Emailing 528
Request 512
Send to workstations 530
Viewer 639

R

Reader’s driver download 157
Readers
Arming reader 209
Arming reader no unlock 209
Disarming reader 209
Postpone reader 210
REB-8
Elevator controller
Programming 133
Relay expansion board modules 130
Relays
Definition 134
Redundant Server 564
Address 84
Auto-restart delay 564
CardGateway Limitations 83
Quick synchronize 565
See Mirror Database and Redundant Server 83
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System parameters 564
Regional configuration (KTES) 155
Registration

see Workstation registration 602

Server 590, 602

System 24, 590
Relays 69

Activate on entry delay 213

Activate on exit delay 213

Activate on postpone 213

Activated 313

Activated when area is full 217

Activation (KTES) 161

Activation Mode 183

Activation mode 221

Alarm system options 181

Animated icons 665

Configuration 182

Create groups 404

Deactivated 313

Group 404

Operation mode 182

Parameters (KTES) 161

Prevent arming state 212

Resetting schedule 314

Return to schedule 313

Selecting 313

System armed 212

System disarmed 212

Temporarily activated 313

Temporary activation 187

To follow lock output 178

Toggle command 241, 243, 246, 249, 250
Reloading Gateway Data 297
Relock

Door on arming after exit delay 180

Door on request to arm 179

On access 170

On door closing 170

On door opening 170

OnRex 170
Remote

Application 561
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Event reporting
Enabling 189
Modem delay 123
Video process control parameters 578
Removing EntraPass 41

Report input in alarm when the alarm system is armed

569
Report queue priority level 513
Reports
Disk free space threshold 575
Historical report 515
Muster report 538
Quick report 512
Quick report request 512
Report request 525
Report state 545
Roll Call report 542
SmartLink 530
Time & Attendance report 531
Time & Attendance request 530
View report 548
WebStation 516, 520
Reset
Delay for shunt temporarily 187
Remote video process application 578
Remote video process applications control 578
See Controllers 302
Resettable REX function 171
Resetting a Door Schedule 308
Resize
Toolbar buttons 582
Restrict Access 174
Restrictive Access Delay 174
REX 130
Contact 170
Options
Doors 170
Primary and Secondary 170
Roll Call
Muster report 538
Reports 511, 542
RS-232
Connection
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Configuration 117
Gateway configuration 103
Serial port 629

S

Saving

Annotations 227

Card pictures and signatures in a file 574

Graphics in a file 575

Visitor pictures and signatures in a file 575
Schedules 566

2-day continuous interval 202

Acknowledge schedule 462

Arming schedule 207

Call 162, 177, 186

Card and PIN 168

Days 201

Definition 200

Disable passback schedule 215

End time 201

Interlock 172

Login schedule (operators) 426

No disarm schedule 207

Postal Lock 154

Printing events 462

REX 170

Start time 201

Supervision 160

Transfer schedule 216

Unlock 167, 173

Unlock schedule # 1 (elevator doors) 173
Second card schedule required (two-man rule) 178
Secondary access levels

Access Levels 337, 374

Cards 327

Stand-alone mode 337, 374
Security level

Administrator 424

Assign to operator 426

Card database fields 433

Definition 429

Installer 424
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Read only - (View components) 431
Restricted 424
Workspace 426, 451
Security parameters 71
Selecting
Applications 435
Controller 303
Gateway 297
Primary language 555
Secondary language 555
Self-extracting compressed file 588
Send to tray on idle 565
Sequence 219
Serial
Com port 238
Device for commands 239
Device for messages 238
Number (KTES) 155
Server
Database Utility Program, see Database 607
Disk free space threshold 563
Getting Started 594
IP Address 630
Login 594
Logs 563
Parameters 563
Registration 590, 602
Service Login Information 568, 585
Setting Up a Badge Printer 557
Setting Up a Report Printer 557
Show properties on Drop 226
Show system database reference 567
Shunt delay 172
Shunt input temporarily 187
Signature capture 561
Site
Configuration 115
Retrieving site events 122
SmartLink 3
Application 86
Command builder 240
Configuring 86

Defining a SmartLink Task with Task Builder 466



Reference Manual

Restore previous SmartLink mode 236
Save SmartLink mode 236
Send reports to workstations 530
Send reports using 530
Task builder 240
Tasks insertion menu for SmartLink 234
WebStation 86, 89
Soft anti-passback 148, 166
Software installation 11
Special Characters
Welcome messages 158
SPI Port
KT-400 141
SQL Interface
See Oracle/MS-SQL Interface 79
Start a session 44
Starting the EntraPass server 44
Starting the EntraPass workstation 47
Starting the gateway program 46
State (cards), see Cards 339
Status
Icon
Refresh delay 75
Relay activation
Configuration 146
Time out delay 568
Stolen Card 332
Strict search on card field 577
Supervised door lock device 178
Supervisor
Inside (areas) 216
Level (areas) 215
Must be last on exit 216
Parameters
Card database fields 433
To open area 215
Suspend messages 72
Suspend report delay on door relock 172
Suspend status update when not monitored 185
Swap descriptions 610
System
Components 30
Data 597
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Date & Time 558
Modification 558

Installation 16

Language selection 555

Parameters 563

Registration 24

Requirements 12

Schedules 566

Tree view 65

View log 601

T

Talk time (KTES) 153
Talk time remaining warning (KTES) 153
Tamper and trouble
Definition 188
Inputs 188
Tamper in alarm (KTES) 161
Tamper switch supervision schedule (KTES) 161
Task
Event parameters 462
Insertion menu for SmartLink 233
Task Builder
Definition 233
Emailing 236
Event trigger 233
Graphic 223
Toggle 241, 243, 246, 249, 250
Taskbar
Description 73
TCP/IP 121
Technical Support 8
Temporary activation timer 182, 221
Temporary Shunt Timer 187
Tenant
Admin level 394
Administration level (KTES) 164
End date 395
Extended door access delay 394
Extended ring 394
First phone number 394
Hide 394
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ID length 393
Language 394
List
Options 154
Name 394
PIN 394
PIN access schedule 394
PIN length 393
Response setting (KTES) 156
Second phone number 394
Start date 395
Tenants list 393
Adding new tenant 393
Creating new 393
Trace 394
Validation date 395
Wiegand display format on LCD 393
Wiegand integration with an access controller 396
Wiegand interface for access granted 395
Tenants list
Export/Import Wizard 396
Exporting 397
Importing 396
Terminal server 121
Three-dots button 66
Time & Attendance Reports 431, 511, 524, 531
Add transactions 536
Doors 166
First IN last OUT 533
Operations 535
Preview 550
Request 530, 534
Select doors 531
Use specific card range 532
Time adjustment based on Gateway time zone 219
Time base (KTES) 156
Time between notifications 564
Timed Anti-Passback 174
Toggle
Task Builder 241, 243, 246, 249, 250
Toolbar buttons
Resize 582
Trace
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Card 331

Card number 331
Transfer to Unknown Area 186
Tree view 65

System 65
Trigger source 243

U

uDP 121
Unlock
Door by schedule after first man in 172
Door temporarily 306
Elevator door 309
Elevator door temporarily 309
Group of doors 306
On access door opened 170
OnREX 171
Schedules (elevator floors) 173
Time 166
Unlocking a Door Manually 307
Unlocking a Door Temporarily 308
Updating Physical Components 297
Updating the system 37
Use JPEG format for graphics 575
Use JPEG format for pictures, signatures and badges
574
Use network alarm 567
User access code 198
User Datagram Protocol (UDP) 121
User name format 577
Users 327

V

Validate Card Access 368
Verify authentication password 554
Video
Background 225
Bandwidth 562, 580
Bandwidth control 562
Displaying a view 288
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Event list 275
Events recorded 262
Exporting files 282
General parameters for a view 265
Image snap 579
Integration 251
Linking video clips with key frames 281
Password protection 283
Playback 285
Playing segments 279
Recording parameters 272
Server communication settings 253
Server options 577
Triggers definition 270
Vault 5
Configuring 90
Disk free space threshold 92
File format 93
Vault definition 256
View modification 268
Viewing archived video segments 291
View
Last transactions 372
Roll Call 323
System tree view 65
Visitor
Call settings (KTES) 153
Definition 377
Visual feedback
see Reader 124

W

Wait for access granted to arm 179
Wait for access granted to postpone 181
Web page

Background 225
WebStation 4

Card number 331

Card use reports 520

Concurrent Logins 427

Connection timeout 89

Email reports 77
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Enhanced user management 581
Historical Reports 516
Operator login 426
SmartLink 86
WebViews
Add Web page as background 225
Graphic definition 223
What is access control? 1
Wiegand
Display format on LCD 157
Integration (KTES) 156
Reader type 156
Windows
Floating 65
Work area
Modify 50
Workspace
Defining access levels 441
Defining alarm systems 442
Defining applications 438
Defining areas 443
Defining card access group 447
Defining card filters 446
Defining card types 445
Defining doors 439
Defining events 458
Defining gateways and sites 437
Defining graphics 450
Defining guard tours 444
Defining inputs 441
Defining panel components 457
Defining panels 456
Defining relays 440
Defining reports 448
Defining tasks 455
Defining video servers 452
Defining video views 455
Defining workspace 450
Definition 73
Security Levels 451
Security levels 426
Selecting applications 435
Workstation
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Automatic logout on idle 71
Suspend messages 72

www.EntraPASS.com
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